3apeructpmnpoBaHo B MuHiocte Poccum 31 mas 2013 r. N 28608

OEAEPA/IbHAA CNYXKBA NO TEXHUYECKOMY U 3KCNOPTHOMY KOHTPO/JIIO

NPUKA3
ot 11 ¢espansa 2013 r. N 17

OB YTBEPXAEHWUM TPEGOBAHWUIA
O 3ALMUTE UHOGOPMALIUU, HE COCTABAAIOLLEN TOCYAAPCTBEHHYIO TAHY,
COAEPXALLENCA B FTOCYAAPCTBEHHbIX UHOOPMALIMOHHbIX CACTEMAX

B cooTtBeTcTBUM C YacTbio 5 cTaTb 16 PegepanbHOro 3akoHa ot 27 mona 2006 r. N 149-d3 "06
MHbOPMaUUK, MHGOPMALMOHHbBIX TEXHONOTUAX M O 3awmTe MHopmauumn" (CobpaHme 3aKoHOAaTENbCTBA
Poccuiickoin depepaunm, 2006, N 31, c1. 3448; 2010, N 31, cT1. 4196; 2011, N 15, c1. 2038; N 30, cT1. 4600;
2012, N 31, ct. 4328) u MNonoxeHnem o deaepanbHoOl cnyKbe NO TEXHUYECKOMY W IKCMOPTHOMY
KOHTPOAO, YTBEPKAEHHbIM YKa3zom [pe3ngeHTa Poccuickon deaepaunm ot 16 asrycta 2004 r. N 1085
(CobpaHue 3akoHoaaTenbcTBa Poccuiickoit deaepauum, 2004, N 34, cT. 3541; 2006, N 49, cT. 5192; 2008,
N 43, c1. 4921; N 47, c1. 5431; 2012, N 7, cT. 818), npuKasbiBato:

1. YtBepautb npunaraemble TpeboBaHus o 3awmTe WHGOPMALUKM, HE COCTaBAAIOLLEN
roCcyAapCTBEHHYIO TaMHY, COAEPrKALLLENCA B rOCYAaPCTBEHHbIX MHPOPMALMOHHbIX CUCTEMAX.

2. YCTaHOBUTb, YTO yKa3aHHble B NyHKTe 1 HacToAwero npukasa TpeboBaHWA NpUMeHATCA aaa
3alWNUTbI MHPOPMALMU B FOCYAaPCTBEHHbIX MHPOPMALIMOHHbIX cucTemax ¢ 1 ceHTabpa 2013 r.

Oupektop

depepanbHO CNy>KObl NO TEXHUYECKOMY
N 3KCMOPTHOMY KOHTPOJIIO

B.CEJIMH

YTBepKaeHbl
npukasom OCTIK Poccum
ot 11 ¢eBpana 2013 r. N 17

TPEBOBAHMA
O 3ALLUUTE UHGOPMALMU, HE COCTABAAIOLLEA TOCYAAPCTBEHHYIO TANHY,
COLEPXALLENCA B FOCYAAPCTBEHHbIX MHOOPMALIMOHHbIX CACTEMAX

|. Obuwme nonoxKeHus

1. Hactoawue TpeboBaHUA pa3paboTaHbl B cOOTBETCTBUMN ¢ DeaepanbHbiM 3aKOHOM OT 27 utonsa
2006 r. N 149-#3 "0O6 uHbopmaumm, MHPOPMALMOHHbLIX TEXHOMOTMAX M O 3awmuTe MHPopmaumm"
(CobpaHue 3akoHogaTenbcTBa Poccuinickont Pepepaumn, 2006, N 31, c1. 3448; 2010, N 31, cT1. 4196; 2011,
N 15, cT. 2038; N 30, cT. 4600; 2012, N 31, cT. 4328), a TaKKe C y4eTOM HalLMOHaNbHbIX CTaHAAPTOB
Poccuiickolt depepaunn B 061acTi 3amTbl MHGOPMaLMK U B 061aCTU CO34aHNA aBTOMATU3MPOBAHHbIX
cucTem (Janee - HaUMOHabHbIE CTaHAAPTbI).

2. B [OKymeHTe ycTaHaBAMBatoTcA TpeboBaHMs K obecneyeHuto 3awmtbl  MHPoOpmaLmm
OrPaHMYEHHOro AOCTYMa, He CoAepXKallel CBeAeHMsA, COCTaBAsIOWME rOCYAapPCTBEHHYO TaliHy (ganee -
MHbOPMaAUMA), OT YTEYKM NO TEXHUYECKMM KaHanaM, HeCaHKUMOHMPOBAHHOIO A4OCTYNa, CneuuaibHbIX
BO3/EeMCTBMIA Ha TaKylo MHbOopmaUuio (HocuTenn uHbopmaumm) B Uensax ee A06bIBaHUA, YHUUTOXKEHUS,
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NCKaXKeHna nnm 610KMpoBaHMA A0CTyNa K Helt (ganee - 3awmTa nHGopmauumn) npn ob6paboTke yKaszaHHOM
MHbOPMaLUK B rOCYAapCTBEHHbBIX MHPOPMALLMOHHbIX CUCTEMAX.

Hactoawme TpeboBaHMA MOryT MNPUMEHATbCA AAs 3aWuMTbl 0bweaocTynHo wuHdopmaumm,
cozeprKallenca B rocyfapcrTBeHHbIX MHOOPMALMOHHBIX CUCTEMAX, ANA SOCTUKEHUA LeNel, yKasaHHbIX B
nyHKTax 1 n 3 yactn 1 ctatbm 16 ®enepanbHOro 3akoHa ot 27 mntona 2006 r. N 149-d3 "06 nHbopmaumu,
MHGOPMALMNOHHBIX TEXHONOTUAX U O 3awmTe MHPopmaummn".

B [OKymeHTe He paccmaTpuBatoTca TpeboBaHMA O 3awute WMHPOPMAUMKM, CBA3AHHbIE C
NPUMeHeHMEM  KpunTorpaduyeckmx  MeToaoB  3awuTbl  MHbOpMaAuMm U WKNPPOBaANbHbIX
(KpunTOrpaduUecknx) cpeacTs 3aLmTbl UHGOPMALUN.

3. Hactoawme TpebosaHua asnaoTcA o0b6A3aTenbHbiMKM Npu  06paboTke uHbOpmauum B
rocyapCcTBEHHbIX WMHPOPMALMOHHBIX cUCTEMAX, OYHKUMOHMPYOWMX Ha Tepputopumn Poccuiickoit
depepaumn, a TaKKe B MYHUUMNANbHbIX UWHPOPMALMOHHBIX CUCTEMAX, ECAN UHOE HEe YCTaHOBAEHO
3aKoHoAaTeNnbCTBOM Poccuinckon Pepepaumm o MECTHOM CaMOYNPaBAEHUM.

Hactosawue TpeboBaHUA He PacipPOCTPAHAIOTCA HA roCyAapCTBEHHbIE MHGOPMALMOHHbIE CUCTEMDI
AagmuHuctpaumm MNpesmgeHta Poccninckon ®epepauymm, Coseta besonacHoctn Poccuiickon Pepepaumn,
depepanbHoro CobpaHus Poccuiickon ®epepaumn, [MpasuTtenbctBa Poccuiickon degepauumu,
KoHctutyumnoHHoro Cyaa Poccuinckoint depepaunm, BepxosHoro Cyaa Poccuiickoit ®epepaumm, Boicwero
ApbutpaxkHoro Cyaa Poccuiickont ®epepaumm n depepanbHol cnyxKbbl 6esonacHocTM Poccuiickomn
depepaunn.

4. Hactoawme TpeboBaHuA npeaHasHauyeHbl Ana obnagateneit MHPoOpmaLMK, 3aKa3UMKOB,
3aKNHOYMBLLIMX TOCYAAPCTBEHHDbIM KOHTPAKT Ha cO34aHMe rocyfapcTBEHHOM MHOOPMALMOHHOM CUCTEMDI
(manee - 3aKa34MKM) M ONEPATOPOB rOCYAaPCTBEHHbIX MHPOPMALIMOHHBIX CUCTEM (Zanee - onepaTopbl).

Jlnuo, obpabaTtbiBalowee WHPOPMALUMIO, ABAAIOLLYIOCA FOCYAAPCTBEHHLIM MHPOPMALMOHHBIM
pecypcom, Mo nopydyeHuio obnagatens wuHdopmauum (3akasumka) wam  onepatopa U (nan)
npeaocTaBasiollee MM BbIMUCAUTENbHbIE pecypcbl (MowHocTM) Ans o6paboTkM MHbOpPMaLUUKM Ha
OCHOBAHWMM 3aKNIOYEHHOro Aorosopa (manee - yNo/JIHOMOYEHHOe /Muo), obecneuyvMBaeT 3aluUTy
MHGOpMaAUMM B COOTBETCTBMM C 3aKoHogzaTenbctBoM Poccuitckolt Pepepaummn 06 unHbopmaumu,
MHGOPMALMOHHBIX TEXHOOMUAX M O 3awwmTe nHbopmaunun. B gorosope fonxKHa ObiTb NpeaycMoTpeHa
06A3aHHOCTb  YNO/JIHOMOYEHHOTO  AMuUA  obecneymBaTb  3aWUTy  WUHPOpPMaLUKM,  ABAAIOLLENCA
rocyAapcTBeHHbIM MHPOPMALLMOHHBIM PECYPCOM, B COOTBETCTBUM C HAcTOALWMMKN TpeboBaHMAMM.

5. Mpu 0bpaboTKe B rocyaapcTBeHHOMW MHGOPMALMOHHOMN cucTteme MHbOPMaLUKM, coaeprKallel
NnepcoHanbHble AaHHble, HacToAwMe TpebOBaHUA MPUMEHAIOTCA HapAdy C TPeboBaHMAMM K 3awumTe
NePCOHANbHbIX AaHHbIX NPU UX 06paboTKe B MHOOPMALMOHHbLIX CUCTEMAX NEPCOHAJNbHbLIX AAHHbIX,
YTBEPKAEHHbIX NocTaHoBAeHWeM lMpaBuTenbcTBa Poccuiickoit Pegepaumm ot 1 HoAbps 2012 r. N 1119
(CobpaHue 3akoHogaTenbcTBa Poccuiickoit depepauymm, 2012, N 45, cT. 6257).

6. Mo peweHuto obnagaTens MHGopmaumn (3akasumka) uam onepaTopa Hactoawme TpebosaHuA
MOTYT  MPUMEHATbCS  A1A  3aluMTbl  MHPOPMALMK, coAepiKallelicas B HErocyAapCTBEHHbIX
MHPOPMALMNOHHDIX CUCTEMAX.

7. 3awmTa MHPOPMaLUK, coaeprKaLLeinca B rocyaapcTBeHHOM MHGOPMALMOHHOM cucTeMe (panee -
MHPOPMALMOHHAA cucTema), obecneymBaeTca MyTeEM BbINOAHEHWA obnagatenem WHbOPMaUUm
(3akasuukom) n (nnu) onepatopom TpeboBaHMI K OpraHM3aLmMm 3aWwmuTbl MHGOPMaL MK, CoAepIKallenca B
MHOOPMAUMOHHOM cucTeme, M TpeboBaHWIN K mepam 3awmtbl WMHOOPMAUMKM, coaeprKaliencs B
MHGOPMALMOHHOM CUCTEME.

Il. TpeboBaHMA K opraHM3aumm 3aWwmUTbl MHGOPMaLNK,
cofepKalencs B MHGOPMALMOHHOM cucTeme

8. B MHPOPMALMOHHOM cucTeme OBbEKTaMM 3aLUUTbl ABAAIOTCA MHOOPMALMS, coaeprKallascsa B
MHPOPMALMOHHOM cUCTEME, TEXHUYECKME CPeaCTBa (B TOM Ync/ie CPeacTBa BblUMC/IUTENbHOW TEXHUKM,
MalUMHHblE HOCMTENN WHPOPMALMKM, CPEeACTBa M CUCTEMbI CBA3M M Nepefayn AaHHbIX, TEXHUYECKue
cpeactea 06paboTknm  ByKBEHHO-UMPPOBOW, rpaduYeckol, BMAEO- U pedyeBon WHPOpMaLUK),
obliecuctemHoe, MNpPUKNagHoOe, creuManbHoe nporpammHoe obecnedyeHve, WHPOPMALMOHHbIE
TEXHONIOTUMK, A TaKKe CPeACcTBa 3aLMTbl UHPOPMALUN.

9. [Ons obecneyeHma 3awuTbl MHGOPMaUUKM, coaepKallenca B MHPOPMALMOHHOM CUCTEME,
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ONepaTopoM HA3HAYaeTca CTPYKTYpHOe MoApasdeNeHne WM  AOKHOCTHOoe Anuo  (paboTHMK),
OTBETCTBEHHbIE 33 3alLMTy MHPOPMALMN.

10. Ana npoBegeHua paboT no 3awute MHOOpPMALMWM B XOAE CO34aHMA WM 3IKCNayaTauuu
MHOOPMALMOHHOM cucTeMbl obnaaaTenem MHopMaLMn (3aKa3umMKoM) M ONepaTopomM B COOTBETCTBUM C
3aKoHomaTenbctBOM Poccuiickon Pepepaumm npu HeobXoaMMOCTM MNPUBNEKAIOTCA OPraHU3aLmu,
nmerwme ANUEH3NI0 Ha AeATE/IbHOCTb N0 TEXHUYECKOW 3alimTe KoHPuaeHumanbHon nHdopmaumm B
cooTBeTCcTBMM ¢ PeaepanbHbim 3aKOHOM OT 4 masa 2011 r. N 99-@3 "O nnueH3npoBaHMM OTAENbHbIX BUAOB
neatenbHoctn" (CobpaHune 3akoHoaaTenbcTsa Poccuitickoit depepaumn, 2011, N 19, c1. 2716; N 30, cT.
4590; N 43, cT. 5971; N 48, c1. 6728; 2012, N 26, cT. 3446; N 31, cT. 4322; 2013, N 9, cT. 874).

11. OAna obecneyeHua 3awmTbl MHPOpMALUMMK, coAeprKallenca B MHPOPMALMOHHOMN CUCTEME,
NPUMEHSAIOTCA  CpeacTBa  3awWwuTbl MHPOPMAUMKM, NpoluesliMe OLLEHKY COOTBeTCTBMA B ¢dopme
obs3atenbHoM cepTudmKaumMm Ha cooTseTcTBMe TpeboBaHMAM Mo 6GesonacHocTM MHbOpMaLMK B
COOTBETCTBUM CO cTaTben 5 PepepanbHOro 3akoHa ot 27 aekabpsa 2002 r. N 184-d3 "O TexHUYecKom
perynnposaHumn" (CobpaHne 3akoHoaaTenbctBa Poccuitckoit deaepauyum, 2002, N 52, ct. 5140; 2007, N
19, ct. 2293; N 49, ct1. 6070; 2008, N 30, cT. 3616; 2009, N 29, cT. 3626; N 48, cT. 5711; 2010, N 1, cT. 6;
2011, N 30, cT. 4603; N 49, cT. 7025; N 50, cT. 7351; 2012, N 31, c1. 4322; 2012, N 50, cT. 6959).

12. 3awmTa nHPopmaunum, cogeprawenca B MHOGOPMALMOHHON CUCTEME, ABNAETCA COCTABHOM
YyacTblo PaboT MO CO34aHMIO U 3KCNAyaTauun MHGOPMALMOHHON cUCTeMbl M obecrneymBaeTcs Ha BCex
CTagmsax (3Tanax) ee co3gaHUA U B Xo4e SKCMNyaTaLMM NyTEM NPUHATUA OPraHM3aLMOHHbIX M TEXHUYECKUX
Mep 3aWwmTbl MHGOPMaUMKM, HANPaBAEHHbIX Ha BJIOKMPOBaHWE (HeMTpanmsaLmio) yrpo3 6e30nacHocCTM
MHbOPMaLUKN B MHPOPMALIMOHHOM CUCTEME, B paMKax CUCTEMbI (NoACcUCTEMbI) 3aWmUTbl MHGOPMaLMK
MHPOPMaLMOHHOM cUCTEMbI (ganee - cucTema 3almTbl UHGoOPMaUUn MHPOPMALLMOHHOM CUCTEMDI).

OpraHn3auMoHHbIEe N TEXHUYECKME Mepbl 3aLLMTbl MHPOPMaL MK, peanmsyemble B paMKax CUCTEMbI
3awWwmTbl MHPopMauMmM MHGOPMALMOHHOM CUCTEMBI, B 3aBUCUMOCTU OT MHPOPMALIMK, CoaepIKaLLelica B
MHGOPMAUMOHHOW cucTeme, Leneit co3gaHus MHGOPMALMOHHON CUCTEMbI M 334a4, pellaemblX 3TOM
MHGOPMALNOHHOM CUCTEMOM, AONKHDBI ObITb HaNPaBAEHbI HA UCKOYEHME:

HenpaBOMepPHbIX AOCTYyNa, KONMPOBAHMA, NPeaOoCTaBAEHUA UM PACNPOCTPAHEHUA MHbOPMALUK
(obecneyeHune KOHOUAEHLMANBHOCTU MHDOPMaALMK);

HEeMpPaBOMEPHbIX YHUUTOXEHUA AN MoanduumpoBaHna nHdopmaumm (obecneyeHme LEenoCTHOCTU
nHdopmauun);

HenpaBoMepHoOro 610KMpoBaHNA MHPopPMaLMK (0becneyeHme AOCTYNHOCTU MHbOPMaLMK).

13. Ana obecneyeHusa 3awmTbl MHOOPMALMK, coAepKallelcs B MHOOPMAUMOHHON cucTeme,
NpoBOAATCA CAeaytowme MeponpuaTus:

dopmupoBaHne TpeboBaHWI K 3almTe WMHbOpPMAUMKM, coaeprkallenca B WMHPOPMALIMOHHOM
cucteme;

pa3paboTKa cMcTeMbl 3aLMTbl UHPOPMALUN MHGOPMALMOHHOMN CUCTEMBI;

BHeAPEHNE CUCTEMDI 3aLLUUTbI UHGOPMAUUKN MHPOPMALLMOHHOM CUCTEMDI;

atrectauma WMHPOPMALMOHHOW CcUCTeMbl MO TpeboBaHMAM 3awuTbl MHPopmaunn (panee -
atTrectauma MHGOPMaALMOHHOM CUCTEMBI) U BBOZ, €€ B AENCTBUE;

obecneyeHne 3aWwmTbl MHGOPMALMM B XOAE IKCMAyaTauuM aTTeCTOBaHHOM WHGPOPMALMOHHON
CUCTEMDI;

obecneveHne 3awmTbl  MHPOPMAUMM MPUM  BbIBOAE M3  IKCMyaTauMW  aTTeCTOBAHHOW
MHGOPMALMOHHOM CUCTEMBI UM NOC/E NPUHATUA pelleHna 06 OKOHYaHUK 06paboTkM MHbopMaLUH.

dopmumpoBaHMe TpeboBaHMM K 3awmTe MHGOPMaLMK, coaepKallenca
B MHOOPMALMOHHOM cucTeme

14. dopmupoBaHme TpeboBaHMI K 3almTe MHbOPMAUUKM, copepKalenca B MHGOPMaLMOHHOM
cucteme, ocyllectenseTcs obnagatenem MHGopmauum (3aKasumkom).

dopmupoBaHMe TpeboBaHMN K 3awuTe UHbOpMaUUM, coaepskalienca B MHPOPMALIMOHHOM
cucteme, ocyuwecteasetca ¢ ydyetom [OCT P 51583 "3awmta uHpopmaumn. Mopagok cosgaHus
aBTOMaTM3MPOBAHHbIX CUCTEM B 3aLUMLLLEHHOM McnosiHeHUK. Obuime nonoxeHuns" (nanee - TOCT P 51583)
n FOCT P 51624 "3awmta nubpopmaumn. ABTOMaTU3IMPOBAHHbIE CUCTEMbI B 3aLUULLEHHOM UCMOIHEHUU.
Obuwwme TpebosaHuAa" (ganee - TOCT P 51624) 1 B TOM YMCNE BKAOYAET:
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NPUHATUE peLleHna 0 He0bX0AMMOCTHM 3aLWMTbl MHPOPMaLUK, coaeprKallencs B MUHGOpMaLMOHHOM
cucteme;

KnaccudpuKaumio MHPOPMaLMOHHON cUCTeMbl NO TpeboBaHMAM 3alUnUTbl MHGOpMaUUKU (aanee -
Knaccudukauma MHGOPMaLMOHHOM CUCTEMDI);

onpegeneHune yrpos 6esonacHoctM WHGOPMAUMM, peann3aums KOTOPbIX MOXKET MNPUBECTU K
HapyLweHuto 6esonacHoCcTM MHPopmaumm B MHPOPMALMOHHON cucTeme, U pa3paboTKy Ha UX OCHoBe
Mmoaenn yrpo3 6e3onacHoCcTn MHbopmaunu;

onpezeneHune TpeboBaHU K cucTeme 3aLmTbl MHPOPMaLMN MHPOPMALIMOHHON CUCTEMDBI.

14.1. MpW NPUHATMM pelleHna O HeobxoaAMMOCTM 3alWuTbl MHPOPMaLUKM, coAepKalleinca B
MHGOPMALMOHHOM CUCTEME, OCYLLECTBNAETCA:

aHanu3 uenei co3gaHna MHPOPMALMOHHOM CUCTEMbI M 33434, PELIaeMbIX 3TOM MHGOPMALMOHHON
CUCTEMOW;

onpeaeneHne nHGopmauuu, noanexawen ob6paboTke B UHGOPMALMOHHON CUCTEME;

aHa/IN3 HOPMATMBHbIX NPABOBbIX aKTOB, METOANYECKUX JLOKYMEHTOB M HALLMOHANbHbIX CTaHAAPTOB,
KOTOPbIM A0/1*KHa COOTBETCTBOBATb MHPOPMALMOHHANA CUCTEMA;

NPUHATME  peleHMA O HeobXxoAMMOCTM  CO34aHMA  CUCTEMbI  3aWwmTbl  MHopmaumu
MHOPMALMOHHON CUCTEMbI, @ TaKKe onpegeneHne LUenen W 3agady 3awmTbl MHGOpMaLMM B
MHGOPMALMOHHON  CUCTEME, OCHOBHbIX 3TanoB CO34aHWA  CUCTEMbI  3aluTbl  MHbOPMaLUK
MHOOPMALMOHHOM cUCTEMBI U PYHKUMIM Mo obecneyeHUio 3almTbl MHPOPMaLMK, codepiKallenca B
MHPOPMaAUMOHHON cucteme, obnagatens uHoopmaumm (3aKasumka), onepaTopa U YNOJHOMOYEHHbIX
anu,

14.2. Knaccndumkaumsa MHPOPMaLMOHHON CUCTEMbI NPOBOAUTCA B 3aBUCMMOCTM OT 3HAYMMOCTMU
obpabaTtbiBaeMoli B Heill UHPOpPMauMM M MacwTaba WHPOPMAUMOHHON cucTembl (bepepanbHbii,
PernoHasnbHbl, 06HEKTOBbIN).

YCTaHaB/MBAOTCA YeTblpe Kaacca 3alMLLEHHOCTU MHPOPMALLMOHHOM CUCTEMBI, onpeaensaoLmne
YPOBHM 3aLUMNLLEHHOCTU coaep Kalleiica B Hel uHpopmaumm. Camblii HU3KMI Klacc - YeTBEPTbIN, Cambli
BbICOKMI - NepBblii. Knacc 3awmieHHoCcTM MHGOPMALMOHHOM CUCTEMBI ONpeaensaeTca B COOTBETCTBUM C
npunoxeHnem N 1 K Hactoawmm TpeboBaHMAM.

Knacc 3awmiieHHocT onpegensetca aaa WUHOOPMAUMOHHOM CUCTEMbI B LLeIOM W, NpwU
HeobxoAMMOCTM, O1A ee OTAeNbHbIX CerMeHTOB (COoCTaBHbIX u4acTeld). TpeboBaHMe K Knaccy
3aLUMLLLEHHOCTM BK/IOYAETCA B TEXHMYECKOE 3aZlaHne Ha co3gaHne MHPOPMALLMOHHOM cucTembl U (Mn)
TEXHMYECKOEe 3afaHue (4acTHOoe TexHMYecKoe 3afaHWe) Ha co3gaHuMe CUCTeMbl 3alMTbl MHPopMaLUn
MHGOPMALMOHHOM CUCTEMBI, pa3pabaTtbiBaemble ¢ yyeTom FOCT 34.602 "NHbopMaLMOHHAA TEXHONOTUS.
Komnnekc cTaHAapToOB Ha aBTOMATM3MPOBaHHble cUCTEMbl. TexHMYECKOoe 33aJaHuMe Ha Co3jaHue
aBTOMaTM3MpoBaHHOM cuctembl" (ganee - TOCT 34.602), FOCT P 51583 1 FOCT P 51624.

Knacc 3awmiieHHOCTM MHOOPMALMOHHOM CUCTEMBI MNOANEXKMUT MNEPEecMoTpy NpU U3MEHeHUMU
MaclwTaba MHPOPMALMOHHOM CUCTEMbBI AN 3HAUMMOCTU 0bpabaTbiBaeMol B Hel MHbOPMaL UK.

Pe3ynbTaTtbl KnaccupuKkaumm MHGOPMaLMOHHOM cucTeMbl 0POPMAAIOTCA AKTOM KnacCubuKaumm.

14.3. Yrpo3bl 6e30nacHOCTN MHPOPMALMM ONpPEeaENAOTCA NO pesy/ibTaTaM OLEHKN BO3MOXKHOCTEN
(noTeHuMana, OCHAWEHHOCTU U MOTUBALMN) BHELLUHUX U BHYTPEHHWUX HAapYLUWUTENEN, aHA/IM3a BO3MOMKHbIX
yA3BMMOCTEN WMHOOPMALMOHHON CUCTEMBI, BO3MOXHbIX CNOCO60B peanu3aumm yrpos HesonacHocTu
nHbopmMauMmM U MNOCAeACTBMA  OT  HapyweHua  cBoMCTB  6e3onacHoctM  MHbopmaumu
(KOHOUAEHLMANBHOCTH, LENOCTHOCTM, LOCTYNHOCTH).

Mpw onpeaeneHnmn yrpo3 6e30nacHOCTY MHPOPMALUK YUUTLIBAOTCA CTPYKTYPHO-PYHKLMOHANbHbIE
XapaKTePUCTUKM MHOOPMALIMOHHOM CUCTEMDI, BKIKOYAOWME CTPYKTYPY M COCTaB WUHGHOPMALUMOHHOWN
cuctembl, GuU3MYeckue, noruveckne, ¢GyHKLMOHANbHbIE W TEXHONOTMYECKME B3aMMOCBA3U  MeEXAY
cermeHTamu HGOPMaLMOHHOMN CUCTEMDI, C UHBIMWM MHPOPMALLMOHHBIMKU CUCTEMaMK U MHHOPMALMOHHO-
TENIEKOMMYHUKALMOHHBIMW CETAMMU, PeXUMbI 06paboTKM MHOPMaLUM B MHPOPMALLMOHHON cucTeme U
B €€ OTAEe/IbHbIX CerMEHTaX, a TaKXKe UHble XapaKTePUCTUKN MHPOPMALMOHHON CUCTEMDI, MPUMEHAEMbIE
MHPOPMALMOHHbIE TEXHOOTUWN U 0OCOBEHHOCTU ee GYHKUMOHUPOBAHMA.

Mo pesynbTaTam onpegeneHns yrpo3 6e30MacHOCTM UHbOPMaUUM NpU  HeobXxoaMMOoCTU
pa3pabaTbiBalOTCA PEKOMEHAALMM MO KOPPEKTUPOBKE CTPYKTYPHO-OYHKLMOHAMbHbBIX XapaKTePUCTUK
MHPOPMALMOHHON CUCTEMbI, HanpaB/ieHHble Ha ONOKMpOBaHWe (HEeMTpPasiM3aLMio) OTAEeNbHbIX Yrpos
6e3onacHoCcTU MHpopMaLMK.
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Mogenb yrpos 6e3onacHOCTM MHOOPMALUKM [ONKHA COAEPXKATb ONUCAaHWE MHPOPMALMOHHOWN
CUCTEMBI U €€ CTPYKTYPHO-PYHKLMOHANBHbIX XapaKTePUCTUK, a TaKKe onucaHune yrpo3 6esonacHoctu
MHbOPMaUMK, BK/OYAlOLWLEE OMWCAHWE BO3MOXKHOCTEM Hapywwuteneir (mogenb Hapywwutens),
BO3MOMHbIX YyA3BMMOCTEN MHPOPMALMOHHOM CUCTEMBI, CNOCOOOB peanmsaummn yrpos HesonacHocTu
MHbOpPMaLMM U NOCAEACTBMIA OT HApyLLUEHMA CBOMCTB 6e30NacHOCTU MHbOPMALLUN.

Ona onpegeneHns yrpos 6e3onacHoCcTM MHPopmauum n paspaboTkn moaenn yrpos 6es3onacHocTm
MHPoOpMaLUM NPUMEHAIOTCA METOAMYECKME OOKYMEHTbl, pa3paboTaHHble M yTBep:KAeHHble PCTIK
Poccun B cooTBeTCTBUM C NoAnyHKTOM 4 nyHKTa 8 MNonoxkeHunsa o PepepanbHom cnyxbe No TEXHUYECKOMY
N 3KCMOPTHOMY KOHTPOJIIO, YTBEpPKAEHHOro YKasom lMpe3ngeHTa Poccuiickoin Pegepaunm ot 16 aBrycrta
2004 r. N 1085 (CobpaHue 3akoHoaaTenbcTsa Poccuinckoit depepaumm, 2004, N 34, ct. 3541; 2006, N 49,
cT. 5192; 2008, N 43, c1. 4921; N 47, c1. 5431; 2012, N 7, cT. 818).

14.4. TpeboBaHMA K cucTeMe 3aWwmUTbl UHGOPMALUN MHPOPMALMOHHON CUCTEMBI ONpPEenEeNAtoTCA B
3aBMCMMOCTM OT KJjacca 3alMLLEHHOCTM MHOOPMALMOHHOM CcuUCTeMbl U yrpo3 6e3onacHoCcTU
MHPOPMALMK, BKAIOYEHHDBIX B MOAENb Yrpo3 6€30MacHOCTU MHOPMaLmu.

TpeboBaHMA K cucteme 3awmTbl MHPOPMALMM MHOOPMALMOHHON CUCTEMBI BKIOYAIOTCA B
TEXHMYECKOe 33aHuMe Ha co3gaHne MHPOPMALMOHHOM CUCTEMDI U (MIK) TEXHMYECKOE 3a4aHue (YacTHoe
TEXHMYECKOE 3afaHMEe) Ha COo34aHMe CUCTEMbI 3alMTbl MHPOPMALMK MHOPMALMOHHON CUCTEMDI,
pa3pabaTbiBaemble ¢ yyetom FOCT 34.602, TOCT P 51583 n ITOCT P 51624, n AomKHbI B TOM 4yucne
copepkKatb:

Lenb 1 3aga4mn obecnevyeHuns 3almTbl UHGOPMaLUKN B MHOOPMALIMOHHOM CUCTEME;

KN1acC 3aLMLLLEHHOCTN MHPOPMALLMOHHOM CUCTEMBI;

nepeyeHb HOPMATMBHbLIX MPABOBbIX AKTOB, METOAMYECKMX [AOKYMEHTOB M HaLMOHaNbHbIX
CTaHAaPTOB, KOTOPbIM AOJI)KHA COOTBETCTBOBATb MHGOPMALMOHHAA CUCTEMA;

nepeyeHb 0OBHEKTOB 3aLNTbI MHPOPMALMOHHOM CUCTEMDI;

TpeboBaHMA K Mepam U cpeacTBam 3awmTbl MHGOPMALUKM, NPUMEHSAEMbIM B MHPOPMALMOHHON
cuUCTeMe;

TpeboBaHMA K 3awmte WHbOpMAUMM Npu MHPOPMALMOHHOM B3aMMOLENCTBMU C MHbIMU
MHGOPMALNOHHBIMKU CUCTEMAaMMN U MHGOPMALNOHHO-TENEKOMMYHUKALMOHHbBIMWU CETAMM, B TOM YnUC/E C
MHOOPMALNOHHBIMU CUCTEMAMM YNOJHOMOYEHHOTO INLLA, A TaKXKe NPU NPUMEHEHUN BbIYUCNTENbHbIX
pecypcoB (MowHOCTe), NpefocTaBAAeMblX YNOAHOMOYEHHbIM IMLOM 414 06paboTkn nHpopmaumu.

Mpn onpeaeneHMn TpeboOBaHUI K cucTeMe 3aWmTbl UHGOPMAUUN MHOOPMALUMOHHON CUCTEMDI
YUYUTBIBAIOTCA MOMIOXKEHUS NOAUTUK obecnevyeHns uMHOPMaLMOHHOM 6Ge3onacHoCTM obnagartens
MHbopMaummn (3aKkasumka) B caydae ux paspabotkm no FOCT P MCO/M3K 27001 "MHdpopmaumoHHan
TexHonorns. MeTtogbl W cpenctBa obecneyveHus  6esonacHocTU.  CUCTeMbl  MeHeaXMeHTa
MHbOPMaUMOHHON Be3onacHocTn. TpeboBaHMAa", a TakKe NOAUTMK obecneyveHusa MHOGOPMALMOHHOM
6€30MacHOCTM onepatopa M YMNOJHOMOYEHHOrO /iMUA B 4YacTW, He NPOTMBOPEYaALeN NOAUTUKAM
obnapatena nHbopmaumm (3akasumka).

PaspaboTKka cuctemsl 3awmTbl MHGOPMaLMM MHPOPMALMOHHOMN CUCTEMDbI

15. PaspaboTtka cuctembl 3awmtbl MHGOPMaLMM MHPOPMALMOHHON CUCTEMbI OpPraHuM3yeTca
obnagatenem MHGoOpPMaL MK (3aKa3unMKoMm).

PaspaboTka cuctembl 3awuTbl UHGOPMALUM WMHOOPMALMOHHON CUCTEMbBI OCYLLECTBAAETCA B
COOTBETCTBUM C TEXHUYECKMM 3aZaHMEM Ha CO34aHMe UHPOPMALMOHHOW CUCTEMDI U (MUNKN) TEXHUYECKUM
3afaHnMemM (4aCTHbIM TeXHUMYECKMM 33JaHMeM) Ha Cco3fJaHue cucTeMbl 3aluTbl  MHOpMaLmu
MHbOpMaUMoHHOM cuctembl ¢ ydetom [OCT 34.601 "UHdopmaumoHHas TexHosnorns. Komnnekc
CTAHAAPTOB Ha aBTOMATU3MPOBaHHble CUCTEMbl. ABTOMaTM3UpOBaHHble cucTembl. CTagum cospaHua”
(nanee - FOCT 34.601), TOCT P 51583 1 TOCT P 51624 1 B TOM YMC/ie BKAOYAET:

NPOEKTUPOBAHME CUCTEMBI 3aLLMUTbI MHPOPMALMKM MHPOPMALMOHHOMN CUCTEMDI;

pa3paboTKy  IKCMYyaTaUMOHHOM  AOKYMEHTauMM Ha  cucTtemy  3almTtel  MHOOpPMaLMK
MHPOPMALMOHHOM CUCTEMDI;

MaKeTMpOBaHUeE N TECTUPOBAHMNE CUCTEMBI 3aLLUTLI UHPOPMALNN MHGOPMALMOHHOKN cUCTEMbI (NpK
HeobxoaMMOCTH).

Cuctema 3awmtbl MHOOpMaUMM WHPOPMALMOHHOM CUCTEMbl He [JOJIKHA NpenAaTCcTBOBaTb
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OOCTUNKEHMIO Lenielt co3gaHna MHGOPMALMOHHOM cncTemMbl U ee GYHKLMOHUPOBaHMUIO.

Mpu paspaboTke cucTembl 3aWmTbl MHGOPMALMM MHGOPMALLMOHHOW CUCTEMBI YYUTLIBAETCA €ee
MHPOPMALMOHHOE B3aUMOAENCTBME C MHbIMU MHPOPMALMOHHLIMK CUCTEMAMM U MHPOPMALMNOHHO-
TENIEKOMMYHWUKALUNOHHBIMW CETAMM, B TOM Yncae ¢ UHGOPMALNOHHBIMU CUCTEMAMM YNOAHOMOYEHHOTO
MUa, a TaKXe TMNPUMEHEHMEe BbIYUC/IUTE/IbHbIX PecypcoB (MoOWHOCTEN), NpeaoCcTaBAsEMbIX
YNO/IHOMOYEHHbIM IMLLOM /18 06paboTKM MHbOPMaLUN.

15.1. Mpn NPOEeKTUPOBAHNM CUCTEMbI 3aLWLMTbl MHGOPMALUM MHPOPMALMOHHOM CUCTEMBI:

onpeaensaTca TUMbl cybbekToB AoCTyna (No/ib30BaTesIn, NPOLLECChl U MHble CyObeKTbl JOCTyNna) U
06BbEeKTOB A0CTyMa, ABAAKLWINXCA ObbeKkTamu 3aumTbl (yCTponcTBa, 06beKTbl $HalinoBON CUCTEMBI,
3anycKaemble U UCMNOAHAEMble MoAay/n, 0O6beKTbl CUCTEMbI yrpaBaeHua 6a3zamm AaHHbIX, OOBEKTHI,
co3/aBaemble NPUKAALHbIM NPOrPaMMHbIM obecrnevyeHnem, MHble 0OBEKTbI 4OCTYNA);

onpeaenanTca MeToAbl YNPaBAeHUA JOCTYNOM (ANCKPEUMOHHbIW, MaHAATHbIN, PONEBOM UAW UHbIE
MeToApl), TUNbl [O0CTyna (4YTeHWe, 3anucb, BbIMNOJHEHWE WAW WHble TUMbI [OCTYNa) M Npasuna
pasrpaHMYyeHns [O0CTyna cybbekToB A[0CTyna K obbekTam AocTyna (Ha OCHOBE CMWCKOB, METOK
6€30MacHOCTM, POJIEN U UHbIX NPaBWA), NogNEKALME peannsaummn B MUHPOPMALMOHHOM CUCTEME;

BblOUpatoTcA Mepbl 3aWuTbl MHPOpMALMK, NoAnerKalme peanvs3aumm B CUCTEME 3aLMThbI
nHPopMauUm MHGOPMALMOHHOMN CUCTEMDI;

onpeaenalnTca BUAbI M TUMbl CPEACTB 3alMTbl MHPOPMaUuMK, obecrneymBatolme peanmnsaumio
TEXHUYECKMX Mep 3aWunTbl MHOOPMALLMK;

onpeaenseTca CTPYKTypa CUCTEMbI 3aWmUTbl MUHGOPMALUN MHOOPMALMOHHOM CUCTEMDI, BKAtOYaAA
cocTaB (KoInM4ecTBo) N MecTa pasmMellleHUA ee 3/1eMEHTOB;

OCYLLECTBNIAETCA BbIOOP CPeacTB 3almTbl MHPOPMALMKN, CEPTUPULMPOBAHHDBIX HA COOTBETCTBME
TpeboBaHMAM no 6e3onacHOCTM MHPOpPMALMKU, C YYETOM WX CTOMMOCTM, COBMECTUMOCTU C
MHGOPMALNOHHBIMWN TEXHOIOTUAMMN N TEXHUYECKMMU CpeacTBamm, pyHKLMM 6e30nacHOCTU 3TUX CPeacTB
M ocobeHHOCTEN NX peaniM3aumm, a TaKKe Kaacca 3alnLLeHHOCTU MHPOPMALIMOHHOM CUCTEMBI;

onpeAensalTcs napameTpbl HaCTPOWMKM MNpOrpamMMHoOro obecneyeHus, BKAOYAA MPOrpaMmHOe
obecneyeHne cpeacTe  3awmTtbl  UMHopmaumu, obecneuymBalowme peanmsaLMio  Mep  3aWMUTbl
MHPOPMALNMK, A TAKIKE YCTPAHEHME BO3MOKHbIX YA3BUMOCTEN MHGOPMALMOHHOMN CUCTEMBI, MPUBOAALLUX
K BO3HMKHOBEHMIO Yrpo3 6e30nacHoOCTM MHpopMaLmK;

onpesenstoTcs Mepbl 3aWwnuTbl MHPopPMaLMKU NpU MHPOPMALMOHHOM B3aUMOLENCTBUM C MHBIMU
MHPOPMALMNOHHBIMKU cUcTEMaMM N MHGOPMALLMOHHO-TENNEKOMMYHUKALMOHHbBIMU CETAMMU, B TOM YMCIe C
MHPOPMALNOHHBIMU CUCTEMAMM YNONHOMOYEHHOTO INLA, A TAKXKe NPU NPUMEHEHUWN BbIYUCANTENBbHbIX
pecypcoB (MoLWHOCTeN), NPeaoCcTaBAAEMbIX YNOJAHOMOYEHHbBIM IMLOM A8 06paboTKM MHPOopMaLLUN.

Pe3ynbTaTbl NPOEKTUPOBAHMA CUCTEMBI 3alWMTbl MHPOPMAUUM MHPOPMALIMOHHOM CUCTEMDI
OTpaKalTcA B MNPOEKTHOW [AOKYMEHTauuM (3CKM3HOM (TEXHMUYECKOM) MpoeKkTe U (Mnu) B pabouelt
OOKYMeHTauumn) Ha WMHPOPMALMOHHYIO CUCTEMY (cMCTeMy 3awmTbl MHGOPMALUN WMHPOPMALNOHHON
cucTtembl), paspabatbiBaembix ¢ yyetom [OCT 34.201 "MHopmauMoHHaa TexHonorua. Komnnekc
CTAHAAPTOB HAa aBTOMATM3MPOBAHHbIE CUCTEMbI. BUAbI, KOMNAEKTHOCTb U 0603HaYeHNe LOKYMEHTOB NpK
C034aHUM aBTOMATU3MpPOBaHHbIX cuctem" (aanee - FOCT 34.201).

MpoeKTHas [OKYMeHTauMa Ha MHOOPMALMOHHYIO cuUcTemy W (ManM) ee cUCTEMY 3aLLUTbI
MHbOPMaLUMKN NoanexaT COrnacoBaHMIO C ONepaTopom MHPOPMALMOHHOW CUCTEMbI B C/lydYae, ec/iv OH
onpefeneH TaKOBbIM B COOTBETCTBMM C 3aKOHOZATeNbCTBOM Poccuiickon Pepepauun K MOMEHTY
OKOHYaHWA NPOEKTUPOBAHUA CUCTEMDbI 3aLLUTbI UHPOPMALUKN MHPOPMALIMOHHOM CUCTEMBI U HE ABNAETCA
3aKa34YMKOM AaHHON MHDOPMALIMOHHOM CUCTEMBI.

Mpyn oOTCYTCTBUM HEOBXOAUMBIX CPeAcTB 3aWuTbl UHOOPMaUUK, CEePTUPUUMPOBAHHBIX Ha
cooTBeTcTBME TpeboBaHMAM MNo 6e3onacHoOcTU MHbOPMaUUKM, opraHusyeTca pas3paboTka (aAopaboTka)
CpeacTB 3aWmnTbl MHPOPMALMK M NX CeEPTUPUKALIMA B COOTBETCTBUM C 3aKOHOAATENBCTBOM Poccuiickol
depepauun AN NPOU3BOAMTCA KOPPEKTUPOBKA NPOEKTHbLIX PELleHNn No MHGOPMALMOHHON cucTeme U
(unn) ee cucteme 3awnUTbl MHOOPMALMM C y4eTOM OYHKLMOHANbHLIX BO3MOXHOCTEM MMEHLUXCS
CePTUPUUMPOBAHHBIX CPEACTB 3aLLUTbI MHPOPMALUN.

15.2. Pa3paboTKa 3KCMAyaTaUMOHHOM [OKYMEHTALMM Ha cuUcTeMy 3awutbl MHOpMaLMK
MHPOPMALMOHHON CUCTEMbI OCYLLECTB/IAETCA B COOTBETCTBUM C TEXHUYECKUM 33aJaHMEM Ha Co3jgaHue
MHPOPMALMOHHON cUCTEMBI U (MIM) TEXHUYECKMM 3aZaHMEM (YaCTHbIM TEXHMYECKMM 33aJaHMeM) Ha
co34aHue cucTeMbl 3aWuTbl MHGOPMALMU MHGOPMALMOHHOMN CUCTEMBI.
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dKcnayaTauMOHHaA AOKYMEHTAUMA HA CUCTEMY 3aLLNTbl MHGOPMALMKN MHPOPMALLMOHHOM CUCTEMDI
pa3pabaTbiBaetca c ydetom OCT 34.601, FOCT 34.201 u TOCT P 51624 1 gonKHa B TOM YMCae coaepKaTb
onucaHwue:

CTPYKTYPbI CUCTEMBI 3aLWNUTbI MHGOPMALMUN MHGOPMALLMOHHOM CUCTEMBI;

COCTaBa, MeCT YCTaHOBKM, MapameTpoB M MOpAAKa HACTPOMKKM cpeacTs 3awmTbl MHOPMALUK,
nporpammHoro obecnevyeHma n TEXHUYECKUX CPEACTB;

npaBWA 3KCNAyaTaLMmM CUCTEMbI 3aLLMTbI MHPOPMaLMU MHOOPMALMOHHOM CUCTEMBI.

15.3. Mpn MaKeTMpoBaHMM N TECTUPOBAHUU CUCTEMbI 3aWMTbl MHGOPMALUM MHPOPMALMOHHOM
CMUCTEMbI B TOM YMC/E OCYLLLECTBAAIOTCA:

nposepKa paboTocnocobHOCTM M COBMECTUMOCTM BblBpaHHbIX CpeacT8 3awuTbl MHGOPMALUMK C
MHOOPMALNOHHBIMU TEXHONOTUAMM U TEXHUYECKUMU CPeacTBamu;

npoBepKa BbINOJHEHMA BbIOPaHHbIMU CPEeACTBAMM 3aLLUTbI MHOOPMaLUUMKN TPebOBaHWUI K cucteme
3aWmTbl MHGOPMaL MM MUHGOPMALNOHHOMN CUCTEMDI;

KOPPEKTUPOBKA MPOEKTHbIX PeLeHUI, pa3paboTaHHbIX NPY CO34aHUN MHPOPMALLMOHHOM CUCTEMDI
n (Mnn) cuctemol 3aLWmMTbl MHPOPMALUN MHOOPMALMOHHOM CUCTEMDI;

KOPPEKTUPOBKA MPOEKTHOM W  3KCMNYaTauMOHHOW [AOKYMEHTauMu Ha CUCTeMY  3aWuTbl
nHPopMauUm MHGOPMALMOHHOMN CUCTEMDI.

MakeTnpoBaHue cuctemol 3aWnTbl MHGOPMaLMM MHOOPMALLMOHHOM CUCTEMBI U €e TeCTUPOBaHUE
MOXeT MNpoBOAUTBCA B TOM YWUC/E C WCMNO/b30BaHMEM CPeAcTB M METOA0B  MOAEe/IMPOBaHMA
MHOOPMALMNOHHBIX CUCTEM U TEXHOIOTUI BUPTYanU3aLumK.

BHegpeHue cuctemMbl 3aLUnUTbl MHGOPMALLUN MHPOPMALLMOHHOM CUCTEMBI

16. BHeapeHue cUCTEMbI 3aWMTbl MHPOPMALUN WMHPOPMALMOHHOM CUCTEMbBI OpraHM3yeTcs
obnagarenem MHGOPMaLMM (3aKa3uMKoM).

BHeapeHue cuctembl 3awmtbl MHGOPMaALMM MHPOPMALMOHHOW CUCTEMbI OCYLLECTBAAETCA B
COOTBETCTBUM C MPOEKTHON W IKCMIYATALMOHHOM AOKYMEHTALUMEN Ha cuCTeMy 3aluTbl MHOPMALUK
MHPOPMALMOHHON CUCTEMBI M B TOM YNC/IE BK/IOYAET:

YCTAHOBKY M HACTPOMKY CpeacTB 3aLLmTbl MHPOPMaLMK B MUHPOPMALIMOHHOM CUCTEME;

pa3paboTKy LOKYMEHTOB, ONpeaenALWmMX NpaBmaa U Npoueaypbl, peannsyemble onepaTopom Ans
obecneyeHnn 3aWwmUTbl MHGOPMaLMKM B MHGOPMALMOHHON CUCTEME B XOA4e ee 3KcnayaTauuu (panee -
OpraHM3aLMOHHO-pacnopaguTeNbHble LOKYMEHTbI NO 3alumUTe MHGOPMaLmK);

BHeAPEHNE OPraHN3aLMOHHbIX Mep 3aWUTbl MHPOPMaLMK;

npeaBapuTenbHble UCNbITAHUA CUCTEMBI 3aLLMTbI MHPOPMALUN MHGOPMALIMOHHOM CUCTEMDI;

ONbITHYHO 3KCMNYATaLMIO CUCTEMbI 3aLLUTbI MHGOPMAUUU MHPOPMALLMOHHOM CUCTEMDI;

aHann3 yA3BUMOCTEN MHOOPMALMOHHON CUCTEMBI U MPUHATME Mep 3aWUTbl MHPOPMALUM MO KX
yCTpaHeHuto;

NPUEMOYHbIE UCMBITAHWUA CUCTEMBI 3aLWMUTbI MHPOPMALMKM MHGOPMALNOHHOMN CUCTEMBI.

K BHeApeHWIO cUCTeMbl 3aWmTbl MHOOPMaUUM MHOOPMALMOHHOM CUCTEMbI MpPUBJIEKAETCA
onepatop WHPOPMALMOHHOW CUCTEMbI B CAy4vae, eCAn OH onpeaesieH TaKoBbIM B COOTBETCTBUMM C
3aKoHoAaTenbCTBOM Poccuiickon Pepepaunm K MOMEHTY BHEAPEHWUA CUCTeMbl 3awmTbl MHPOpmaLmm
MHPOPMALNOHHOMN CUCTEMBI U HE ABAAETCA 3aKa3YMKOM AaHHON MHPOPMALLMOHHOW CUCTEMDI.

16.1. YcTaHOBKa M HAcTpOWKa cpeacTs 3awmuTbl UHGOPMALUKN B UHPOPMALIMOHHOM cUCTEME A0XKHA
NpPOBOAMTLCA B COOTBETCTBUM C IKCMNYATALMOHHOM AOKYMEHTaLMeN Ha CUCTeMy 3almTbl MHGOPMALUN
MHPOPMALMOHHOMN CUCTEMbBI U AOKYMEHTALMEN Ha CpeacTBa 3aWwuTbl MHGOPMaLMK.

16.2. PaspabaTbiBaemble  OpraHM3aUMOHHO-pacnopaauTenbHble  AOKYMEHTbl MO 3aluTe
MHPOPMaLUKN AOMKHBI ONpeaensaTb NpaBuaa 1 NpoLeaypbl:

ynpasneHua (agMUHUCTPUPOBAHMA) CUCTEMOI 3aLLUTbI MHGOPMALIMM MHPOPMALLMOHHOM CUCTEMBI;

BbIABJEHUS UHUMAEHTOB (04HOrO COBbLITMA UAW TPYMMbl COBbITUI), KOTOPbIE MOTYT MPUBECTU K
c60AM MU HapylieHUo GYHKUMOHUMPOBAHUA MHPOPMALLMOHHOW cUCTEMbBI U (MAKM) K BOSHUKHOBEHWUIO
yrpo3 6esonacHocTi nHpopmaLmu (aanee - UHUNLEHTbI), U PEarMpoBaHUA Ha HUX;

ynpasneHmna KoHourypaumen aTrecToBaHHOM WMHPOPMALMOHHOM CUCTEMbI M CUCTEMbI 3aLLUTbI
nHpopmaunm MHGOPMaALMOHHOMN CUCTEMDI;

KOHTpOAs (MOHMTOPWHIA) 3a 0becneyeHnem ypoBHS 3aLUMLLEHHOCTU MHOPMaUUK, coaepKalleincs
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B MHPOPMALMOHHOM CUCTEME;

3awWwmTbl MHGOPMaLMM NpPU BbIBOAE M3 IKCNAyaTaUMM MHPOPMALLMOHHOM CUCTEMBI MAM Mocne
NPUHATKA peleHma 06 oKoHYaHUM 06paboTkM MHbopmauum.

16.3. MNMpw BHeAPEHUM OPraHU3aLMOHHbIX Mep 3aLMTbl MHGOPMALMM OCYLLLECTBAAIOTCA:

peanu3aums Npasua pasrpaHUYeHMA AOCTyNa, PernameHTUpYoWMX MpaBa A0CTyna cybbeKTos
[O0CTyna K obbeKkTam A0CTyna, U BBeAEeHME OrpaHUYEeHUt Ha AeNCTBMA MOJib30BaTeNen, a TaKKe Ha
M3MEHEHME YCNOBUI SKCNAyaTaLUKM, COCTaBa M KOHOUIypaLMM TEXHUYECKUX CPEACTB U NMPOrPaMMHOro
obecneyeHus;

NpoBepKa NOIHOTbI U AETaZIbHOCTU ONMUCAHUA B OPraHN3aLLMOHHO-PaCcnopAaNTENbHbIX LOKYMEHTaX
no 3awmTte MHGopmMaLmnm AeUCTBUIM NOSIb30BaTEIEN U AAMUHUCTPATOPOB MHPOPMALIMOHHOM CUCTEMBI NO
peanu3aunmn opraHM3auMoHHbIX Mep 3alUnTbl UHGOPMaLUK;

OTpaboTKa AeNCTBUIA AOMKHOCTHBIX /UL, U NOAPa3AeNeHNIN, OTBETCTBEHHbIX 33 peanunsaumio mep
3awWwmTbl MHPOPMaLMK.

16.4. NpepBapuTenbHble UCMbITAHWUA CUCTEMbI 3aLLMTbI MHPOPMALMKM MHPOPMALMOHHOW CUCTEMDI
nposoasatca ¢ ydyetom [OCT 34.603 "WMHdbopmaumoHHas TexHosnormsa. Buabl  McnbITaHWUi
aBTOMaTM3MpPOBaHHbIX cuctem" (panee - FTOCT 34.603) M BKAOYAKOT NPOBEPKY paboTocnocobHocTU
cucTembl  3aWnTbl  MHPoOpmMauMm WHOOPMALMOHHOM CUCTEMBI, @ TaKXKe MNPUHATUE pelleHuAa o
BO3MOXHOCTM OMNbITHOM 3KCMyaTauMm CUCTEMBI 3aUTbl UHGOPMALLMKN MHPOPMALLMOHHOM CUCTEMBI.

16.5. OnbiTHaA 3KcnayaTauma cucTembl 3aWwutbl MHPOPMaLMM MHOOPMALMOHHOM CUCTEMDI
nposoantca ¢ ydyetom FOCT 34.603 u BKAtOYaeT NpoBepKy OGYHKUMOHMPOBAHWUSA CUCTEMbI 3aLUMTbI
nHpopmauum MHGOPMALMOHHON CUCTEMbI, B TOM YUC/E PEeasIM30BaHHbIX Mep 3aWmTbl MHGOpPMaLUK, a
TaK¥Ke roTOBHOCTb NO/Ib30BaTENEN U AAMUHUCTPATOPOB K KCNAyaTaLMM CUCTEMBI 3aLWMTbl MHPOPMaL MK
MHGOPMALNOHHOWM CUCTEMBI.

16.6. AHanu3 yassmMmocTtei MHGOPMaLMOHHON CUCTEMbI MPOBOAMTCA B LLESIAX OLLEHKM BO3SMOXKHOCTH
NpPeogoNneHns Hapywutenem CUCTeMbl 3awmTbl MHPopmauMm UHPOPMALMOHHOM CUCTEMBI U
npeaoTBpaLLeHNs peanmsaumnm yrpos 6esonacHocT MHGOpMaLUW.

AHanus yazsnumocten UHGOPMALLMOHHOM CUCTEMbI BK/IOYAET aHAIN3 YA3BUMOCTEN CPEACTB 3aLLUTbI
MHbOPMALMM, TEXHUYECKUX CPEACTB M NPOrpamMmHOro obecneyeHmna MHGOPMALLMOHHOM CUCTEMBI.

Mpn aHanuse ya3BUMOCTEN WMHPOPMALIMOHHON CUCTEMbI MPOBEPSIETCA OTCYTCTBME M3BECTHbIX
YA3BUMOCTEN CPeACTB 3alnTbl MHPOPMALMU, TEXHUYECKMX CPEACTB M NporpammHoro obecneyeHus, B
TOM 4ucie c yd4eTom uHPOpMALMK, UMetoWenca y pPa3paboTIMKOB M MOAYYEHHON U3  [PYrUx
06LLeA0CTYMHbIX UCTOYHMKOB, NMPaBUIbHOCTb YCTAHOBKM M HACTPOMKWU CPEeACTB 3aWwmuTbl MHGOPMaLMM,
TEXHUYECKMX CPEACTB M NMPOrpamMMHOro obecneyeHus, a TaKkKe KOPPEKTHOCTb PaboTbl CPeaCcTB 3aWmThbI
MHbOPMALMK NPU UX B3AUMOLENCTBUN C TEXHUYECKMMM CPeaCTBAaMM U MPOrpamMHbIM obecrnevyeHnem.

B cnyyae BbiABNEHMA yA3BUMOCTEN MHOOPMALMOHHOW CUCTEMbI, NPUBOLALLMX K BO3HUKHOBEHMIO
OOMNOJIHUTENbHBIX yrpo3  6e30nacHoCTM  MHpopmauMu, NPOBOAUTCA YTOYHEHME MOAENAN Yrpo3
6e30nacHOCTM MHPOPMALMM U NPU HEOBXOAMMOCTU MPUHUMAIOTCA AOMOHUTE/IbHbIE MEpPbl 3aLLMTbI
MHGOpMaUMKM, HanpaBieHHble HA YCTPAHEHWE BbIABAEHHbIX YA3BMMOCTEM WAW  UCKAOYatoWme
BO3MOXHOCTb MCMO/Ib30BAHWNA HAPYLUMTENEM BbIABNEHHbIX YA3SBUMOCTEMN.

16.7. MpuemoyHble WCMbITaHUA CUCTEMBI 3aWMTbl MHPOpMaLMN UHPOPMALMOHHOM CUCTEMDI
nposoasTca ¢ yyetom FOCT 34.603 1 BKAOYAIOT NPOBEPKY BbINONHEHMA TPEOOBAHUM K CUCTEME 3aLUUTDI
UHbOPMALUN MHPOPMALLMOHHOW CUCTEMbI B COOTBETCTBMU C TEXHUYECKMM 33JaHMEM Ha Co3jaHue
MHPOPMALMOHHOM cUCTEMbI U (M) TEXHUYECKMM 3aZaHMeM (YacTHbIM TeXHWYECKMM 3agaHuem) Ha
co3/aHue CUCTeMbI 3aLWuUTbl MHGOPMaLMU MHGOPMALMOHHOMN CUCTEMDBI.

ATTecTaums MHGOPMaLMOHHOW CUCTEMbBI M BBOJ, €€ B AeiNcTBue

17. Artrectauma uHOOPMALMOHHOM CcUCTEeMbl opraHu3yetca obnagatenem WHopmaumm
(3aKasumMKkom) UM onepaTopom M BK/IKOYAET NpoBeseHMEe KOMIIEKCa OPraHU3aLMOHHbIX U TEXHUYECKUX
MEepPONPUATUIA (aTTECTALMOHHBIX UCMbITaHWI), B pe3ynbTaTe KOTOPbIX MOATBEPKAAETCA COOTBETCTBME
CUCTEMbI 3aLWNUTbI MHGOPMALUM MHPOPMALMOHHOM CUCTEMbBI HAacToALMM TpeboBaHMAM.

17.1. B KayecTBe UCXOAHbIX AaHHbIX, HEOOXOAUMbIX 15 aTTecTaunm MHGOPMaLMOHHON CUCTEMDI,
MCNONb3YOTCA MOAeNb yrpo3 6esonacHocTM WHPOpPMaAUMK, aKT Kaaccupukaumm MHPOPMALMOHHOM
CUCTEMDbI, TEXHUYECKOE 3a4aHMe Ha Co34aHne MHGOPMALMOHHON CUCTEMbI U (MIN) TEXHMYECKOE 3aJaHne
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(4yacTHoe TexHM4YecKkoe 3afaHWe) Ha co3gaHue cucTembl 3aWwmTbl MHPOpPMaLMM MHGOOPMALMOHHOM
CUCTEMDI, MPOEKTHAsA W 3KCNAyaTaUMOHHaA [OKYMEHTAUMA HA cucTeMy 3awmTbl MHbOpPMauLum
MHOOPMAUMOHHOM  CUCTEMbI,  OPraHU3aLMOHHO-pacnopPAaUTENbHbIE  AOKYMEHTbl MO  3awuTe
nHbopmaumm, pesynbTaTbl aHanM3a yA3BUMOCTEM WHGPOPMAUMOHHOM  CUCTEMbI, MaTepuanbl
npeaBapuUTesibHbIX U MPUEMOYHbIX MCAbITAHUIA CUCTEMbI 3aWMTbl MHPOPMaUMN MHPOPMALMOHHOM
CUCTEMbI, A TaKKe MHble AOKYMEHTbI, pa3pabaTbiBaemMble B COOTBETCTBMM C HacToAWMMM TpeboBaHUAMM.

17.2. Attectauma UMHGOPMALMOHHOM CUCTEMbI MPOBOAUTCA B COOTBETCTBUMM C NPOrpammoi u
MeTOAMKaMM aTTeCTalMOHHbIX UCMbITAaHUI A0 Havyana 06paboTkn nHGopmMauunm, nogaexkallei 3awmTte B
MHGOPMAUMOHHOM cucteme. Jnsa npoBefeHMA aTTectaumm MHOOPMALMOHHOW CUCTEMbI NMPUMEHAIOTCA
HALMOHA/bHbIE CTAHAAPTbI, @ TaKXXe MeToAMYECKMEe AOKYMEHTbI, pa3paboTaHHble W yTBEPKAEHHbIE
®CTIK Poccum B COOTBETCTBUM C MoAnyHKTOM 4 nyHKTa 8 lMonoxeHus o PepepanbHon cay:kbe no
TEXHUYECKOMY M IKCMOPTHOMY KOHTPOJIIO, yTBEPKAEHHOro YKasom MpesngeHTta Poccuitckoit Pepepaumm
ot 16 aBrycta 2004 r. N 1085.

Mo pe3ynbTaTam aTTECTALMOHHBIX WCAbITAaHUA OQOPMAAIOTCA MPOTOKO/bI  aTTeCTALUMOHHbIX
UCMbITAHUIN, 3aKNOYEHME O COOTBETCTBUW WHPOPMALMOHHOW cucTembl TpeboBaHMAM O 3awmTe
nHbOpMaUMM UM aTTectaT COOTBETCTBMA B C/Ayvae MOJIOKUTENbHbIX pPe3ynbTaTOB aTTeCcTalMOHHbIX
NCNbITaHWUN.

17.3. [Odonyckaetca atrectauya MHPOPMALMOHHON CUCTEMbI HA OCHOBE pe3y/bTaToB
aTTeCTALUMOHHbIX  WCMbITAHWA  BblAENEHHOrOo Habopa CcermeHToB WHOOPMAUMOHHOM  CUCTEMDI,
peannsyoLWwmnx NOAHYI0 TEXHONOTNIO 06paboTKM MHPopMaLMK.

B aTOM c/iyvae pacnpocTpaHeHMe aTTecTaTta COOTBETCTBMA Ha ApYyrne cermeHTbl MHGOPMaLMOHHOM
CUCTEMbI OCYLLECTBASAETCA MPU YCNOBUM WX COOTBETCTBMA CEerMeHTamM WMHPOPMALMOHHOM CUCTEMBI,
npoLweaLwnm aTTecTalMOHHbIE UCMbITaHUA.

CermeHT cuyMTaeTcA COOTBETCTBYIOLWMM CErMEHTY WHPOPMALMOHHOW CUCTEMbI, B OTHOLUIEHMMU
KOTOporo 6binn NpoBeseHbl aTTECTALMOHHbIE UCMbITAHWUA, EC/IU AN1A YKA3aHHbIX CErMEHTOB YCTaHOB/IEHbI
OLMHAKOBbIE KNACChbl 3aLUMLLEHHOCTH, Yrpo3bl 6e30nacHOCTU MHPOPMALLUKN, PeaNN30BaHbI O4MHAKOBbIE
NPOEKTHbIE peLleHma No MHGOPMALMOHHON CUCTEME U ee CUCTEME 3aLMTbl MHGOPMaLMK.

CooTBeTCcTBME CEermMeHTa, Ha KOTOPbIM pPacnpoCTpPaHAETCA aTTecTaT COOTBETCTBUA, CErMeHTy
MHGOPMALNOHHOM CUCTEMBI, B OTHOLUEHUW KOTOPOro Obliv NpoBeAeHbl aTTECTALLMOHHbIE UCMbITAHUS,
NoATBEPXKOAETCA B XOL4E MPUEMOYHBIX WCMbITAaHUA WHGOPMALMOHHOMW CUCTEMBI WAN CErMEeHTOB
MHPOPMALMOHHOM CUCTEMBI.

B cermeHTax MHGOPMALMOHHOM CUCTEMBI, HA KOTOPbIE PAcNpPOCTPAHAETCA aTTecTaT COOTBETCTBUA,
onepatopom obecneumBaeTca CobAtOAEHME IKCMIYATALMOHHOM AOKYMEHTALMM Ha CUCTEMY 3aLLMTbI
nHbopmauum MHGOPMALMOHHON CUCTEMBI U OPraHM3aLMOHHO-PACNOPAANTENbHBIX LOKYMEHTOB NO
3awmTe MHGopmaLmu.

OcobeHHOCTN aTTecTaumMm MHPOPMALMOHHOM CUCTEMbI Ha OCHOBE Pe3y/IbTaTOB aTTeCTALMOHHbIX
UCMNbITAaHUIN BblaeNeHHOT0 Habopa ee CEermeHTOB, a TaKXKe YCNOBMA U MOPAAOK PacnpocTpaHeHun
aTTecTaTa COOTBETCTBUA Ha Apyrue cermeHTbl MHPOPMaLMOHHOM CUCTEMbI ONPEAENAOTCA B Nporpamme
N MEeTOAMKaX aTTECTALLMOHHbIX UCMbITAHWUI, 3aK/IIOYEHNN N aTTecTaTe COOTBETCTBUA.

17.4. NMoBTopHaA aTtrectauma UHGOPMALMOHHOM CUCTEMBI OCYLLECTBAAETCA B C/Iy4ae OKOHYaAHMUA
CPOKa AeNcTBMA aTTecTaTa COOTBETCTBMA MAWM MOBBILEHUA KNAacca 3alMLEeHHOCTU MHPOPMALMOHHOM
cuctembl. Mpu yBeanyeHUn coctaBa yrpos 6€30MacHOCTM MHPOPMALUKM UAN U3MEHEHUA NPOEKTHbIX
peLleHunii, peannsoBaHHbIX NPU CO34aHUN CUCTEMbI 3aLLUTbl MHPOPMALUN MHPOPMALMOHHON CUCTEMDI,
NpoBOAATCA [AOMONHUTE/IbHbIE aTTeCTAUMOHHbIE UCMbITAaHWMA B pPaMKax AeWCTBYHOLLEro artTectaTa
COOTBETCTBUA.

17.5. Beog B peicteue WMHPOPMALMOHHOWM CUCTEMBI OCYLLECTBAAETCA B COOTBETCTBUM C
3aKoHoaaTenbcTBom Poccuiickont Pepepaumm 06 MHGOPMaLMK, MHOOPMALMOHHbBIX TEXHONOMMAX U O
3awmte nHpopmaumm 1 ¢ yuetom FOCT 34.601 1 Npu HaNMUMKM aTTecTaTa COOTBETCTBUS.

ObecneyeHune 3aWUTbl MHOOPMALMM B XO4€ SKCMIyaTaLUm
aTTeCTOBAaHHOM MHPOPMALMOHHOM CUCTEMDI

18. ObecneveHune 3aWnTbl MHGOPMALUM B XO4€ IKCNAyaTaLUN aTTeCTOBAHHOM UHPOPMALMOHHOM
CUCTEMbI OCYLLECTBAAETCA OMEepaToOpoOM B COOTBETCTBUM C IKCMJ/yaTaLMOHHOM [OKYMeHTauuel Ha
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CUCTEMY 3aLlNUTbl MHPOPMaLMKU M OPraHM3aUMOHHO-PACNOPSAAUTENBbHBIMU AOKYMEHTaMM MO 3aluuTe
MHPOPMALMKN U B TOM UYMUC/IE BKIKOYAET:

ynpasneHue (aAMUHUCTPUPOBAHUE) CUCTEMOM 3aLLUTbI MHPOPMALUKN MHPOPMALLMOHHOM CUCTEMDBI;

BblfIBIEHNE MHUNAEHTOB M PEArMpPoBaHME Ha HUX;

ynpasieHne KoHUrypaumen aTtecToBaHHOM MHGOPMALMOHHOM CUCTEMbBI U €€ CUCTEMbI 3aLMUTbI
nHbopmaumu;

KOHTPO/b (MOHUTOPMHT) 32 obecrneyeHnem YPOBHA 3alLMLLEHHOCTU MHOPMaLMK, coaepKallenca
B UHOOPMALMNOHHOWM CUCTEME.

18.1. B xome vynpaBneHus (agMUHUCTPUPOBAHMA) CUCTEMOW  3alMTbl  MHPOpPMaUUK
MHGOPMALNOHHOM CUCTEMbI OCYLLECTBNAIOTCA:

3aBefleHMe W yJaNeHue Yy4yeTHbIX 3anuceilt Mnosib3oBaTesield, ynpaBAeHWE MNOJIHOMOYUAMM
nosb3oBatesield MHPOPMALMOHHOM CUCTEMBI M MNOAAEPKAHWE MPABUA pasrPaHUYEHUs [ocTyna B
MHPOPMALNOHHON CUCTEME;

ynpasneHue cpeactBamu 3awmuTbl UHGOPMALUMKM B MHPOPMALMOHHOW cCUCTEME, B TOM YMUC/e
napameTpamm HACTPOMKM NPOrpaMMHOro obecneyeHus, BKAOYasA NporpammHoe obecneyeHne cpeacTs
3aWmTbl  MHOOPMALMK, YMNpaBAEHWE YYETHbIMM  3anNUCAMM  NO/Ab30BaTeNel, BOCCTAHOB/EHUE
paboTocnocobHOCTM CPeACTB 3aWmnTbl MHPOPMALMK, FeHePaLMIO, CMEHY M BOCCTAHOB/IEHWE Naponen;

yCTaHOBKa OOHOB/MEHMI NpOrpamMmMHOro obecneyeHus, BKAKOYAA MNpPOrpammHoe obecnevyeHue
CPeACTB 3alnTbl MHPOPMALLMK, BbINYCKAeMbIX pa3paboTunmkamm (NpousBOAUTENAMM) CPEACTB 3aLLMTHI
MHbOPMALUKN MU MO UX NOPYYEHUIO;

LeHTpann30BaHHOE ynpaB/ieHUe CUCTEMOW 3almTbl MHPopMaLMKU MHPOPMALMOHHON CUCTEMDI
(npu HeobxogMmocTH);

perucTpauma u aHaamns cobbiTuii B UHGOPMaLMOHHOM CUCTEME, CBA3AHHbIX C 3aLlMTON MHbOpMaLMm
(manee - cobbITMA Be3onacHoCTU);

MHpopmmpoBaHMe nosib3oBaTesien 06 yrposax 6esonacHocTM WHbOpmaUMKW, O MpaBuaax
3KcnyaTauMm CUCTeMbl 3awWwmTbl MHPopmMaLmm MHPOPMALMOHHON CUCTEMbI U OTAENbHbLIX CPeacTs
3aWmTbl MHPOPMaLMK, a TaKKe UX 0byyeHue;

conpoBoXaeHne GyHKLMOHMPOBAHUA CUCTEMBI 3aLLUTbI MHPOPMaL MM MHGOPMALMOHHOM CUCTEMBI
B XO4E ee 3KCNAyaTauuu, BKIOYAA KOPPEKTUPOBKY 3SKCM/YyaTaLMOHHOM AOKYMEHTauMM Ha Hee M
OpPraHn3aLLMOHHO-PACNOPAANTENbHBIX LOKYMEHTOB Mo 3awmTte MHPopmMaLmu;

18.2. B xoae BbIABNEHWNA NHUNAEHTOB U PearMpoBaHUs Ha HUX OCYLLLECTBASIOTCA:

onpeaeneHune AnL, OTBETCTBEHHbIX 33 BbiABJEHME MHLMAEHTOB U pearMpoBaHne Ha HUX;

ObHapyKeHne U MAeHTUPUKALMA UHUULEHTOB, B TOM 4YMciae OTKa3oB B 06Cay:KmBaHMW, cboes
(nepesarpy3ok) B paboTe TeXHUYECKMX CPencTB, MPOrPamMMHOro obecneyeHWs W CPeacTB 3alMTbl
MHbOPMaAUMKN, HAPYLWEHMIM NpPaBUA pPasrpaHMyeHMa 4OCTyna, HeMpaBOMEpPHbIX AeWcTBui no cbopy
MHbOPMaUUKN, BHELPEHUA BPEAOHOCHbIX KOMMbIOTEPHbLIX MPOrpamm (BMPYCOB) M MHbIX COObITUIA,
NPUBOAALLMX K BOSHUKHOBEHUIO MHLMAEHTOB;

CBOEBpPEMEHHOE WHPOPMMPOBAHME /UL, OTBETCTBEHHbLIX 33 BbIABNEHNE WHUMAEHTOB W
pearnpoBaHue Ha HWUX, O BOSHUKHOBEHUWN MHUMAEHTOB B UHPOPMALMOHHON CUCTEME MOJIb30BATENAMMU U
aAMMHUCTPaTOpamu;

aHa/M3 MHUWAOEHTOB, B TOM 4uCae onpeaeneHne MUCTOYHUMKOB M NPUYMH BO3HUKHOBEHWUA
WHUMAEHTOB, a TaK}Ke OLLeHKa UX NOCNeACTBUN;

NAaHWUPOBAHME U MPUHATUE MEP MO YCTPAHEHUIO UHUMAEHTOB, B TOM YMCAE NO BOCCTAHOBAEHMUIO
WHPOPMALMOHHON CUCTEMbI U ee CEerMEeHTOB B C/lyvyae OTKaza B obcnyxuBaHum man nocne cboes,
YCTPaHEHMIO NOCNeACTBUN HAPYLLEHMA NPaBUA PasrpaHUyYeHma AOCTyNa, HeNpPaBoOMEpPHbIX AEACTBUIM NO
cbopy MHbOpPMALMM, BHEAPEHUS BPELOHOCHbIX KOMMbIOTEPHbLIX MPOrpamm (BUPYCOB) U MHbIX COBLITUH,
NPUBOAALLNX K BO3HUKHOBEHUIO MHLMAEHTOB;

NAaHUPOBAHME U NPUHATUE MEP MO NPeSOTBPALLEHMIO MOBTOPHOMO BOSHUKHOBEHWA NHUNAEHTOB.

18.3. B xoge ynpaBneHus KoHoMUrypaumer aTTecToBaHHOM WMHPOPMALMOHHOM cUCTEMbl U ee
CUCTEMDbI 3aLLUTbI MHGOPMALMM OCYLLECTBAAIOTCA:

nogaep:kaHne KoHurypauum MHGOPMaLMOHHON CUCTEMbBI U ee CUCTEMbI 3aLnTbl MHpopmaLmm
(CTPYKTYypbI cucTembl 3aWwmTbl MHPOPMALMM MHPOPMALMOHHOM CUCTEMDI, COCTaBa, MECT YCTaHOBKM U
napameTpoB HACTPOMKM CpPeacTB 3almTbl MHGOPMAUMM, NMPOrPaMMHOro obecneyeHma U TEXHUYECKUX
CpeacTB) B COOTBETCTBMM C 3KCMAYyaTaLMOHHOM OOKYMEHTAUMen Ha cuctemy 3almTbl MHbOpMauuu



(noppepkaHne 6as3oBoii  KoHOUrypaumm WUHOGOPMALMOHHOW CUCTEMbI U €e CUCTEeMbl 3aluThbl
nHdopmauum);

onpeneneHne AuL, KOTOPbIM paspelleHbl AEUCTBUA MO BHECEeHWID M3MeHeHU B 0as3oByO
KOHUrypauunto MHGOPMaLMOHHOM CUCTEMbI U €€ CUCTEMbI 3aLUNTbI MHPOPMALMK;

ynpaBieHne UaMeHeHMAMM 6a30BoN KOHOUIypaumm MHGOPMALUMOHHOM CUCTEMBI U €e CUCTEMDI
3aWnTbl  MHPOPpMaUMK, B TOM YMC/Ee OnpeaesieHne TUMNOB BO3MOXHbIX W3MeHeHUM 6a30Boi
KOHUrypaunm MHGOPMaLMOHHON CUCTEMBI M €e CUCTEMbI 3alMTbl MHPOPMALMU, CAaHKLMOHMPOBAHME
BHECEHUA M3MeHEeHUI B 6a30BYI0 KOHPUIypauuto MHPOPMALLMOHHOM CUCTEMbI U €e CUCTEMbI 3aLUUTDI
nHpopmauum, AOKYMEHTUPOBaAHWE AENCTBUMN MO BHECEHUID M3MeHeHU B 6a3oBylo KoHdurypaumio
MHGOPMALNOHHOM CUCTEMbBI U €e CUCTEMbI 3aLMTbl MHPOPMALLMK, COXPaHEHME JAHHbIX 06 M3MEHEHMAX
6a30BOW KOHOUIYpaLMM UHPOPMALMOHHON CUCTEMBI U €e CUCTEMbI 3aLLMTbl MHPOPMALUN, KOHTPONb
OEeWCTBUIA NO BHECEHUID M3MeHeHW B 6a30BYyt0 KOHPUrypauuio MHOOPMALMOHHOM CUCTEMBI U ee
CUCTEMDbI 3aLLNUTbI MHGOPMaLMK;

aHa/M3 NOTEHUMANbHOro BO3AEWCTBUA MAAHUPYEMbIX M3MEHEHW B 6a30BoM KoHdUrypauum
MHPOPMALNOHHON CUCTEMBI M €€ CUCTEMbI 3aLLMTbI MHPOPMaLMM Ha obecrnedeHme 3awmTbl MHGOPMaLMM,
BO3HWMKHOBEHME AOMNONHUTENbHbIX Yyrpo3 6e3onacHocT  WHPopmaumm U paboTocnocobHOCTb
MHPOPMALNOHHOM CUCTEMDI;

onpeaeneHne napameTPoB HACTPOMKM MPOrPamMMHOro obecrneyeHus, BKAKOYAA MPOrpamMmmHoe
obecneyeHne cpeacts 3awmMTbl MHGOPMaLMKM, COCTaBa M KOHPUIypauum TEXHUYECKUX CPeacTB U
nporpammHoro obecrneyeHns A0 BHECEHUA U3MEHEHUI B H6a30BYl0 KOHUrypaumto MHGOPMaLMOHHOM
CUCTEMBI M €€ CUCTEMBI 3aLWMUTbI MHOPMALLUWY;

BHeceHue MHpopmMaunn (JaHHbIX) 06 U3MeHeHuax B 6a3oBol KoHbUrypaumm MHGopmaLMOHHOM
CUCTEMbBI M €€ CUCTEMBI 3aLLNTbI MHPOPMALMM B SKCMTYATaLMOHHYHO AOKYMEHTALMIO Ha CUCTEMY 3aLUMTbI
nHbopmaunm MHGOPMALNOHHOM CUCTEMDI;

NPUHATME pPeLleHMA MO pesy/bTaTaM YMpaBAeHUs KOHUrypaumen o MNOBTOPHOM aTTecTauuu
MHGOPMALNOHHOM CUCTEMBI UM NPOBEAEHUN AOMNOAHUTENbHbIX aTTECTALMOHHbBIX UCMbITAHWUIA.

18.4. B xo4e KOHTponA (MOHWUTOPWHra) 3a obecneyeHnem ypOBHS 3alLULLEHHOCTU MHOPMaLMH,
copepKalencs B UHGOPMALNOHHOM CUCTEME, OCYLLECTBASAIOTCS:

KOHTPOAb 3a cobblTuaMM 6He3onacHOCTM M AEWCTBUAMM NONb3oBaTeNen B MHPOPMALMOHHOWM
cucTeme;

KOHTPO/b (aHaNM3) 3aWMLLEHHOCTM MHPOPMALLUK, coaepKaLenca B MHOOPMALMOHHOM CUCTEME;

aHaM3 N OLUEeHKa (YHKUMOHMPOBAHMA CUCTEMbI 3alLMTbl MHPOPMALMM WMHPOPMALNOHHOWN
CUCTEMDbI, BK/IOYAA BbIABNEHWE, aHANN3 U YCTPaHEHWE HeaoCTaTKoB B QYHKLUMOHMPOBAHUM CUCTEMBI
3alWNUTbI MHPOPMALMN MHGOPMALLMOHHOWN CUCTEMDbI;

nepuoamMYeckUii aHanM3 M3MeHeHusa yrpo3 6HesonacHoct MHopmaumm B MHPOPMALLMOHHOM
cucTeMe, BO3HMKAIOLWMX B XOA4E €e 3KCMAyaTauuu, U NpUHATME Mep 3awuTbl MHPOpmauMM B caydae
BO3HWMKHOBEHMSA HOBbIX Yrpo3 6e30MnacHOCTU MHbOPMaLUuy;

AOKYMEHTMPOBaHMeE Npoueayp M pe3ybTaToB KOHTPOA (MOHUTOPUHIa) 3a obecneyeHNeM YPOBHSA
3aLWMLLLEHHOCTU MHPOPMALMK, copeprKaLenca B MHOOPMALMOHHOM CUCTEME;

NPUHATUE pelleHMa Mo pesy/ibTaTaM KOHTPoAA (MOHWUTOPWMHra) 3a obecneyeHMem YpPOBHSA
3alUMLLEHHOCTM MHOOpmauMM o pfopaboTke (MoaepHM3aLMKM) CUCTEMbI  3aWUTbl MHPOPMaLUK
MHPOPMALMOHHON CUCTEMBI, MOBTOPHOI aTTecTaumMmM MHOOPMALMOHHOM CUCTEMbI WAM MPOBELEHUU
AOMNOJIHUTENbHBIX ATTECTALMOHHbBIX UCMbITAaHWUA.

ObecneyeHune 3awwmTbl MHGOPMALMM MPU BbIBOAE M3 IKCMTyaTauum
aTTeCTOBaHHOM MHGOPMALMOHHOMN CUCTEMBI MW MOC/IE NPUHATUSA
pelleHns 06 OKoOHYaHMM 06PabOTKN MHPOpPMaLLUK

19. ObecnevyeHve 3awmTbl WHOOPMALMM MNpPU BLIBOAE W3 3IKCMAyaTaLUKM aATTECTOBAHHOWM
MHPOPMALMOHHON CUCTEMBI UM MOCNE MPUHATUA PeLleHUs 06 OKOHYaHMKM 06pPaboTKM MHbOPMauuUK
OCYLLECTB/ISETCA ONepaTopOM B COOTBETCTBUM C SKCMIYaTaLLMOHHON AOKYMEHTALMEN Ha CUCTEMY 3aLLMTI
MHbOPMaLUN MHPOPMALNOHHON CUCTEMbBI U OPraHM3aLMOHHO-PACNOPAAUTENbHBIMU AOKYMEHTaMM MO
3awmTe MHGOpPMaLMK U B TOM YMCIE BKIKOYAET:

apXxMBMpOBaHMe MHPOpPMaALUK, coaepKallerca B UHGOPMALMOHHOM CUCTEME;



YHUUTOXKEHUE (CTUpaHMe) AaHHbIX M OCTaTOYHOW WHPOPMALMM C MallUHHbIX HOcUTenen
MHbOPMaUUM U (UNIN) YHUUTONKEHUE MALLMHHbIX HOCUTeNel nHdopmauuu.

19.1. ApxuBupoBaHMe MHPoOpMaLMK, cofdepKalleiica B MHPOPMALMOHHOM cucTeme, A0NKHO
OCYLLECTBAATbCA MPU HEeobXOAMMOCTU AasibHeMWero UCno/ib3oBaHWs MHbOPMaUUN B AEATE/IbHOCTU
onepaTopa.

19.2. YHuMuTOXEHME (CTMPaHMEe) AaHHbIX U OCTAaTOMHON MHGMOPMALMM C MAWMHHBIX HOCUTeNel
MHGOpPMaLMM MPOU3BOAUTCA MPU HEOBXOAMMOCTM Mepesadyn MALMHHOIO HocuTena WHbopmMauuu
Apyromy nosb3oBaTento MHGOPMALMOHHON CUCTEMbI MAM B CTOPOHHME OPraHU3aUMK OAA PEMOHTA,
TEXHUYECKOrO 06CNYXKNBAHUA NN AaNbHENLIETO YHUUTOXKEHUA.

Mpw BbIBOAE M3 3KCMYaATALMM MALLMHHBIX HOCUTENEe MHPOPMALMK, Ha KOTOPbIX OCYLLLECTBASNMNCH
XpaHeHWe M 06paboTka MHDOPMALUMKM, OCYLLECTBAAETCS (M3MUYECKOE YHUUTOMKEHUE 3TUX MALUMHHbIX
HocuTenen nHbopmaumumn.

[ll. TpeboBaHMA K Mepam 3aLnTbl MHGOPMALLMK, coaep KaLLelics
B MHPOPMALMOHHOM cucTeMe

20. OpraHu3auMoOHHblIE UK TEXHWYEecKMe Mmepbl 3awuTbl WMHPOpmaLMK, peanusyemble B
MHPOPMALMOHHON CUCTEME B PaMKax €e CUCTEMbl 3aluTbl MHGOPMaALMK, B 3aBUCMMOCTU OT Yrpos3
6€e30MacHOCTM  MHOOPMAUMK,  WUCMONb3YEMbIX WHPOPMAUMOHHbLIX TEXHOIOTUIA U CTPYKTYpHO-
DYHKUMOHANbHbIX XapaKTEPUCTUK MHOOPMALLMOHHOM cUCTEMBI JOMKHbI 0becneumBaTh:

MAEHTUDMKAUMIO U ayTEHTUPUKALMIO CyOBEKTOB A0CTyNa U 06bEeKTOB AOCTYNa;

ynpasaeHue AocTynom cybbekToB AocTyna K 06bekTam focTyna;

orpaHuMyeHue NPorpammHoON cpeasi;

3aLWMTY MaLLIMHHbIX HOCUTENen NHpopmaLmu;

perucTpauuio cobbiTuii besonacHocTy;

AHTMBUPYCHYIO 3aLLMTY;

obHapyKeHue (NpenoTBpalleHne) BTOPKEHUN;

KOHTPO/b (aHaNM3) 3aWMLLEHHOCTM UHPOPMaLLUWK;

LLe/I0CTHOCTb MHPOPMALLMOHHOM CUCTEMBI U MHDOPMALLUWK;

[OCTYNHOCTb MHPOPMaLLMK;

3aLMUTY cpeabl BUPTYanm3aumm;

3aLUUTY TEXHUYECKUX CPEACTB;

3aLWNUTY MUHGOPMALLMOHHOM CUCTEMbI, €€ CPEACTB, CUCTEM CBA3U U Nepeaayn AaHHbIX.

CoctaB mep 3awWmMTbl MHOPMauuM U ux 6as3oBble HAaboOpbl A/1A COOTBETCTBYHOLIMX K/AaccoB
3aWMLLEHHOCTN MHPOPMALIMOHHBIX CUCTEM NpUBeaeHbI B NpuaoxkeHun N 2 K HacToawmm TpeboBaHUAM.

20.1. Mepbl N0 MAEHTUOUKALUMN U ayTEHTUOUKALMN CYOBEKTOB AOCTyNa M OOBEKTOB AOCTyna
OO/KHbI  obecneymBaTb MNpuUcBOeHME cybbeKkTam M ob6bekTamM AOCTyna YHMKaNbHOTO MpU3HaKa
(naeHTMdMKATOpPA), cpaBHEHME NpeabABAseMoro cybbektom (06beKkTom) AocTyna uaeHTudumKaTopa C
nepeyHem NPUCBOEHHbIX MAEHTUDUKATOPOB, @ TaKKe NPOBEPKY NPUHALNEKHOCTU CYyOBEKTY (0OBEKTY)
A0CTyna npeabABAeHHOro UM UaeHTUdUKaTopa (noaTBepKAeHNE NOAJANHHOCTH).

20.2. Mepbl No ynpasaeHUIO AOCTyNoOM cyObeKToB [0CTyna K 06beKkTam A0CTyna AOJXKHbI
obecneunBaTb ynpasieHue NpaBaMu W NPUBUAETUAMU CYOBEKTOB AOCTYyNa, pasrpaHUYeHne AocTyna
CyObEKTOB A0CTYNa K 06beKTamM AOCTyNa Ha OCHOBE COBOKYMHOCTU YCTAHOB/IEHHbIX B MHYOPMALMOHHOM
cucTeme NpaBuAa pasrpaHMYeHmUA A0CTYNa, a TakKe obecneynBaTb KOHTPOIb COBNOAEHUA STUX NPABUA.

20.3. Mepbl N0 OrpaHMYEeHUo NPOrPaMMHON cpeabl AO0/KHbI 0becneymBaTb YCTaHOBKY M (Maun)
3aMNyCK TO/NIbKO pPa3pelleHHOro K MCNo/b30BaHUIO B WMHOOPMALMOHHON cUCTEME MPOrpamMMHOro
obecneyeHns UM UCKIOYaTb BO3MOYKHOCTb YCTAHOBKM U (M) 3aMyCKa 3anpeLLeHHOro K UCMo/1b30BaHMto
B UHPOPMALLMOHHOW cUCTEME NPOrpaMmmHOro obecneveHus.

20.4. Mepbl No 3aWmTe MaLWMHHbLIX HOocuTenen uHbopmauumn (cpeacrsa obpaboTKM (XpaHeHus)
MHOOPMALUMKN, CbEMHbIE MaLUMHHbIE HOCUTENN WHPOPMALMK) [OMKHbI WMCKAOYaTb BO3MOXHOCTb
HEeCaHKLUVMOHNPOBAHHOIO A0CTYMNa K MalUMHHbIM HOCUTE/IAIM U XPaHALLENCca Ha HUX MHGOPMaL MK, a TaKKe
HEeCaHKLUMOHNPOBAHHOE NCMOb30BaHNE CbEMHbIX MALWWHHbIX HOcUTenen nHdopmaumu.

20.5. Mepbl no peructpauum cobbituii 6e30nacHOCTU A0/KHbI obecneymsaTb cbop, 3anuce,
XpaHeHne 1 3aWwmTy MHPopmaumm o cobblTusax 6e3onacHOCTU B MHOOPMALMOHHOM cUCTEME, a TaKXKe



BO3MOMHOCTb NPOCMOTPA M aHa/IM3a MHOPMALMM O TaKUX COBBLITUAX U pearMpoBaHNE Ha HUX.

20.6. Mepbl N0 aHTUBUPYCHOM 3aLMTe AONXKHbI 06ecrneynBaTb 0OHapyKeHue B MHGOPMaLMOHHOM
CUCTEME KOMMbIOTEPHbIX MPOrpaMmm AMb60 MHOM KOMMNbIOTEPHOM MHbOPMaLMKN, NpeaHa3HaYeHHOW Ans
HECAaHKUMOHMPOBAHHOIO YHMUYTOXEHUA, BAOKMpPOBaHMA, MOANPUKALMM, KONMMPOBAHMA KOMMNbIOTEPHOM
nHpopmauum UAN HEUTpanusauMm Cpeacts 3almtbl MHPOpMaAUMM, a TaKKe pearnpoBaHMe Ha
obHapyKeHne 3TUX Nporpamm 1 MHGopmaumu.

20.7. Mepbl no o06HapyXeHWto (NPeaoTBPALLEHUI0) BTOPMKEHUIM [AONXKHbI 0becrneymBaTtb
obHapyXeHue AOenctBun B WHPOPMALMOHHOM CUCTEME, HaMnpaB/ieHHbIX Ha nNpeaHamepeHHbIN
HECAaHKLMOHMPOBAHHbIA A0CTYN K MHbOpMaLUK, creunasbHble BO3A4eNCTBUA Ha MHOOPMALMOHHYHO
cuctemy u (Mamn) MHPopmaumio B Lenax ee A0ObIBAHWA, YHUUTOXKEHMUA, UCKAXKEHUSA U BNOKMPOBAHUA
40CTyna K MHPOpMaLLMK, a TaKXKe pearMpoBaHme Ha 3TU AeNCcTBuUA.

20.8. Mepbl NO KOHTPOAIO (aHanM3y) 3aWMLLEHHOCTM MHOOPMaUMK A0MKHbI 0becneymBaTb
KOHTPO/Ib YPOBHA 3aLLMLEHHOCTN MHPOPMALMK, copeprKalenca B MHGOPMALMOHHOW cUCTEME, NyTEM
npoBeAeHMA MePONPUATUIA NO aHANN3Y 3aLUNLLEHHOCTU MHGOPMALMOHHOMN CUCTEMbI M TECTUPOBAHUIO ee
CUCTEMDbI 3aLNUTbI MHGOPMALUUMK.

20.9. Mepbl no obecneyeHunto LLeNOCTHOCTU MHOOPMALMOHHON CUCTEMbI U MHOOPMALUMU A0S KHbI
obecneunBatb  ObHapyXeHuMe  PaKTOB  HECAHKLUMOHMPOBAHHOTO  HAapYLIEHWs  LEeNOCTHOCTU
MHPOPMALUMOHHOM CUCTEMbI M cogepralencas B Heln UHPOpMaAuMK, a TaK¥Ke BO3MOXKHOCTb
BOCCTAHOB/EHUA MHPOPMALMOHHOM CUCTEMBI U COAEPKALLENCA B HEN MHPOpMaLUK.

20.10. Mepbl no obecnevyeHUto AOCTYMHOCTM MHOOPMaLMM  [AOMKHbI  0becneumBaTtb
aBTOPM30BAHHbLIN [OCTYN MO/b30BATENEN, MMEILWMX MpaBa MO TakKoOMy AOCTyny, K WHbopmaumuy,
cogepaweinca B  MHPOPMAUMOHHOM cucTeme, B  WTATHOM  pexume  GYHKUMOHMPOBAHMA
MHGOPMALNOHHOM CUCTEMBI.

20.11. Mepbl no 3awWuTe cpeabl BUPTyann3auum AOAXHbI UCKAOYATb HECAHKLMOHMPOBAHHbLIN
[octyn K uHpopmauum, obpabatbiBaemolr B BUPTyasibHOM MWHPPACTPYKTYPE, M K KOMMOHEHTam
BMPTYaNbHOM MHOPACTPYKTYPbI, @ TaKKe BO34eNCTBME Ha MHPOPMALMIO U KOMNOHEHTbI, B TOM YnUCAe K
CcpencTBam  yNpaBNAeHMA  BUPTYasibHOM  MHOPACTPYKTYPOW, MOHUTOPY  BUPTYanbHbIX  MALUMH
(rMnepBu3opy), cucTemMe XpaHEHMA JaHHbIX (BKAOYas CUCTEMY XpaHeHMA 06pa3oB BUPTYasbHOM
MHOPACTPYKTYpPbI), CeTM nepefayn [aHHbIX Yepe3 3N1eMeHTbl BUPTyalbHOW WAM  U3MYECKOoi
MHOPACTPYKTYPbl, FOCTEBbIM OMEPALMOHHBIM CUCTEMAM, BUPTyasibHbIM MaluMHaM (KOHTeliHepam),
cucTeMe M CceTuM penvkaumu, TEPMUHANbHBIM W BUPTYaNbHbIM YCTPOWCTBAM, a TaKXKe cucTeme
pe3epBHOro KOMMPOBAHWUA U CO343aBaeMbIM €10 KOMUAM.

20.12. Mepbl No 3aLLmTe TEXHUYECKMX CPEACTB AO0KHbI MCKIHOYATb HECAHKLMOHMPOBAHHLIM A0CTYN
K CTaUMOHApPHbIM  TEXHWYECKMM cpeactBam, obpabaTbiBatowmm  MHGOpPMaLMIO,  CpeacTBam,
obecneunsamoWmMm GyHKUMOHUPOBAHME MHPOPMALMOHHOM cUcTeMbl (Janee - cpencTBa obecneveHus
OYHKUMOHUPOBAHMA), M B MOMELLEHUSA, B KOTOPbIX OHU NOCTOSAHHO PACMOJ/IOMKEHDI, 3aLMUTY TEXHUYECKUX
CPeACTB OT BHELWHMX BO3LENCTBMM, a TaKke 3aWuTy WHPopmauumu, npeacTaBNeHHOW B BuAe
MHPOPMATUBHbBIX INEKTPUYECKMX CUTHANIOB U PU3UYECKMX NONEN.

20.13. Mepbl no 3awmTe MHGOPMALMOHHOM CUCTEMbI, €e CPeacTB, CUCTEM CBA3WM WU Nepesauu
OaHHbIX JO/KHbI 06ecneunBaTb 3aWUTY MHPOPMALMM NPU B3aUMOLENCTBMU MHPOPMALLMOHHOM CUCTEMBI
WA ee OTAEeNbHbIX CErMEHTOB C WHbIMU MHGOPMALMOHHBIMM CUCTEMaMU U UHOPOPMALNOHHO-
TENIEKOMMYHUKALUMOHHbIMW  CETAMMU NOCPEACTBOM MNPUMEHEHUA APXUTEKTYPbl  WHGOOPMaLNOHHOWN
CUCTEMDbI, MPOEKTHbIX peLleHnin No ee cucTeMe 3aluTbl MHGOPMaLLMK, HanpaBAeHHbIX Ha obecneyeHne
3aWmTbl MHGOPMaL MK,

21. Bbibop mep 3awmTbl MHPOPMALMK ANA UX peanm3aunmn B MUHPOPMALIMOHHOM cUcTEME B paMKax
ee CUCTeMbI 3aLLUTbl UHOOPMALLUKN BKAKOYAET:

onpeaeneHne 6asoBoro Habopa mep 3aWmTbl MHPOPMALMM ANA  YCTAHOBAEHHOrO KJjacca
3aWMLLEHHOCTU MHOOPMALMOHHON CUCTEMbI B COOTBETCTBUM C 6a30BbIMM Habopamu Mep 3aLuTbl
nHbopmauum, npuseaeHHbIMK B NpuaoxKeHnn N 2 K HacToawwmm TpeboBaHuam;

aganTtaumio 6asoBoro Habopa Mep 3alWMTbl MHPOPMALMM MPUMEHUTENIBHO K CTPYKTYPHO-
OYHKUMOHANbHbIM XapaKTePUCTUKaM MHOOPMALMOHHOM cUCTEMbl, UHPOPMALMOHHBIM TEXHONOTUAM,
0CO6EHHOCTAM GYHKLMOHUMPOBAHNA UHPOPMALMOHHOM CUCTEMbI (B TOM YMc/e NMpenycMaTpUBaIOLLYHO
nckAtoveHne M3 6a3oBoro Habopa mep 3alWMTbl MHPOPMALUM Mep, HEMOCPEeACTBEHHO CBA3AHHbLIX C
MHPOPMALNOHHBIMUN TEXHOIOTUAMM, HE UCMONb3YEMbIMU B UHPOPMALMOHHOM CUCTEME, MU CTPYKTYPHO-



dYHKUMOHANbHbIMM XapaKTEPUCTUKAMM, HE CBOMCTBEHHbIMU MHOOPMALMOHHOMN cucTeME);

YTOYHEHWE aganTUpoBaHHOro 6as3oBoro Habopa Mep 3aWmTbl MHPOPMALMKM C Y4YEeTOM He
BbIOpaHHbIX paHee mep 3aWmTbl MHGOPMAUMKM, NMPUBEAEHHbIX B MNpuaoxeHun N 2 K HacToALWMM
TpeboBaHMAM, B pe3y/abTaTe Yero ONpesenstoTcs Mepbl 3awmTbl MHPopmaumn, obecneumsatowme
610KMpoOBaHMe (HeMTpam3aLmio) Bcex yrpo3 6e3onacHoCTU MHPOPMALIMK, BKIKOYEHHBIX B MOAE/b YTPo3
6e3onacHOCTN MHPOpMaLMK;

OOMNO/IHEHWE YTOYHEHHONO aAanTMPOBaHHOrO 6asoBoro Habopa Mmep 3awmTbl MHGOPMaUMK
mepamu, obecneuymBaloWMMN BbINOSHEHME TpeboBaHWI O 3awmTe MHPOPMALMU, YCTaHOB/IEHHbIMMU
WHbIMW HOPMATMBHbIMW MPABOBbIMM aKTaMu B 061acTK 3aWwmTbl HGOPMALUKM, B TOM Yncae B obnactu
3aLLMTbl NEPCOHANbHbIX AAHHbIX.

Ona Bblbopa mep 3aWwmTbl MHPOPMAUMM ANA COOTBETCTBYIOLLErO Kaacca 3alUMLLEHHOCTU
MHGOPMALUMOHHON  CUCTEMbI  MPUMEHAIOTCA  METOAMYECKME  [OKYMEHTbl, pa3paboTaHHble U
yTBepaeHHble PCTIK Poccum B cOOTBETCTBMU € NoAnyHKTOM 4 nyHKTa 8 MNonoxkeHus o PeaepanbHoi
cny»Kbe no TEXHUYECKOMY M SKCMOPTHOMY KOHTPOJIIO, yTBEPKAEHHOrO YKasom MpesnaeHTta Poccuiickol
depepaunn ot 16 asrycta 2004 r. N 1085.

22. B "HGOPMALMOHHOM CUCTEME COOTBETCTBYIOLLLENO KNacca 3aLMLLEHHOCTN B PaMKax ee CUCTEMb
3aWMUTbl UHOOPMAUUM [AONKHbI OblTb pPeann3oBaHbl Mepbl 3aWmUTbl MHPOPMAULUKM, BblibpaHHble B
COOTBETCTBMM € NyHKTOM 21 Hactoawmx TpebosaHulii w obecneumsatowme 6HAOKMPOBAHUE
(HeMTpanusaumto) Bcex yrpos HesonacHoOCTU MHPOpMaLUN.

Mpn 3ToM B MHOOPMALMOHHOM cUCTEMe [O/KEeH OblTb, KaK MWHUMYM, pPeann3oBaH
a4anTUPOBaHHbLIN 6a30Bbli Habop mep 3awWmTbl MHGOPMALMK, COOTBETCTBYIOLLNIM YCTAaHOBAEHHOMY
K/1laccy 3aWMLUEeHHOCTM MHPOPMALMOHHOM CUCTEMBI.

23. MNpyn HEBO3MOXKHOCTM peannsaumm B MHPOPMaLMOHHON CUCTEME B PaMKaX ee CUCTEMbI 3aLUMTbI
MHGOPMALUMM OTAENbHbIX BbIBPAHHbIX Mep 3aLMTbl MHGOPMALLMKM Ha 3Tanax aganTaumm 6asoBoro Habopa
Mep 3awmuTbl UMHGOPMALMM WM YTOYHEHWUA adanTUMPoBaHHOro 6a3oBoro Habopa Mep 3aWwmThl
MHbOPMauun MoOryT paspabaTbiBaTbCA MHble (KOMNEHcUpylowme) Mepbl 3aWwmTbl MHPOpMaLMK,
obecneunBarolLme agekBaTHoe 610KMpoBaHMe (HelTpanmsaumio) yrpos 6esonacHocTn MHGoOpmMaLUK.

B sTom cnyyae B xoge paspaboTKM cucTembl 3almTbl MHPOPMALMM MHPOPMALLMOHHOM CUCTEMDI
O0/MKHO BbITb NpoBeaeHO 060CHOBaHWE NPUMEHEHNA KOMMEHCUMPYIOWMUX Mep 3alwuTbl MHGOpMaLMK, a
NpW aTTeCTaLMOHHbIX UCNbITAHUAX OLEHEeHa AOCTAaTOYHOCTb M a4eKBAaTHOCTb AAHHbIX KOMMNEHCUPYHOLLNX
Mep ana 610KMpoBaHUA (HelTpanmsaumm) yrpos 6esonacHocT MHGopmaLmK.

24. Mepbl 3aWwmTbl MHOOPMALMKM BbIOMPAOTCA U peanunsyloTcs B MHGOPMALMOHHON cucTeme B
paMKax ee CMCTeMbI 3aWmUTbl MHGOPMALMK C Yy4eTOM yrpo3 6esonacHoCTU MHPOpMaLLUKM NPUMEHUTE/IBHO
KO BCEM 0OBEKTAM U CyOBbEKTAM A0CTyMNa Ha annapaTHOM, CUCTEMHOM, NPUKNALHOM U CETEBOM YPOBHSIX,
B TOM YMCNE B CPese BUPTYann3aummn n 061auyHbIX BbIYUCAEHUN.

25. BblbpaHHble 1 peannsoBaHHble B MHGOPMALMOHHON CUCTEME B PAMKax €e CUCTEMbI 3aLUmTbI
MHbOPMaLUKN MepbI 3aLMTbl MHPOPMALMK AONKHbI 06ecneynsaTs:

B MHOOPMALMOHHbIX cMcTeMax 1 Knacca 3almLWeHHOCTHN - HeMTpaam3aumto (610knposaHue) yrpos
6€30MacHOCTM MHOOPMaLUMK, CBA3AHHbIX C AENCTBUAMM HAPYLUUTENA C BbICOKMM NOTEHLMAIOM;

B MHOOPMALMOHHbIX CUCTEMAX 2 KNAcCa 3aLMLLEHHOCTUN - HEMTpaM3aumto (610KkMpoBaHue) yrpos
6e30nacHOCTM MHPOPMALMK, CBA3AHHBIX C AEACTBUAMM HAPYLUUTENA C MOTEHLMANOM HE HUXKE CpeaHero;

B MHOOPMALMOHHbIX cucTemax 3 1 4 KNaccoB 3alMLLEHHOCTU - HeWTpanm3aumto (610KMpoBaHue)
yrpo3 6esonacHocT! MHPOPMaLLMK, CBA3AHHBIX C AEUCTBUAMM HAPYLLMTENA C HU3KMM NOTEHLMANIOM.

MoTeHUMan HapylwuTens onpeaenseTcs B XOA4e OLEHKM ero BO3MOXKHOCTEN, MPOBOAUMONM Mpu
onpeaeneHnn yrpos 6e30MacHOCTM WMHPOPMALMKM B COOTBETCTBUM C MNYHKTOM 14.3 HacToALMX
TpeboBaHuii.

Onepatopom MOKeT OblTb NPUHATO pelleHMe O NPUMEHEHUU B MHGOOPMALMOHHOMN cuUcTeme
COOTBETCTBYHOLLEIO K/Aacca 3alMLLEHHOCTM Mep 3awuTbl MHpopmaumm, obecneumBatolmx 3aWwmuTy ot
yrpo3 6esonacHocT! MHPOpMaLMK, peannsyemMblix HapyLimTesnem ¢ 6os1ee BbICOKMM NOTEHLMANOM.

26. TexHUYECKMe Mepbl 3aWmnTbl MHPOPMALIMKM PeanunsyloTcs NocpeacTBOM NPUMEHEHUA CpeacTB
3alWNUTbI MHOPMALMN, UMEIOLLINMX HeobXxoaumble PyHKLUMM Be30nacHOCTU.

B aTom cnyyae B MHGOPMALUMOHHbIX cucTemax 1 1 2 Knacca 3aWmLLEeHHOCTU MPUMEHAIOTCA:

CpeacTBa BblYMCANTENBHON TEXHUKM HEe HUXKe 5 Knacca;

CUCTEMbI OBHAPYKEHWNS BTOPXKEHWUIN U CPeACTBa aHTUBMPYCHOM 3aLlLMUTbI He HUMKe 4 Kiacca;
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Me’KceTeBble 3KpaHbl He HMMKe 3 KJlacca B c/lydae B3aMmoaeincTema MHGOPMaLMOHHOM CUCTEMBI C
MHOOPMALNOHHO-TENEKOMMYHUKALMOHHbBIMU CETAMU MEXKAYHAapoAHOro MHGOPMALMOHHOrO 0bMmeHa U
He HUXKe 4 Knacca B C/lydae OTCYTCTBUA B3aMmoaencTema MHGOPMaLMOHHOM cUCTeMbI C UHGOPMALMOHHO-
TENIEKOMMYHWUKAUNOHHBIMW CETAMU MEXKAYHAPOAHOFO MHPOPMALUMOHHOFO 06MeHa.

B MHOPMALMOHHbIX cMCTeMax 3 Knacca 3alMULLLEHHOCTU MPUMEHAIOTCA:

CpeacTBa BbIYNCAUTENBHOM TEXHUKN HEe HUXKeE 5 Knacca;

CUCTEMbI OBHapYXKeHUA BTOPXKEHWUIN U CPeACTBA aHTUBMPYCHOM 3aLLMTbI HEe HUKe 4 Knacca B cydae
B3aMMOAeNcTBMA MHPOPMALMOHHON cUCTeMbl C MHOOPMALUOHHO-TENEKOMMYHUKALUMOHHbBIMU CETAMU
MeXKAYHAPOAHOro MHPOPMaLMOHHOIrO 0bMeHa M He HUMKe 5 Knacca B Clyvae OTCYyTCTBMA B3aMMOLENCTBUA
MHGOPMALMOHHOM CUCTEMbI C MHPOPMALLMOHHO-TENEKOMMYHUKALMOHHBIMU CETAMU MEXKAYHAPOAHOTO
MHbOPMALMOHHOIo 06MeHa;

MeKCceTeBble 3KpaHbl He HUMKe 3 K/lacca B c/lydae B3aMmoaencTema MHGOPMaLMOHHOM CUCTEMBI C
MHGOPMALNOHHO-TENEKOMMYHUKALMOHHBIMU CETAMU MEXKAYHAPOAHOro MHGOPMALMOHHOrO obMeHa U
He HUXKe 4 Knacca B CnyYyae OTCYTCTBMA B3aMMOAENCTBUA MHOOPMALMOHHOM cucTembl € MHPOPMaLMOHHO-
TENIEKOMMYHUKAUNOHHbIMU CETAMU MeXKAYHapPOoAHOro MHPOPMaLMOHHOro 0bMmeHa.

B MHbOpPMALMOHHbIX cMcTeMaXx 4 Knacca 3alULLLEHHOCTU NPUMEHAKTCA:

CpeacTBa BbIYNCAIUTENBHOM TEXHUKN HE HUMXKe 5 Knacca;

CUCTEMbI 0BHapYKEeHUs BTOPXKEHUI U CpeacTBa aHTUBMPYCHOM 3aLLMTbl He HUXKe 5 Knacca;

MeKCceTeBble 3KpaHbl He HUXKe 4 Knacca.

B MHpOpMaLMOHHbIX cuctemax 1 M 2 KnaccoB 3alLMLLEHHOCTU NPUMEHSIIOTCA CPeAcTBa 3alUUTbI
nHbOpMaUMKM, NporpammHoe obecrneyeHMe KOTOPbIX MPOLINO NMPOBEPKY He HUMKe Yem No 4 ypoBHIO
KOHTPO/IA OTCYTCTBMA HEAEKNAPMPOBAHHbIX BO3MOMHOCTEN.

27. B cnyyae 06paboTkM B UHPOPMALMOHHOM cucTeme nHGopmauum, coaepr<allein nepcoHanbHblie
OaHHble, peannsyemble B COOTBETCTBMM C MyHKTamMu 21 n 22 Hactoawmx TpeboBaHMIA Mepbl 3aLUUTDI
nHbopmauuu:

ana MHPopmaLMoHHON cucTembl 1 Knacca 3awmuweHHOCcTM obecneumsatoT 1, 2, 3 M 4 ypoOBHM
3aLMLLEHHOCTM NEePCOHANbHbIX AAHHbIX <1>;

<1> YcTaHaBAMBaeTCcA B COOTBETCTBUM € TpebOBaHUAMM K 3aLLMTe NePCOHabHbIX AaHHbIX NPU UX
06paboTKe B MHPOPMALMOHHbBIX CUCTEMAX NEPCOHANbHbIX AAHHbIX, YTBEPKAEHHBIMW NOCTAHOBAEHNEM
MpaBuTenbctea Poccuiickon degepaumnm ot 1 Hoabpsa 2012 r. N 1119.

AN MHOOPMALMOHHON cUCTeMbl 2 Knacca 3allMlLeHHOCTM obecneumBatoT 2, 3 U 4 ypoBHU
3aLMLLEHHOCTM NEPCOHA/bHbIX AaHHbIX <*>;

AN MHPOPMAUMOHHOM cucTembl 3 Knacca 3aliMuULeHHOCTM obecneumBaloT 3 M 4 yYpPOBHM
3aLMLLEHHOCTM NEPCOHA/bHbIX AaHHbIX <*>;

ANnA  MHOOPMAUMOHHOW cucTembl 4 Knacca 3alwuMueHHocTn, obecneuvBaloT 4  ypoOBeHb
3aLMLLEHHOCTM NEPCOHA/bHbIX AaHHbIX <*>,

28. MpKn UCNONb30BaHMU B MHOOPMALIMOHHbIX CUCTEMAX HOBbIX MHPOPMALMOHHBIX TEXHOAOMUI U
BbIAB/EHUN AONOJHUTENbHbIX Yrpo3 6e30nacHOCTU MHbOPMALMKM, ANA KOTOPbIX He onpeaenieHbl Mmepbl
3aLWMTbl MHGOPMALMM, LOKHbI Pa3pabaTbiBaTbCs KOMMNEHCUPYIOLWLME MePbl B COOTBETCTBUM C NMYHKTOM
23 HacToAwmx TpeboBaHM.

MpunoxkeHne N 1

K TpeboBaHMAM 0 3aLmTe MHOPMaALMHK,

He COCTaBNAIOLLEN rOCYAapPCTBEHHYIO TAMHY,
CofeprKaLLenca B rocy4apCTBEHHbIX
MHGOPMALMNOHHBIX CUCTEMAX

ONPEAE/IEHWUE KNACCA 3ALLMWEHHOCTY UHOOPMALMOHHOM CUCTEMBbI
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1. Knacc 3awmiieHHocT MHbopmMaUnoHHOW cucTembl (nepsbiii Knacc (K1), BTopoi knacc (K2),
TpetTnin Knacc (K3), yetBepTbii Knacc (K4)) onpepgenserca B 3aBMCMMOCTM OT YPOBHSA 3HAYMMOCTU
nHbopmaumm (¥3), obpabaTtbiBaemoli B 3TOM MHGOPMALMOHHOM cucTeme, U MmacluTaba MHGOPMaLMOHHOM
cuctembl (peaepanbHbIi, perMoHanbHbiA, 06bEKTOBbIN).

Knacc 3awmuweHHoctn (K) = [ypoBeHb 3HaYMMocTu MHpopmaLmMm; macluTtab cuctembl].

2. YpoBeHb 3HAYMMOCTM WHPOpMaALMM oOnpesenseTca CTeneHbio BO3MOMKHOro yuwepba ans
obnagatena WHpopmaumm (3akasumKka) M (MamM) onepaTopa OT HaApyWweHMA KOHPUAEHUMANbHOCTM
(HenpaBomepHble [OCTYN, KOMWPOBaHWe, MNpPeaoCTaBAeHWe WAWM PAcnpOCTPaHeHue), LeNoCTHOCTU
(HenpaBomepHble YHUUTOXKEHME WAM  MoandUUMpOBaHME) WAM  [OCTYNHOCTM (HenpaBomepHoe
610KMpoBaHUe) nHbopmauum.

Y3 = [(KoHMAaeHUManbHOCTb, cTeneHb ywepba) (LenocTHocTb, cTeneHb yuepba) (A0CTynHOCTD,
cTeneHsb yuwepba)l,

roe crteneHb BO3MOXHOrO ywepba onpeaensetca obnagatenem MHbopmaumm (3akasvymkom) u
(K1) onepaTopom camMoCTOATENbHO IKCNEPTHLIM UM UHBIMW METOAAMMU U MOXKET OblITb:

BbICOKOW, €C/M B pe3y/nbTaTe HapylleHWA OAHOro M3 CBOWCTB 6e30nacHocTM uHdopmaumm
(KoHPMAEHUMANbHOCTN,  LENOCTHOCTU,  OOCTYNHOCTM) BO3MOMHbl  CYLECTBEHHble HeraTMBHble
NnocneacTBusi B COLMANbHOM, NOIUTUYECKON, MEXAYHAPOAHOM, SKOHOMUYECKON, PUHAHCOBOM NN UHBIX
obnactax peatenbHoctM U (MauM) uHPopmaumoHHas cuctema U (Mam) onepatop (obnapatens
MHbOPMaLMKN) HE MOTYT BbINOJIHATb BO3/I0XKEHHbIE Ha HUX QYHKUUM;

cpefHen, ecnn B pe3ysibTaTe HapyleHuMA O4HOro M3 CBOMCTB He3onacHocTM WMHbopmMaumm
(KoHPMAEHLMANBHOCTH, LENOCTHOCTU, AOCTYNHOCTN) BO3MOXKHbI YyMePEHHbIE HEraTUBHbIE NOCNeACTBUA B
COLMaNbHOM, NOJIMTUYECKON, MEeXAYHapOLHON, SKOHOMWMYECKOM, GUHAHCOBOM MAM WMHbIX obnacTtax
aeAatenbHocTM U (Mnn) nHdopmaumoHHas cuctema u (Mnmn) onepatop (obnagatens MHbopmauumn) He
MOTYT BbINONHATb XOTA 6bl OHY M3 BO3/I0OXKEHHbIX Ha HUX GYHKLMIA;

HMU3KOW, eCcnM B pesy/nbTaTe HapylweHMA OAHOro0 W3 CBOMCTB 6e3omnacHOCTM WHbOopMaLUK
(KoHPMAEHUMANBbHOCTH, LENOCTHOCTU, AOCTYNMHOCTM) BO3MOXHbI HE3HAuUTeNIbHble HeraTuBHble
nocneacTBus B COLMANbHOM, NOIUTUYECKON, MEXAYHAPOAHOM, SKOHOMNYECKON, GUHAHCOBOWM UM UHBIX
obnactax pgeatenbHoctM W (MauM) uHPopmauMoHHas cuctema U (Mnm) onepatop (obnagatens
MHbOPMaLUKN) MOTYT BbINOJIHATL BO3/IOXKEHHbIE HA HUX GYHKLMK C HEAOCTAaTOYHON 3G DEKTUBHOCTLIO UK
BbINOJIHEHNE GYHKLMIA BO3MOMKHO TOJIbKO C NPUBAEYEHUEM LOMNOHUTENbHBIX CUA U CPeaCTB.

NHbopMaums MMeeT BbICOKMI ypoBeHb 3HauMmocTtu (Y3 1), ecamn xota 6bl 418 0O4HOTO U3 CBOMCTB
6e30nacHOCTM MHGopMaLMK (KOHOUAEHUMANBHOCTH, LLeSIOCTHOCTU, AOCTYNHOCTH) onpeseneHa BbiCOKan
cTeneHb ywepba. MHGopmauns nmeet cpeaHUin ypoBeHb 3HaUMMOCTH (Y3 2), ecamn xoTa 6bl Ans o4HOro
M3 CcBOMCTB 6esonacHocTM WHpopmaumm (KOHOUMAEHLMANBHOCTHU, UENOCTHOCTU, AOCTYMHOCTH)
onpeaeneHa cpefHsan creneHb ywepba n HET HU OAHOIO CBOMCTBA, 418 KOTOPOro onpeaeseHa BblCOKas
cTeneHb yuiepba. MHbopmauma MMeeT HU3KMIM ypoBeHb 3HauMmocTu (Y3 3), ecnm ana Bcex CBOWCTB
6e3onacHoCTM nHGopMaLMK (KOHOUAEHLMANBHOCTU, LLeNIOCTHOCTU, AOCTYMHOCTA) onpeseneHbl HU3KMe
cTeneHu yuwepba.

NHdopMmauma umeeT MUMHUMAa/bHBIN ypoBeHb 3HauUMmMmocTu (Y3 4), ecnv obnagatenem nHdopmaumm
(3aKkasuuKkom) 1 (nnm) onepaTopom cTeneHsb yllepba oT HapyLleHUs cBoicTe 6e3onacHoCTU MHOPMaL MK
(KoHOUAEHLMANBHOCTK, LLESIOCTHOCTU, AOCTYNHOCTU) He MOXKeT ObiTb onpeaeneHa, HO MpU 3TOM
MHPOPMaLMA NOANEKUT 3aLLMTe B COOTBETCTBMM C 3aKOHOAATeNbCTBOM Poccuiickon depepavmm.

Mpn obpaboTke B MHPOPMALMOHHOW cucTeMe ABYX UM 6onee BMAOB MHPopmauun (cnyxebHas
TaliHa, Hanoroeasa TaHa M WMHble YCTAHOB/IEHHbIE 3aKOHOAATeNbCTBOM Poccuitickon Pepepaumn BUabl
MHbOPMaLMKN OrPaHNUYEHHOrO A0CTYNA) YPOoBEHb 3HAYMMOCTU MHOopMaLmm (Y3) onpeaenaTcs oTAebHO
ONA Kaxaoro sMaa uHpopmauum. UTorosbin ypoBeHb 3HAYMMOCTU MHbOpMaunmn, obpabaTtbiBaemoit B
MHPOPMALMOHHON CUCTeMe, YCTaHaB/AMBAETCS MO HAMBbLICWIMM 3HAYEHWAM CTerneHM BO3MOMKHOIO
ywepba, onpeaeneHHbIM AN KOHOUAEHUMANBHOCTU, LLENNIOCTHOCTU, AOCTYMHOCTU MHOOPMALMM KaxKaoro
Bnaa nHdopmauuu.
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3. NHbopmaumoHHaa cuctema umeeT deaepanbHblii macwTtab, ecan oHa GYHKUMOHUPYET Ha
TeppuTopumn Poccuitickoin Geaepaumm (B npeaenax denepanbHOro okpyra) M MMeeT CermeHTbl B CybbeKTax
Poccuiickolt depepaumm, MyHUUMNANAbHbIX 06pa30BaHMAX U (UKN) OpraHU3aLUsX.

NHPopmaLMOHHAnA cucTema MMeeT pPervoHasibHbi MmacwTab, ecin oHa ¢YHKUMOHMPYET Ha
Tepputopun cybvekTa Poccuitickoli depepaumm M UMEET CEermeHTbl B OAHOM WAW  HECKOJIbKUX
MYHUUMNAaNbHbIX 06pa3oBaHMAX U (MIM) NOABEAOMCTBEHHbIX U MHbIX OPraHn3aumusx.

NHdopmaLMOoHHan cucTema MMeeT 06BbEKTOBbIN MacliTab, ecin oHa GYHKUMOHMPYET Ha 0ObEKTax
ofHOro denepanbHOro OpraHa rocyfapCTBEHHOM BAacTW, OopraHa rocyfapCTBEHHOM BNACTU cybbekTa
Poccuiickolt depepaumm, MyHUUMNAAbHOTO 06pa3oBaHmA U (MIM) OpraHM3aunn U HE UMEET CerMEHTOB B
TEPPUTOPUANbHBIX OpraHax, NpeacTaBuTenbCTBax, Guamanax, NoLBeS0MCTBEHHbIX M MHbIX OPraHM3aLMsX.

4. Knacc 3aWwmieHHOCTM MUHGOPMALMOHHON CUCTEMbI ONpeaensaeTca B COOTBETCTBUN € TabaunLen:

YpoBEHD Macmrad MHOOPMALMOHHOM CUCTEME
3HaUYVMOCTHU
uHboOpPMaLIUM denepalibHEIM PermoHanbHEIN OBBEKTOBEI
y3 1 K1 K1 K1
y3 2 K1l K2 K2
y3 3 K2 K3 K3
y3 4 K3 K3 K4

MpunoxkeHue N 2

K TpeboBaHMAM O 3aWwmTe MHGOPMaLMHK,

He COCTaBNAIOLLLEN rOCYAapPCTBEHHYIO TaMHY,
cofeprKalLenca B rocyAapCTBEHHbIX
MHGOPMALMNOHHBIX CUCTEMAX

COCTAB
MEP 3ALLNTBI MUHOOPMALUU N UX BA3OBbIE HABOPbI
ON1A COOTBETCTBYIOLLEEIO K/TACCA 3ALWLMLEHHOCTH
NHPOPMALMOHHOM CUCTEMBI

YCJoB— MepH 3amMTE MHOOPMALMM B MHOOPMALMOHHBIX Krnaccu
Hoe cucrTeMax 3allMIIEHHOCTY
oDO3HaA- MHOOPMaLMOHHOM
JeHMre U CUCTEMH
HOME
Mepap 4 3 2 1
I. NmeHTubukaluud M ayTeHTUOMKALMSA
CyOBeKTOB IOOCTYyIa U 0O0BeKTOB moctTyrna (MAD)
VAD.1 NneHTUdMKaALIMA U aAYTEeHTUOMKALMUA + + + +
IoJib30BaTeNIeN,
ABJIAIMXCA PabOoTHMKAMM OIlepaTopa
VNAD.2 VnenTudmkaumusa ¥ ayTeHTUOUKALMS YyCTPOMCTEB, B + +
TOM
upyciie CTalMOHAPHBIX, MOOMJIBHEIX U IIOPTAaTWUBHBIX
VIAD. 3 YnpaBJieHue MIOeHTUPMKaATOpaMM, B TOM + + + +
yuucie
co3maHue, IPpMCBOEHUE,
YHUUTOXEHME
UOEeHTUOMKATOPOB




VNAD. 4 YnpaBJieHMe CcpencrBaMM ayTeHTubuxauum, B
TOM
ymcie XpaHeHue, BBIIAYA,
VHMLMAIM3aums,
OJIOKMPOBAHME CPEenCTB ayTeHTuOmuxaumum u
IIPUHATHUE
Mep B Clydae yTpaThH u (111m)
KOMIIpOMe Taluum
CPeICTB ayTeHTUOMKALUNA
VAD.5 BammTa oBpaTHOM CcBABU npu
BBOIE
ayTeHTUOMKAUMOHHOY MHOOpMaLUM
VNAD. 6 NoeHTubmukaumusa ¥ aAyTeHTudmMrKaumsa
IoJib30BaTesien,
He 4BJIAnUMxXCS paboTHMKaMM oOlepaTopa
(BHEmMHMUX
IoJIL30BaTeJIeN)
NAD .7 NoeHTUbOUKALMSA u ayTeHTudmurKaumsa
ODBEKTOB
®anJoBOM CHMCTEMBI, 3allyCKaeMelxX U
VICIIOJIH S€MbBIX
MomyJiey, OOBEKTOB CUCTEM yIIpaBJIeHUS
Bazamu
IaHHBIX, OOBEKTOB, CO3I0aBaeMBIX IPUKJIIA OHEM
"
crielallb HEIM IPOTPaMMHEIM obecrieueHueM,
VIHBIX
OOBEKTOB IOCTYyIla
IT. YnpaBJjieHMe IOOCTYIIOM
CyDBEKTOB IOCTyIa K oOwekTaM moctTyna (YIII)
yinm.1 YnpaBJleHMe (3aBeneHUe, akTmupauu4g,
OJIOKMPOBaHME
Y YHUUYTOXEHME) YUEeTHBMMU 3alMCsIMU
IoJIb30BaTEJIEN,
B TOM UMCJIe BHEUHMUX I[10JIb30BaTeJien
V.2 Peanmzanuusa HeOOXOIVMMEBEIX METOIOB
(DM CKPELUMOHHEIN,
MaHIATHEIM, POJIEBOM WMJIM MHOMU MeTon) ,
TUIIOB
(uTeHme, BanmMcChb, BHIIOJIHEHME MJIM MHOWM  TUII)
"
IpaBuJl pa3TpPaHUYEeHUd IOCTyIa
yIng. 3 YnpaBieHue (bunbTpalusd, MapupyTmU3alusd,
KOHTPOJIb
coenmMHEeHUlM, OIHOHAllpaBJIeHHAasa IIepelauda U
VIHBIE
CIIOCOOBl  yHNpaBJIeHMS) MHOOPMaLMOHHEMU
IOTOKaMMU
MeXIy YyCTpOMCTBaMM, CeIMeHTaMu
MHOOPMaLMOHHOM
CUCTEMEHL, a TaKxe MeXIy
MHPOPMAaLMOHHBIMM
cucTeMaMu
YIIg. 4 PazmeneHue IIOJIHOMOUMM  (poJie)
IoJib30BaTeNIeEN,
AIMUHUCTPATOPOB u JIn1I,
obecneuurBamlmx
byHKUMOHMPOBaHME MHOOPMALMOHHOM CUCTEMEL
YIg.5 HazunaueHue MMHMMaJIbHO He 00X O OVMBIX npas
"
IPUBUJIETUM I[IOJIb30BaTeEJNAM, aIMMHMCTPaToOpaMm
"

Juiam, obecreunBaniiM




OYHKUMOHMPOBAHME
MHOOPMALMOHHOM CUCTEMEL

Y. o OrpaHuyeHMUEe HeyCIelHBIX TMIOTIEITOK BXOIa
B
MHOOPMAaUMOHHYIO cucrTeMy (mocTyna
K
MHOOPMALMOHHOM CHUCTEME)
yig.7 [IpenynpexneHmue I0OJIb30BATEJIA IIPM €TI0 BXone
B
MHOOPMAaLMOHHYIO cucrTeMy o TOM, uTo
B
MHOOPMALMOHHOY CHCTEME PeaJiM30BaHBEl MEPH
3alUTH
nHOpMaLUMM, U O HEeOOXOIMMOCTM COOJIOIEHMUA
UM
YCTaHOBJIEHHEBIX OIlepPaTopPOM IpaBuUIl
obpaboTKM
MHPOPMaLUM
VIIO.8 OnoBelleHMEe IOJIb30BAaTEJISA IIOCJIe YCIEWHOI'O BXOoIa
B
MHQOPMALIMOHHYIO CHUCTEMYy O €TI0 IpelbnylleM BXoIe
B
MHOOPMALMOHHYI CUCTEMY
YIIg.9 OrpaHMYeHMe dYMcila [NapajiJIeJIbHEIX CEeaHCOB
mocTyrna
s KaxImom YUeTHOM 3aNUCKU
IOJIb30BAaTENA
MHPOPMALMOHHOM CUCTEMBL
YIg.10 BrloxupoBaHME CeaHca HOoCTyla B
MHOOPMALIMOHHYIO
cucreMmy nocJe YCTaHOBJIEHHOT O
BpEeMEeHU
OesmenicTBMa (HEAKTUMBHOCTM) I[IOJIbB30BATEJNS WU
1o
ero 3amnpocy
yioo.1l1l PaspeumeHue (BanpeT) IeMCTBUM
IoJIb30BaTEJIEN,
PaspelleHHH®X 0O MIeHTUOUKaAUMM M ayTeHTUdMKALUL
yiumg.12 [lonmepxka M COXpaHeHUe aTpubyToB
Hes30macHOCTHU
(MeTOox 6€30macHOCTHM), CBSA3AHHHX C MHOOpmMaLMEN
B
npolecce ee xXpaHeHMA U o0paboTKM
VIIo.13 Peanmuzaumsa 3alUIMEHHOTO YIOAJIEHHOTO
mocTyra
cyOBEeKTOB IOOCTyIlIa K ob0bekTaM JoCTyIla
uepes
BHEIHME MH(l)OpMaLLMOHHO—TeHeKOMMyHMKaLU/IOHHbIe ceTm
Yig.1l4 PernamenTaumsa u KOHTPOJIb MCIIOJIb30BaHUSA
B
MHPOPMALIMOHHOM CHUCTEMEe TexXHOJIOTUM
0eCnpoBOIHOTO
mocTyra
YIIg.15 PersameHnTaum4a u KOHTPOJIb MICIIOJIE30BaHUA
B
MHOQOPMALIMOHHOM CHUCTeMe MOOMJIIbHEIX
TEXHNMUYECKUX
cpencTs
YIIIO.16 YrnpaBJjleHVe B3auMMOIENMCTBMEM C
nHOOPMaLMOHHEMI

CUCTeMaMM CTOPOHHUX OpTaHM3aAUUN




(BHemHME
MHOOPMALUMOHHEE CHCTEMEL)

YyIg.17 ObecnieueHne IOIOBEPEHHOM 3arpy3KU
CpencTs
BBIUMCIIUTEJIbHOM TEeXHUKU
ITII. OrpaHuueHMe MnNporpamMMHOM cpensl (OIIC)
OIc.1 YnpapJjleHMe 3anyCckKoM (oOpalleHUsAMM)
KOMIIOHEHTOB
IPOTPaMMHOTO obecredeHusd, B TOM
dycre
onpenejieHMe 3allyCKaeMBX KOMIIOHEHTOB,
HaCTpoOMKa
napaMeTpoB 3allyCkKa KOMIIOHEHTOB, KOHTPOJIb
3a
3aIyCKOM KOMIIOHEHTOB MNPOT'PaMMHOTO OOeCIedeHMUs
QOIC.2 YnpaBJieHue YCTaHOBKOM
(MHCTAaNIauMen)
KOMIIOHEHTOB [NPOTPaMMHOTO ofOecledeHusa, B
TOM
qyce onpenejieHue KOMIIOHEHTOB,
nonJiexammx
YCTaHOBKE, HaCTpoMkKa napaMeTpoB
YCTaHOBKU
KOMIIOHEHTOB, KOHTPOJIb 3a YyCTaHOBKOM
KOMIIOHEHTOB
IPOTPaMMHOTO ObOecredeHusd
OIlC. 3 YcTaHoBKa (MHCTAJIALNMA) TOJIBKO pPa3pPelleHHOTO +
K
MCIIOJIb30BAHUI0 MNPOTPaMMHOI'O ofOecrnedeHusa U
(11m)
eTr0 KOMIIOHEHTOB
OIIC. 4 YnpaeJjieHMe BPEMEHHEMM (QaljaMy, B TOM
dyce
3amnpeT, paspeleHue, IepeHalpaBJieHKe
3anmcu,
yIoaJleHVe BpeMeHHHX 0aljoB
IV. 3ammMTa MallMHHEIX HOCHTeJey mHbopMaumm (3HU)
3HUM.1 YdeT MalMHHEIX HOCHUTeJIeM MHopMauum +
3HI. 2 YnpaBJieHre IOCTYIIOM K MallVHHBIM +
HOCUTEJIAM
MHOOPMaLUM
3HI. 3 Kourposs nepeMeleHmnss MallVHHBIX
HOCUTeJIEN
nHdopMaUuM 3a Ipeneibl KOHTPOJIUPYEMOWM =SOHEL
B3HU. 4 VIckyoueHUE BO3MOXHOCTHU
HECAaHKIUMOHVMPOBAHHOTO
O3HAaKOMJIEHUA c comepXaHreM
nHbopMaLmM,
XPpaHAaWencsa Ha MallMHHBIX HOCUTEJIAX, "
(7))
MICIIOJIB30BAHUA HOCHUTEJIEN nHPOPMaLUM B
VIHBIX
MHOOPMALMOHHEIX CHCTeMax
BHM.5 KouTposns VICIIOJIb30BaHMA nHTepdecon
BBOZA
(BEIBOIIA) nHbOopMaLUM Ha MallHHEIE
HOCUTENN
nHbopMaLMM
SHN. 6 KouTposr BBOIa (BHBOIA) MHOOPMaLUMM Ha

MallMHHEIE
HOCUTEeJIN MH@)OpMaLU/H/I




BHM. 7 KouTpoJsb MNOOKJIIOUEHN A MAaIIMHHBIX
HOCHKTeJIeN
MHPOPMaLUM
3HN. 8 YHUUTOXEeHME (CTUpPaHUE) nHdpopMau UM Ha +
MaIMHHBIX
HOCUTEJIAX [IPpU UX [epenade Mexny
[IOJIb30BATEJIAMY,
B CTOPOHHUE OpTraHM3aLun 01 PeMOHTa
W
yTunmnsauum, a TaKxe KOHTPOJIb
YHUUTOXEHUA
(cTupaHMa)
V. PeructTpauusa coOuTuy OeszomnacHocTu (PCE)
PCE.1 OnpenejsieHue COObBITUM ©Oe30IaCHOCTH, +
o ajiexalumsx
perucrTpauumM, U CPOKOB MX XPaHEHUS
PCB.2 OnpenmejsieHMe cocCTaBa M CcoOepXaHua MHOopMauum +
o
COOBITMAX OEe30MNaCHOCTM, NOoAJIeXallMxX perMcTpalun
PCE. 3 Cbop, 3ammchb M XpaHeHuMe mHOoOpMauUUM O +
COOBITMAX
0e30NaCHOCTM B TedeHMe YyCTaHOBJIEHHOTO
BPEMEHU
XPaHeHUsa
PCBE.4 PearmporaHre Ha cbOom HOpu perucTpaumun +
COOBITUM
fes30nacHoOCTH, B TOM dycie annapaTHBEe
n
nporpaMMHEEe omMOKM, cOoM B MexXaHM3Max
cbopa
nHboOpMaLMM u OOCTVXEeHUE npenesa
NI
IepenojiHeHusa obbema (eMKOCTHM) NaMATU
PCE.5 MOHUTOPUHT (mpocMmoTp, aHaums) +
pPesyJbTaToB
perucTpauuu COOBITUN OEe30IaCHOCTU U
pearupoBaHue
Ha HUX
PCB.6 I'enepupoBaHue BPEMEHHEBIX METOK " +
(111m)
CUHXPOHM3aUMsa CUCTEMHOTO BPEMEHU
B
MHQOPMALIMOHHOM CUCTEME
PCB.7 BammTa mMHOoOpMALUUM O COOHTMAX O0e30MIacCHOCTHU +
PCE.8 ObecnedeHre BO3MOXHOCTM MNpPOCMOTpa U
aHaamsa
nHpopMaluuM O OEMCTBUAX OTIEJIbHHIX
IoJb30BaTEJIEN
B MHQOPMALMOHHOM CHUCTEME
VI. AHTMBMpPyCHas 3aumrTa (AB3)
AB3.1 Peanmmzaumusa aHTUBUPYCHOM BalMTH +
AB3.2 OOHOBJIeHMe 0Oaszbl OaHHBIX [IPM3HAKOB +
BPEeIOOHOCHEIX
KOMIIBIOTEPHEX NPOTpPaMM (BMPYCOB)
VII. ObHapyxeHue BTOpxeHUM (COB)
COB.1 OBHapyXeHMe BTOPXEHUMN
COB.?2 OOHOBJIeHMe Oas3bl pellanlyx IpabBuil
VIII. KoHTpOJb (aHajnmMs) sammieHHOCTM uHbOopMauuy (AH3)
AH3.1 BusaBiieHue, aHalM3 YS3BUMOCTEM
MHQOPMAaLMOHHOM
CUCTEMBI n OnepaTmBHOE yCTpaHeHue
BHOBb




BEIABJIEHHEIX yHBBMMOCTeV[

AH3.2 KouTpose YCTAaHOBKU ODOHOBJIEHUM
IPOTPaMMHOTO
obecrnieueHusd, BKJIOUAS OOHOBJIEHUE
IPOTPaMMHOTO
obecrnedeHrsa CpPenCcTB 3auuTe MHOOpMaL UM
AH3.3 KouTpoJsb paboTocnocoOHOCTH,
IapaMeTpoOB
HaCTPOMKU n IPaBUIILHOCTHU
OYHKUMOHMPOBAHMA
IPOTPaMMHOTO oObOecrnedeHusa n CpencTs
3alMTEL
nHGOPpMaL UM
AH3.4 KoutTposb cocrTaBa TEXHUUECKUX
CpexncTs,
IPOTPaMMHOTO oObOeclnedueHusa " CpeInCcTs
3l TH
nHbOopMaLUM
AH3.5 KoHTposie npaBmil TI'eHepauum u CMEHEL
napoJien
noJib30BaTejsien, 3aBeJeHus u ynaJieHus
y4YeTHEIX
3anmucen ojib30BaTeNeN, peanmu3auumn
IpaBuUIl
pasrpaHnuYeHns OOCTyYyIIOM,
[IOJIHOMOUMM
nojib30BaTesiey B MHPOPMALMOHHOM CHUCTEME
IX. ObecnedueHMe LEJOCTHOCTM MHOOPMALMOHHOM
cucTeMe M MHOopMauum (OLJI)
omJ.1 KoHTpOJb LEJOCTHOCTM HNPOIPaMMHOIO
obecrneueHud,
BKJIIOUASA MNpOoT'paMMHOe oODeclleueHMre CpPencTB
BallUTEL
MHPOPMaLUM
OojI.2 KoHTpoJsb UeJloCcTHOCTM MHQOpMaLMM, cCcoIepXallelcs
B
fasax IOaHHBIX MHOOPMALMOHHOM CUCTEME
olJI. 3 ObecneueHue BO3MOXHOCTU
BOCCTAHOBJIEHUSA
IPpOTPaMMHOTO OOecledeHMrs, BKJoYasd
IpOoTpaMMHOE
obecrieyeHre CpPencTB 3allMTH nHbopMaLMM,
npu
BOBHMKHOBEHUM HEWTATHHEX CUTYyalun
OLJI. 4 ObHapyXeHMe U pearuMpoBaHMEe Ha IOCTYyIJIeHUe

B

MHQOPMALMOHHYIO cucTeMmy

HeszanpallBaeMEIX

BJIEKTPOHHEIX COOOMmEeHMM  (nmceM, LOOKYMEHTOB)
n

MHOM nHdoOpMaLMM, He OTHOCAWIMXCHA
K

GYHKUMOHMPOBAHUID MHOOPMALMOHHOM CUCTEMEL
(BammTa
oT crnama)




omJI.5

KouTposb comepxaHusa mHbOOpMaLMM, IepelmaBaeMoM
ns

MHOOPMALMOHHOM CUCTEMEI

(KOHTEMHEPHH,

OCHOBAHHEIM Ha CBOMCTBaxX oOBekKTa nJocTyla,
u

KOHTEHTHBIM, OCHOBAHHBIM Ha I[IOUCKE sanpemeHHoﬁl

K
nepenade MHOOpPMaLUMM C MCIOJIbL30BaHUEM
CUTHATYP,

MacoK n VIHBIX METOIOB) , n
VCKJIOUYEHUE

HelpaBOMEPHOM nepenaudn nHbopMaLMM
nus

MHOOPMALMOHHOY CUCTEMEL

OLJI. 6 OrpaHuYeHMKE npas [I0JIb30BaTeJIeEN 1o
BBOIY
nHpopMauuy B MHOOPMALMOHHYID CUCTEMY

OLJI. 7 KouTposie TOUYHOCTH, TIOJIHOTEI u
IPaBUIILHOCTH
IOAaHHEIX, BBOIMMEIX B MHOOPMALMOHHYI CHUCTEMY

OIJI. 8 KoHTpoJsb OmMOOUHBIX HNEMCTBUIM [I0JIb30BaTeJel
1o
BBOIY u (111m) nepenaue nHbOoOpMaLUM
n
npenynpexineHue IoJjib30BaTeJyIen fo]e}
OMOOUHEIX
OEeMCTBUAX

X. ObecneueHMe noCTyNnHOCTM MHOQopMauum (OLT)

OoInT.1 VicrmoJsib30BaHMe OTKA30YCTOMUMBEIX
TeXHUYECKUX
CpeIncTs

OOT.2 PesepBupoBaHme TEeXHUYECKUX
CpexncrTs,

IPOTPaMMHOTO obecrnedeHusd, KaHaJloB

nepenauu

nHdopMaL MM, CpencTs

obecrieueHusa

GYHKUMOHMPOBaAHMSA MHOOPMALMOHHOM CUCTEMEL
onT.3 KonTpoJssb 0e30TKa3HOoTO

OYHKUMOHUPOBAHUSA

TEeXHMUECKUX CPenCcTB, OODHapyXeHMe U

JioKaamMszaumsa

OTKa30B (QYHKLUMOHMPOBAHUA, IPUHATHE Mep

1o

BOCCTaHOBJIEHUIO OTKaz3aBUMUX cpeIncTs "

nx

TeCTHUPOBaHUE

OnOT.4 [lepromnueckoe pe3epBHOE KONMPOBAHUE
nHbopMaLUM
Ha pPes3epBHBIE MallMHHBIE HOCUTENM MHOOpMALUU

OOT.5 ObecnieueHue BOBMOXHOCTMU
BOCCTAHOBJIEHUSA
nHbopMauUmM C PE3EPBHEX MaUMHHBEIX
HOCHUTEeJIEN
MHOPMAaLUM (pe3epBHEIX KOMNU) B
TedeHMe
YCTAHOBJIEHHOT'O BPEMEHHOTO MHTepBaJa

OOT.6 Knacrepuzauusa MHOOPMALMOHHOM CUCTEMH M (MJIM)

ee
CeI'MEeHTOB




onT.7 KoHTpOJIB COCTOAHMA UM KauduecTka
IpenocTaBJIeHUS
YIIOJIHOMOYEHHEIM  JIMILIOM  BBIUMCJIIMUTEJIbHEIX
pecypcos
(MomHOCTENM) , B TOM UMCJIe IO Iepemade MHOoOpMaLUMU

XI. Bammra cpenbl BupTyaamzauum (3CB)

3CB.1 NoeHTubdmMraumsa u ayTeHTubdmMraumsa
CyOBEKTOB
oocTyna ¥ OOBEKTOB mocTymna B
BUPTYaJIbHOM
nHbOpacTpykType, B TOM UMCJIe
aIMMHUCTPAaTOPOB
YIOpaBJIeHUS CPenCTBaMM BUPTyaaMsalUM

3CB.2 YnpaBJieHUe OOCTYIIOM CyDBEKTOB nocTyra
K
oBbbekTaM INOCTyla B BUPTyaJIbHOMU
nHPpacTpyKType,
B TOM UMCJIE BHYTPM BUPTYAaJIbHBEIX MallMH

3CB.3 Perucrpaumusa COOHTMUM Oe30IaCHOCTM B
BUPTYAJIbHOM
nHPpacTpyKType

3CB.4 YnpaeieHue (ounabTpaumsa, MapupyTmUsaumus,
KOHTPOJIb
COeIMHEeHMs, OINHOHAlpaBJIEHHAS Iepenada)
IIOTOKaMM
nHdopMaL UM MEeXIY KOMIIOHEHTaMMU
BUPTYAJIbHOM
MHOPaCTPYKTYPH, a TaKXxe 1o
IepuMeTpy
BUPTYaJIbHOM MHOPACTPYKTYPHL

3CB.5 IoBepeHHasa 3arpys3kKa CepBEPOB
BUPTYyaInu3aLUumn,
BUPTYaJIbHOM MallMHBL (koHTENHEPA) ,
CepBEpOB
YIOpPaBJIeHUS BUpTyalM3aluuemn

3CB.6 YInpaBJleHue nepeMeleHeM BMPTYaJlbHEIX
MalyH
(koHTEelMHepOoB) M oOpabaThHBaeMbIX Ha HMX IaHHBIX

3CB.7 KOHTPOJIb LIEJIOCTHOCTM BMPTYyaJIbHOM
MHPPaCTPYKTYPEL
1 ee KOHOuUITypauum

3CB. 8 PezsepBHOE KONMpPOBAHME  HOAHHHX,
pe3epBMpPOBaHME
TeXHUUECKMX CpelCTB, IPOIPaMMHOIO
obecrnieueHusa
BUPTYaJIbHOY UHOPACTPYKTYPE, a TaKxe
KaHaJloB
CBSA3M BHYTPM BUPTYAJILHOM MHPPACTPYKTYPEHL

3CB.9 Peanmzauusa M yhopabBJiIeHME AHTUBUPYCHOM  3alUMTOM
B
BUPTYaJIbHOV MHOpaCTPyKType

3CB.10 PazbueHue BUPTYaJIbHOM MHPPaCTPYKTYPEL
Ha
CEeTMEHTH (cerMeHTHPOBaAHMUE
BUPTYaJIbHOM
MHOPaCTPYKTYPH) o1 oBpaboTKU
nHbopMaLUM
OTIOEeJIbHBEIM NOJIb30BaTEJIEM u (7o)
TPYyNnou
[I0JIb30BaTeJIeN

XII. BammTa TexHMUeCKux cperncTte (3TC)

3TC.1 Bammra mHbopMaumy, obpabaTeiBaeMoM

TexXHMYECKUMU




cpencrTeaMm, OT €€ YTEUKM 10 TEXHUUECKMVM KaHaJlaM

3TC.2 OpraHmsaumsa KOHTPOJMPYEMOM 3OHEH, B +
npernejyax

KOTOpPOM IIOCTOSHHO pasMeumanTcs
CTalMOHAPHEIE

TexXHUYEeCKUEe cpencrsa,

obpabaTeBanILME

nHpopMal Mo, M CpencrBa 3alMTel  MHOOPpMAaL UM,
a

Takxe cpenctTBa obecrnedeHus QYHKUMOHMPOBAHUSA

3TC.3 KouTposne u yhonpaBJieHMe OMBUUECKMM IJOCTYIIOM +
K

TexXHUYEeCKMM cpencTBaM, cpencTBaMm
3alIMTEL

nHdoOpMaL MM, cpencrBaMm

obecnedeHusa

OYHKLUMOHMPOBAHMUA, a TakKxe B IIOMEUEHNU A
n

COOpyXeHUsd, B KOTOPEIX OHU
YCTaHOBJIEHH,

MCKJIoYammye HECAaHKUMOHMPOBAaHHHEIM
bmzmMuecKumn

OOCTYII K cpencrTaaMm obpaboTKM
nHdoOpMaL MM,

cpencrBaM 3alMTEL nHOPMaLUMU "
cpencTBaMm

obecrneueHmus OYHKLUMOHUPOBAHUSA
MHOOPMALIMOHHOM

CUCTEMHBl U IIOMEWEHMA M COOPYXeHUS, B KOTOPHX
OHU

YCTaHOBJIEHE

3TC.4 PasMelmeHue YCTPOMCTB BBEIBOZA +
(oTobpaxeHus)

nHPOpMaLMM, MCKIKNUalee ee
HECAaHKUMOHMPOBAaHHEM
IIPOCMOTP

3TC.5 BammMTa  OT BHEMHUX BO3IEMCTBUN
(BoBmevicTBUM

oKpYyXamouemn cpenrl,

HeCcTabMIIbLHOCTU

3JIeKTPOCHabXeHUsd, KOHIMUMOHMPOBAHMS "
VIHEBIX

BHEMHUX GQaKTOpPOB)

XIII. 3BammTa MHOOPMALMOHHOM CMCTEMEl, €& CPeICTB,
CHUCTEeM CBA3M M Nepenauy OaHHeX (3UC)

3UC.1 PasneseHre B MHQOPMALMOHHOM cucTeMe OQyHKUUN
1o

yIOpaeJieHMIO (aOMUHUCTPUPOBAHMIO)
MHOOPMaLMOHHOM

cucTeMoun, YyIIpaBJIEHUIO
(aOMMHMCTPUPOBAHMIO)

cucTeMoMn 3alMTH nHbopMaumM, byHKUMI
1o

obpaboTke MHOPMAaLUM " VHEIX
OYHKLIMIN

MHPOPMALMOHHOM CUCTEMBL

3UC.2 [lpemoTBpalleHME 3a0EePXKN VI

IpepLIBaHUA

BLIIIOJIHEHM A [POLIECCOB C BBEICOKMM [IPMOPUTETOM
co

CTOPOHH NPOLECCOB C HU3KUM NIPUOPUTETOM




3UC. 3

ObecneueHme 3amMTE MHOOPMALUM OT

PaCKpPHTHUS,
mMonmmbMKauUM n HaBSBHBAaH
JIOXHOM

nHbopMauUMM) TIIpM ee TIepen
K

epenade) IO KaHajlaM CBS3U
3a

npenesisl  KOHTPOJIMPYEMOM 30
yycre

OeCnpOBOOHEM KaHaJjlaM CBS3U

us (eBOma

aue (mogroToBKE

’ MMe VM BEIXOIO

HEI, B TOM

3UC. 4 ObecnedyeHre IOOBEPEHHEIX KaHajla, MapupyTa
MeXxIoy
aIMMHUCTPATOPOM, I[OJIb30BaTeJIeM n
cpencTBaMM
3alMTH nHbOopMaLUM (dyHKUMAMM
0e30NnacHOCTHU
CpPenCTB 3aluMTe MHOOPMaLUM)

3UC.5 3anpeT HECaHKUMOHMPOBAHHOM yIaJIeHHOMU
aKTUBaLUK
BUIEeOKaMep, MUKPOPOHOB U VIHBIX
nepnudepPmUmMHEIX
YCTPOMCTE, KOTOPEE MOTYT
aKTUBUPOBATLCHA
YIOaJIEHHO, n ONOBelleHMe IoJIb30BaTeJIeN
06
aKTUBaAUUM TaAKUX YCTPOMCTB

BUC. 6 llepenaua u KOHTPOJIb LLeJIOCTHOCTHU
aTpmubyTOB
BeszonacHoCTU (MeTOk 0e30IIacHOCTM), CBS3aHHBX
c
nupopmaumert, npmu obMeHe umHOoOpMaUMEN C
VIHBIMM
MHOOPMaALIMOHHEIMM CUCTEeMaMM

BUC.7 KonTpoJsb CaHKLUVOHMPOBAHHOT'O "
MCKJIIOUEHUE
HECaHKLUMOHMPOBAHHOTO MCIOJIb30BaHUA
TEXHOJIOTUN
MOOMIIBHOTO KOIa, B TOM yuce
perucTpaumns
COOBITMM, CBSBAHHBIX C MCIOJIb30BaHUEM
TEXHOJIOTUMN
MOOMIIBHOTO KOHA, MX AaHalM3 U pearmMpoBaHMue
Ha
HapyumeHUs, CBsBaHHLE c
VICIIOJIb 30BaHUEM
TEeXHOJIOTUM MOOMJIBHOT'O KOIa

3UC.8 KouTpoJsb CAHKUMVOHVPOBAHHOT'O n
VICKJIIOYEHME
HECaHKLUMOHMPOBAHHOTO MCIOJIb30BaHUA
TeXHOJIOTUM
nepenayu pedyr, B TOM UYMCJIe perucTpalumns
CoOBITUM,
CBSASBAHHHX C MCIOJIb30BAHMEM TEXHOJIOTUMN

rnepenaum
peumr, MX aHaIM3 ¥ pearupo
HapylWeHM s,

CBSI3a@HHBIE C MCIIOJIb30BAHUEM
nepenauu

peun

BaHUE Ha

TEeXHOJIOT UM




3UC.9

KouTpoJb CAHKUVOHVPOBAHHOM n
VCKJIOUEHUE

HECaHKUMOHUPOBAHHOM Mepelauyr BuUIeOoMHbOpMaluu,
B

TOM dYMCJIe perucTpaumusa COOBTUM, CBA3aHHHX
c
nepenaden BUOeouHPOpMaALIUM, nx aHams
n
pearupoeaHue Ha HapyumeHus, CBA3aHHBE
c
nepenaden BuIeoMHOOpMaALUM
3UC.10 [looTBepXIeHNE IPOUCXOXISHNA
MCTOUYHMKA
nHpopMauuM, MHOJIydaeMoM B Ipolecce
onpenesieHnsa
CeTeBHX anpecos 1o CeTeBHM MMeHaM
nnm
onpenesieHMs CEeTEeBBIX MMEH IO CETEBEM alpecaM
3C.11 ObecnieueHue IOIJIMHHOCTMU CeTeBBIX
COenMHEeHUn
(ceaHCOB B3aMMOIOEMCTBUA), B TOM ymcie
O
3alMTH OT MNOIMEHB CETEeBHX YyCTPOMCTB U CEPBUCOB
3UC.12 JIckioueHre BO3MOXHOCTM OTPMLIAHMUA
IIoJIb30BaTeJIEM
baxTa OTHPaBKM MHPOPMALMM OPYTOMY I[OJIb30BaTEIo
31C.13 VIckJIlOUeHMEe BO3MOXHOCTM OTPMLAHMSA
IIoJIb30BaTeJIEM
dbakTa [IOJIy4YeHMA nHboOpMaLUM oT
OpyToro
IIOJIb30BaTENA
31C.14 Jicnonp30BaHMe YCTPOMCTB TEPMUHAJBHOTO
mocTyna
nnsa obpaboTkm MHOOPMaLUM
3UC.15 BammTa apxMBHHX (QanioB, IapaMeTpOB
HaCTPOMKMU
CpencTs 3alMTEL nHPOPMaL UM "
IPOTPaMMHOTO
obecrnedeHMs ¥  MHBIX OaHHBIX, He
nonJiexalmsx
M3MEHEHMIO B Ipolecce obpaboTkyu MHbOOpMaLUM
3UC.16 Brasiiexnue, aHanms u OJIOKMPOBaHME
B
MHQOPMALIMOHHOM CUCTEME CKPHTHX KaHAaJIOB
nepenadu
nHGoOpMaLUMM B OOXOnI PpeajIM30BAHHEIX MEP
3alMTE
nHpopMauUM UK BHYTPU pPa3peleHHBIX
CeTeBHX
IIPOTOKOJIOB
3UC.17 PazbueHre MHPOPMALMOHHOM CUCTEMBl Ha
CeTMeHTH
(cerMeHTHpPOBaHME MHOOPMaLMOHHOM CHUCTEMEHI)
n
obecneueHue 3alMTE IIEPVMETPOB
CETMEHTOB
MHOOPMaLMOHHOM CUCTEME
3UC.18 OBbecrnedeHMre 3arpys3KM M  MCIOJIHEHUSI

IPOTPaMMHOTO

obecriedeHMsa C MaAUMHHBIX HOCUTEJIEN
nHPOpMaLMM,

OOCTYIHBEIX TOJIBKO o1 YTeHuHd, n

KOHTPOJIb




LeJIOCTHOCTM IOAaHHOTO MNPpOIpaMMHOTI'O obecrnedyeHnsd

31C.19

M301aUMsa IIPOLEeCcCOB  (BHIIOJIHEHME IporpaMMm)
B
BHIIEJIEHHOM OOJIaCTM [HaMATHU

3UC.20

BammTa OeCHPOBOIHEX COEIMHEHUM, IIPUMEHSIEMHBIX
B
MHPOPMALMOHHOM CHUCTEMe

3UC.21

JICKJIIOUeHME NOOCTyIa IIoJIb30BaTesd K
nHdopMaL UM,

BOBHMKIIEY B pe3yJibTaTe OeMCTBUMA
Ipensnymero

IIOJIb30BATEJIA Uepes PEeCTpH, OIepPaTUBHYI
IaMsaTh,

BHEIHME 3alloOMMHAaIMEe YCTPOMCTBa W  MHHE
obmue

onsa IoJjib30BaTeJyIen pPecypcCHl
MHPOPMaLMOHHOM

CHUCTEMEBIL

BUC.22

SammTa nHGOPMaLMOHHOM CUCTEMEI or
yTpos

Oes3onacHOCTM MHOOpMaLMM, HANPAaBJIEHHEIX Ha
oTKasz

B OOCIyXMBaHUM MHOOPMaUMOHHOM CMCTEME

3UC.23

BamuTa nepumMmerpa (dmusmueckmx u (MIm)
JIOTUYUECKUX

TPaHNll) MHPOPMaLMOHHOM CUCTEMEH npu
ee

B3aMMOIOEVCTBUMU c VIHEIMM
nHOOPMALMOHHBIMN

cucrteMamMu UM MHOOPMALMOHHO—

TeJIE KOMMYHMKAIIVOHHBIMM/

ceTaMmu

3UC.24

[lpekpalleHe CEeTEeBHX COEeIMHEHUM 10 UX
3aBepleHnn

VI I10 MCTeyeHn 3aJaHHOIT'O
omepaTopom

BPEMEHHOTO MHTepBaja HEAKTUBHOCTU
ceTeBOTO

CcoeIIMHeHMA

3UC.25

Jicnonp30BaHMe B MHOOPMALMOHHOM CHCTEME WJIMU
ee

cerMeHTax PaB3IMYHBIX TUIIOB
oBuEeCUCTEMHOTO,

IPUKIIATHOTO n CIeurajbHOTO
IPOTPaMMHOTI'O

obecrnedeHus (co3maHMe I'e€TEPOTEHHOM CpeIH)

3UC.26

Jlcriosib30BaHME IPUKJIaOHOT O 128
crieyraJjibHOT'O

IPOTPaMMHOTO oObOecnedeHus, MMEIIOIM X
BO3MOXHOCTb

GYHKLUMOHMPOBAHUA B cpenax
Pa3JIMYHBIX

OIIEPAUVMOHHEIX CUCTEM

3UC.27

CozpmaHue (aMmyiaumsa) JIOXHEIX
MHOOPMALIMOHHEIX

CUCTEeM WJIM MX KOMIIOHEHTOB, IpelHal3HaUYeHHHX
s

oBHapyXeHMUsd, PerucTpauuu M aHaJams3a
OeVCTBUN

HapywmTenen B polecce peanmzaumum




yTpos
0e30MnaCHOCTM MHOOpMaLUU

3UC.28

BocnpomseeneHMe JIOXHEIX M (MJIM) CKPBITHE
VIC TMHHBIX

OTHOEJNIbHEIX MHOOPMALMOHHBIX TEXHOJIOTUN U
(111m)

CTPYKTYPHO-QYHKLUMOHAJbHBIX

XapaKTEPUCTHUK

MHOOPMALMOHHOM CHUICTEME VI ee
CerMeHTOB,

obecrneumBawiliee HaBA3BHBaHME HAPYWMUTEJIO
JIOXHOTO

npencraBJIeHUs 06 VIC TMHHBIX
MHOOPMALMOHHEIX

TEeXHOJIOTUSAX U (117111) CTPYKTYPHO—
OYHKLUMOHAJIbHBIX

XapakTepucTuKax MHOOPMALUMOHHOW CHCTEMEL

3UC.29

[lepeBOn MHPOPMALMOHHOM CHCTEMBl MM €€
YCTPOMCTB

(KOMIIOHEHTOR) B 3apaHee
ONpeneJIeHHYI

KOHQuUIypaumumn, obecHneuMpBaplyiln 3alyuTy
nHbOopMaLUM,

B CJlydae BO3HMKHOBEHUU OTKasz0B (cboes)
B

cucrTeMme 3alMTEL nHPOPMaLUM
MHPOPMaLMOHHOM

CHCTEMB

3UC.30

Bammra MOOMIIb HEIX TeXHUYEeCKUX
Cpencrs,
IPpMMEHsAEMBIX B MHQOPMAaLMOHHOM CHCTEME

"+" - mepa 3awmTbl MHPOPMaL MM BKAOUYEHA B 6a30BbI HAbOp Mep 4158 COOTBETCTBYHOLLENO Kacca

3aWMLLEHHOCTU MHPOPMALIMOHHOW CUCTEMDI.

Mepbl 3awntbl MHPopmaumm, He obo3HayeHHble 3HAKOM "+", NMpUMeHATCA NpW ajanTauuu
6a3oBoro Habopa mep 1 yTO4YHEHMM aganTupoBaHHoro 6asoBoro Habopa mep, a TakKe Npu paspaboTke
KOMMEHCUPYIOLWUX MepP 3aLLUTbI MHOPMALMK B MHGOPMALLMOHHOM CUCTEME COOTBETCTBYIOLLETO Kaacca

3aLMLLEHHOCTH.




