3apeructpmnpoBaHo B MuHiocte Poccum 14 mas 2013 r. N 28375

OEAEPA/IbHAA CNYXKBA NO TEXHUYECKOMY U 3KCNOPTHOMY KOHTPO/JIIO

NPUKA3
ot 18 ¢pespana 2013 r. N 21

OB YTBEPKAEHUN COCTABA U COAEPAHUA
OPrAHM3ALUUOHHbIX U TEXHUYECKMX MEP NO OBECNEYEHUIO
BE3OMACHOCTU NEPCOHANIbHbIX AAHHbIX NMPU UX OBPABOTKE

B UHOGOPMALMUOHHbIX CUICTEMAX NMEPCOHA/IbHbIX JAHHbIX

B cooTBeTcTBUM € YacTblo 4 cTaTbk 19 dPepepanbHOro 3akoHa oT 27 uona 2006 r. N 152-d3 "O
nepcoHanbHbIX AaHHbIX" (CobpaHne 3akoHoaaTenbcTBa Poccuiickon depepaunn, 2006, N 31, ct. 3451;
2009, N 48, c1.5716; N 52, cT. 6439; 2010, N 27, c1. 3407; N 31, cT. 4173, cT. 4196; N 49, c1. 6409; 2011, N
23, cT. 3263; N 31, cT1. 4701) 1 MonoxkeHnem o PeaepanbHoM cnyxkbe No TEXHUYECKOMY W SKCMOPTHOMY
KOHTPOJIt0, YTBEPKAEHHbIM YKa3zom [pe3ngeHTa Poccuiickoin depepaunm ot 16 asrycta 2004 r. N 1085
(CobpaHue 3akoHoaaTenbcTBa Poccuiickoit deaepauum, 2004, N 34, cT. 3541; 2006, N 49, cT. 5192; 2008,
N 43, c1. 4921; N 47, c1. 5431; 2012, N 7, cT. 818), NpMKa3sbiBato:

1. YtBepantb npunaraemble CoCTaB U cofep’KaHMe OPraHU3aUMOHHbBIX U TEXHUYECKUX Mep Mo
obecneyeHnto 6e30NacHOCTN NEePCOHAsbHbIX AAHHbIX NPU UX 06paboTKe B MHGOPMALLMOHHbBIX CUCTEMAX
NepcoHaNbHbIX AaHHbIX.

2. NMpun3HaTb yTpaTMBLLIMM cuay npukas PCTIK Poccum ot 5 peBpana 2010 r. N 58 "O6 yTBepKaeHUM
MonoxeHns o metToAax 1 cnocobax 3awmnTbl UHGOPMALLUKN B MHPOPMALIMOHHBIX CUCTEMAX NEPCOHANbHbIX
AaHHbIX" (3apeructpuposaH MuHioctom Poccum 19 dpespans 2010 r., peructpaumoHHbii N 16456).

OwvpekTtop

depepanbHOM cyKObl N0 TEXHUYECKOMY
W 3KCMOPTHOMY KOHTPOIIO

B.CEJIMH

YTBepKaeHbl
npukaszom ®CTIK Poccum
ot 18 dpeBpana 2013 r. N 21

COCTAB U COAEPXAHUE
OPTAHU3ALMOHHbIX U TEXHUYECKUX MEP MO OBECNEYEHUIO
BE3OMNACHOCTU NEPCOHAIbHbIX AAHHbIX MPU UX OBPABOTKE

B NHOOPMALIMOHHbIX CUCTEMAX NEPCOHA/IbHbIX AAHHbIX

|. Obuwme nonoxKeHus

1. HacTtoAawmit goKymeHT pa3paboTaH B COOTBETCTBUM € YacTblo 4 cTatbu 19 PeanepanbHOro 3akoHa
oT 27 uiona 2006 r. N 152-®3 "O nepcoHanbHbix gaHHbIX" (CobpaHne 3akoHOAaTenbcTBa Poccminckol
depgepaunn, 2006, N 31, ct. 3451; 2009, N 48, ct. 5716; N 52, cT. 6439; 2010, N 27, cT. 3407; N 31, cT.
4173, cT1.4196; N 49, cT. 6409; 2011, N 23, cT. 3263; N 31, cT. 4701) M ycTaHaB/NMBAET COCTAB U COAEpKaHne
OPraHU3aLMOHHbIX U TEXHUYECKMX Mep No obecneveHnto 6€30NacCHOCTU NEPCOHA/bHbBIX SAHHbIX NPU UX
06paboTKe B MHPOPMALMOHHBIX CUCTEMAX MEPCOHANbHbIX AaHHbIX (ganee - mepbl NO obecneyeHuto
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6€30NacHOCTU MNEepPCOHaNbHbIX AaHHbIX) ANA KaXKAoro M3 ypoBHEN 3alMLIeHHOCTM MepCcoHasbHbIX
AaHHbIX, YCTAHOBNEHHbIX B TpeboBaHUAX K 3allMTe MepCoHasbHbIX AaHHbIX Npu uUx obpaboTke B
MHGOPMAUMOHHBIX CUCTEMAX NMEPCOHANbHbIX AaHHbIX, YTBEPKAEHHbIX NOCTaHOBNEHMEM [paBuTENbCTBA
Poccuitckoit degepauum ot 1 HoAabps 2012 r. N 1119 (CobpaHue 3akoHoaaTenbcTBa Poccuiickoi
depnepaunn, 2012, N 45, cT. 6257).

Mepbl no obecneyeHnto 6e30MaCHOCTU NEPCOHANbHbLIX AAHHbIX MPUHUMAKOTCA ANA 3aLUUTDbI
NepCcoHanbHbIX AaHHbIX OT HENPABOMEPHOTO AW CAYYAMHOTO J0CTYNA K HUM, YHUUTOXKEHUA, U3MEHEHMUS,
610KMPOBAHUSA, KONMNMPOBAHMA, NPEAOCTABAEHUNA, PACNPOCTPAHEHNA NEPCOHANbHbBIX AAHHbIX, @ TaKXKe OT
WHbIX HENPABOMEPHbIX AENCTBUIA B OTHOLIEHWUMW NEPCOHAbHbIX AAHHbIX.

B HacTosAwem [OOKYMEHTe He paccmaTpuBaloTca BOMpocbl obecnedyeHusa 6HesonacHoOCTH
NMepcoHanbHbIX AaHHbIX, OTHECEHHbIX B YCTAaHOBJEHHOM MOPAAKE K CBEAEHUSM, COCTABAAIOLWMM
rocygapcTBEHHYIO TaWHy, a TaKKe Mepbl, CBA3aHHble C MNpPUMEHeHMEM  WKUPOBasbHbIX
(KpunTorpadpuyecknx) cpeacTs 3almnTbl UHGOPMALUN.

2. be3onacHOCTb MepcoHasbHbIX AaHHbIX NpU KX obpaboTke B WMHPOPMALMOHHOM cucTeme
NnepcoHanbHbIX AaHHbIX (ganee - MHPOpPMaLMOHHaA cuctema) obecneymBaeT onepatop WAU AKULO,
ocyuwiecteasollee 06paboTKy NepcoHasnbHbIX AaHHbIX MO MOPYYEHUIO onepaTopa B COOTBETCTBMU C
3aKoHoaaTenbcTBoM Poccuiickon Pepepaumu.

[ns BbinosHeHMA paboT no obecneyeHno 6€30NacHOCTM NEPCOHaNbHbIX AaHHbIX NpU X 06paboTKe
B MHPOPMALMOHHON CMCTEME B COOTBETCTBMM C 3aKOHOAATeNbCTBOM Poccuiickon depepaumm moryt
NpWB/IEKaTbCA Ha AOrOBOPHOW OCHOBE HOPUANYECKOE NNLO UM UHAMBUAYA/bHBIM NpeanpuHUMaATEND,
UMetoLLLME IMLEH3UIO HA AEeATENbHOCTb MO TEXHUYECKOM 3aLLmTe KOHPUAEHLMANbHON MHPOPMaLLMN.

3. Mepbl no obecnevyeHnto 6€30NaCHOCTU NEPCOHANbHbIX AaHHbIX PEANN3YIOTCA B pAaMKax CUCTEMbI
3alMTbl MEPCOHANbHbIX [AaHHbIX, CO34aBAaemMoli B COOTBETCTBMM C TpeboBaHMAMM K 3awmTe
NepcoHanbHbIX AaHHbIX NpU MX 06paboTke B MHPOPMALMOHHBIX CUCTEMAX MEPCOHAsIbHbIX OAHHbIX,
YTBEPXKAEHHbIMKN NocTaHoBAeHneM [paBuTenbcTBa Poccuinckonn Peagepaumm ot 1 HOoAbpa 2012 . N 1119,
WM [OMXKHbI 6bITb HanpaBieHbl HAa HENTPaANM3aLMIO aKTyasibHbIX yrpo3 6e30MacHOCTM NepcoHanbHbIX
OaHHbIX.

4. Mepbl no obecneyeHnto 6€30MaCHOCTM MEPCOHANbHbIX AAHHbLIX PEanu3ytoTca B TOM 4ucie
nocpeacTBOM NPUMEHEHUs B MUHPOPMALIMOHHON cucTeMe CpeacTB 3alunTbl MHGOPMALLMKM, NpoLLeaLLnX B
YCTQHOB/IEHHOM NOpAAKe Npoueaypy OLEHKM COOTBETCTBMA, B C/Ay4asX, KOraa MPUMEHEHMEe TaKux
CpeacTs HeobXxoAMMO ANA HEUTPANU3aLMM aKTyalbHbIX Yrpo3 6e30NacHOCTU NePCOHasbHbIX AaHHbIX.

KoHcynbTaHTlAOC: NpumeyaHue.
Hymepauma NyHKTOB faHa B COOTBETCTBUU C OPULMANBbHBIM TEKCTOM SOKYMEHTA.

6. OueHKa 3¢dpPEeKTUBHOCTN peasiM30BaHHbIX B paMKaxX CUCTEMbI 3aLlUTbl NEPCOHAsbHbIX AAHHbIX
mep no obecneyeHnto 6€30MNaCHOCTM NEePCOHasbHbIX AAHHbIX MPOBOAMUTCA ONEPaTOPOM CaMOCTOATEIbHO
MWAW  C NpUBNAEYEHMEM HA [JOOrOBOPHOW OCHOBE IOPUAMYECKMX AWUL, W UHAMBUAYANbHbIX
npeanpuHUMmaTenen, UMeLLNX ANLEH3NIO HA OCYLLECTB/IEHME AeATe/IbHOCTM NO TEXHMYECKOM 3alumTe
KoHUAeHUManbHOM MHGOPMaUUK. YKa3aHHas OLEHKA NpOBOAMTCA He peXKe O4HOro pasa B 3 roga.

7. Mepbl no obecneyeHuto 6e30MacHOCTM MEPCOHaNbHbIX AaHHbIX NpU KX 06paboTke B
rocyapcTBeHHbIX MHPOPMALMOHHBIX CUCTEMAX MPUHUMAOTCA B COOTBETCTBMM C TpeboBaHMAMM O 3aLuuTe
MHbOPMaLUK, COAEpPIKaLLENCa B rocyAapCTBEHHbIX MHGOPMALMOHHBIX CUCTEMAX, YCTaHaB/AMBaeMbIMU
®CT3K Poccum B npegenax CBOMX NOJHOMOYMIA B COOTBETCTBMM C YacTbio 5 ctatbn 16 PepepanbHoro
3aKoHa oT 27 utons 2006 r. N 149-d3 "06 nHbopmaunun, MHGOPMALMOHHBIX TEXHONOTUAX U O 3alLuTe
nHdopmauumn" (CobpaHue 3akoHomaTenbcTBa Poccuiickont deaepaumu, 2006, N 31, cT. 3448; 2010, N 31,
cT. 4196; 2011, N 15, cT. 2038; N 30, cT. 4600; 2012, N 31, cT. 4328).

Il. CocTaB 1 cogeprkaHue mep no obecneyeHno 6e3onacHoOCTU
MepcoHanbHbIX AAHHbIX

8. B coctaB mep no obecneyeHnto 6€30NacHOCTU NEPCOHA/NbHBIX AAHHbIX, PeaNU3yeMbIX B paMKax
CUCTEMbI 3aWMUTbl MEePCOHasbHbIX AAHHbBIX C YYETOM aKTyasbHbIX yrpo3 6e30nacHOCTU MepcoHasbHbIX
OAHHbIX M NPUMEHAEMbIX MHGOPMALMOHHbIX TEXHOOTUIA, BXOAAT:

MAEHTUDMKAUMA N ayTEHTUPUKaUMA CyObEKTOB A0CTYNa U 06BEKTOB A0CTYNa;
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ynpaBsaeHue A40CTyNom cy6beKToB A0CTyna K 06bekTam 40CTyna;

orpaHu4yeHne NPorpammHoON cpeabl;

3alMTa MaLWIMHHBIX HOocuTenel MHPOopMaLMM, Ha KOTOPbIX XpaHATca u (unam) obpabatbiBatoTca
nepcoHanbHble gaHHble (4anee - MaWWHHbIE HOCUTEIN NepPCOHaNbHbIX AaHHbIX);

peructpauma cobbiTMin 6e3onacHocTy;

aHTUBMPYCHAnA 3aWUTa;

obHapyeHue (NpeaoTBpaLleHUe) BTOPKEHNI;

KOHTPO/b (aHaNN3) 3aLWMLLEHHOCTM NEPCOHANbHbIX AAHHbIX;

obecneyeHune LenoCTHOCTU MHGOPMALMOHHON CUCTEMBI U NEPCOHA/bHBIX AaHHbIX;

obecneyeHne JOCTYMHOCTM NEPCOHANbHbIX AaHHbIX;

3allMTa cpeabl BUPTYanmsaumu;

3alLMTa TEXHUYECKMX CPEACTB;

3alLmMTa MHGOPMALMOHHOW CUCTEMDI, €€ CPEACTB, CUCTEM CBA3W U Nepesaun AaHHbIX;

BblIB/IEHWE UHUMAEHTOB (O4HOro CObbITUA UAW TPYNNbl COBbITUI), KOTOpPblE MOTYT MPUBECTU K
c6oAM MAU HapyweHUo QYHKLMOHMPOBAHUA MHPOPMALMOHHOW CUCTEMbI U (MIM) K BO3HUKHOBEHWUIO
yrpo3 6e30nacHOCTM NepCoHabHbIX AaHHbIX (Aanee - UHLUUAEHTbI), U pearMpoBaHue Ha HuX;

ynpasneHue KoHourypaumelh MHPOPMaAUMOHHOM CUCTEMbl M CUCTEMbI 3aLLUTbl MEPCOHANbHbIX
[OaHHbIX.

CocTaB 1 cogep:kaHune mep no obecneyeHnto 6e30NacHOCTH NePCOHabHbIX AaHHbIX, HEO6XOAMMBbIX
ANnA obecneyeHMa Ka)KAOro M3 YPOBHEM 3alMLWEHHOCTM NepCoHasbHbIX AaHHbIX, NpUBEeAEeHbl B
NPUIOXKEHUN K HACTOALLEMY AOKYMEHTY.

8.1. Mepbl no maeHTUOGMKAUUM U ayTeHTUUKaALMN CYyOBEKTOB A0CTyna M OOBbEKTOB AO0cCTyna
OOJ/KHbI  obecneunBaTb MNpPUCBOEHME CyObeKTam WM O0b6beKTamM [AOCTyrna YHUKaNbHOTO MpU3HaKa
(naeHTMdUKaATOpPA), cpaBHEHME NpeabABAseMoro cybbektom (0b6bekTom) Aaoctyna uaeHTMdUKaTopa C
nepeyHem NPUCBOEHHbIX UOAEHTUDMKATOPOB, a TaKKe NPOBEPKY NPUHAANEKHOCTU CYObEKTY (06BbEKTY)
O0CTyna npeabABAEHHOIro UM UaeHTUdUKaTopa (noaTeepKaeHne NogJANHHOCTH).

8.2. Mepbl MO ynNpaBAeHWUIO AOCTYNMOM CybbeKTOB A0CTyna K 06beKkTam [ocCTyna LO/KHbI
obecneunBaTb ynpasjeHuWe NpaBaMuv U NPUBUIETUAMU CYOBbEKTOB AOCTyNa, pasrpaHUYeHne AocTyna
Cyb6beKTOB A0CTYNa K 06beKTaM A0CTyrNa Ha OCHOBE COBOKYMHOCTU YCTaHOB/IEHHbIX B MHGOPMALMOHHOM
cucTteme npaBWAl pasrpaHUyeHns AOCTyna, a TakKe obecrneuymBaTb KOHTPO/b 33 COBMOAEHMEM ITUX
npasu.

8.3. Mepbl N0 OrpaHUYEHUIO NPOrPaMMHON cpeabl A0XHbI obecneynBaTb YCTAaHOBKY U (Mau)
3anycK TO/IbKO pPa3speLleHHOro K WCMNoAb30BaHWIO B WMHOOPMALMOHHOM cUCTEME MPOrPamMHOro
obecneyeHma NAM UCKIOYATb BOSMOMKHOCTb YCTAHOBKM U (MM) 3anycKa 3anNpeLLeHHOro K UCMO/b30BaHMIo
B MHGOPMALIMOHHOM cUCTEME NPOrpaMMHOro obecneyeHus.

8.4. Mepbl No 3alLMTe MALUMHHbIX HOCUTENEeN NepcoHasbHbIX AaHHbIX (cpeacTB 06paboTKM
(xpaHeHMs) NepcoHaNbHbIX AAHHbIX, CbEMHbIX MAWMHHbIX HOCUTENIEN NEPCOHA/bHbIX AAHHbIX) AONXKHbI
WCKN0YaTb BO3MOMKHOCTb HECAHKLMOHUPOBAHHOIO A0CTYNa K MaWMHHbIM HOCUTENIAM M XPaHALLMMCA Ha
HUX NEePCOHaNbHbIM AAHHbIM, A TaKKe HEeCaHKUMOHMPOBAHHOE WCMO/Ib30BaHNE CbEeMHbIX MaLUMHHbIX
HocuTeselt NepCcoHabHbIX AaHHbIX.

8.5. Mepbl no pernctpaumm cobbiTuii Be3onacHoCcTM AOJIKHbI obecneynBaTb cbop, 3anuchb,
XpaHeHue U 3aWmTy nHGopMaunm o cobbiTuax HGesonacHOCT B MHOOPMALIMOHHON cucTemMe, a TaKKe
BO3MOKHOCTb MPOCMOTPA M aHa/IM3a MHGOPMALLMM O TAaKUX COBBLITUAX U pearnpoBaHne Ha HUX.

8.6. Mepbl N0 aHTMBMUPYCHOM 3alumTe AO/KHbI 0becneunBaTb 06HapyKeHne B MHGOPMALLMOHHOM
cucTeMe KOMMbIOTEPHBIX NPOrpamm AnMbo MHOW KOMMboTEPHON MHGOPMALMK, NpeaHa3HauYeHHoU s
HECaHKLMOHUPOBAHHOTO YHUUYTOXKEHUA, BIOKMPOBaHUA, MOANDUKALMM, KOMMPOBAHUA KOMMbIOTEPHOM
MHPOPMALMN WM HEWTPaNM3auMM CPeACTB 3alWuTbl MHPOPMALMKM, a TaKKe pearMpoBaHue Ha
0bHapy:KeHWe 3TUX NporpaMmm 1 MHGopMaumu.

8.7. Mepbl no o6Hapy:KeHWUo (MpesoTBPALLEHUIO) BTOPMKEHWI [O0/KHbI  obecneymBaTtb
ob6HapyKeHne AencTBUiA B MHPOPMALMOHHOM CUCTEME, HaMPaB/eHHbIX Ha HEeCaHKLMOHWPOBAHHbIN
Aoctyn K wuHbopmaumu, crneuuanbHble BO3AEWCTBMA Ha WHPOPMAUMOHHYID cuctemy U (Man)
nepcoHanbHble AaHHble B LenAax A06bIBaHWA, YHUUTOMKEHWNA, UCKAXKeHUA U BOKMpOoBaHMA A0CTyna K
nepcoHanbHbIM AaHHbIM, @ TaK}Ke pearnpoBaHune Ha 3TU AeUCTBUA.

8.8. Mepbl N0 KOHTPOAIO (aHaNM3Y) 3aLUMLLEHHOCTU NePCOHaNbHbIX AaHHbIX A0NXKHbI 06ecneynBaTth



KOHTPO/b YPOBHA 3aLUMLEHHOCTM MNEPCOHANbHbIX AaHHbIX, 0b6pabaTtbiBaemblXx B MHOPMALMOHHOM
cucteme, NyTem MPOBEAEHUSA CUCTEMATUYECKMX MEeponpuUATUIA MO aHaAu3y  3alMLLEHHOCTM
MHOOPMALMOHHOM CUCTEMBI U TECTUPOBAHMIO PAabOTOCNOCOBHOCTU CUCTEMBI 3aLLMUTbl NEPCOHA/NbHbIX
OAHHbIX.

8.9. Mepbl No obecnevyeHno LenoCTHOCTU MHGOPMALIMOHHON CUCTEMbI U MEPCOHA/bHBIX AAHHbIX
OOMKHbI obecneumBaTb ObOHapy)KeHMe (aKTOB HECAHKLMOHUPOBAHHOMO HapyLeHUA LLeNOCTHOCTU
MHOOPMALMOHHOM CUCTEMbI U COLAEPIKALLMXCA B HEW MEePCOHANbHbIX AAHHbIX, @ TaKXe BO3MOMKHOCTb
BOCCTAaHOB/IEHMA NHPOPMALLMOHHOM CUCTEMBI U COAEPHKALLMXCA B HEWM NEPCOHA/bHbIX AAHHbIX.

8.10. Mepbl no obecneyeHWo AOCTYNMHOCTU MNEpPCOHaNbHbIX AAHHbIX A0/MKHbI obecneymsaTb
aBTOPM30BAHHbLIN AOCTYN NONb30OBaTeNeN, MMEKLWMX NpaBa Mo AOCTyny, K NepCcoHanbHbIM AaHHbIM,
cogeprawmmeca B  MHOOPMALMOHHOM  CUCTeMe, B LWTATHOM  pexume  GYHKLMOHMPOBAHUA
MHPOPMALNOHHOMN CUCTEMDI.

8.11. Mepbl NO 3alLMTE cpeabl BUPTYANM3aLLMM AOKHbI UCKHOYATb HECAHKLMOHWPOBAHHbIN AOCTYN
K MepCcoHasbHbIM AAHHbIM, 06pabaTbiBaeMbiM B BUPTYaNbHOM WHOPACTPYKTYpPE, U K KOMMOHEHTam
BMPTYasibHON MHPPACTPYKTYPbI U (MNK) BO3AEMCTBME Ha HUX, B TOM YMCAE K CPeacTBAM ynpaBiaeHuA
BMPTYasibHON MHOPACTPYKTYPO, MOHUTOPY BUPTYasbHbIX MalMH (TMNepBMU30pPY), CUCTEME XPaHEHUA
OaHHbIX (BK/OYasA cMCTeMY XpaHeHMA 06pa3oB BUPTYasibHON MHPPACTPYKTYPbI), CETU Nepesayn AaHHbIX
yepes 3/1eMeHTbl BUPTYaIbHOM MAn GpU3NYeCKoM MHPPACTPYKTYPbI, FOCTEBLIM OMepPaLMOHHbIM CUCTEMAM,
BMPTYasIbHbIM MalIMHAM (KOHTeMHepam), CUCTEME U CETU PENAUKALNKN, TEPMUHANIbHBIM U BUPTYabHbIM
YCTPOMCTBAM, a TaKXkKe CUCTEME Pe3epPBHOro KOMMPOBAHMA M CO34aBAEMbIM €10 KOMUAM.

8.12. Mepbl Mo 3alUTE TEXHUYECKUX CPEACTB A0KHbI UCKIOYATb HECAHKLIMOHMPOBAHHbIN AOCTYN
K CTAUMOHAPHbIM TEXHUYECKMM cpeacTBam, 06pabaTbiBalOWMM NepcoHanbHble AaHHble, CPeaCTBAM,
obecneunsaoWm PpYyHKLMOHMPOBaHME UHPOPMALIMOHHOM cucTemMbl (Oanee - cpeactsa obecneyeHus
OYHKUMOHNPOBAHMA), U B MOMELLLEHUSA, B KOTOPbIX OHU NOCTOSIHHO PACMOJ/IOMKEHbI, 3aLWUTY TEXHUYECKUX
CPeacTB OT BHELHWX BO3AENCTBMIA, @ TaK¥Ke 3alMTy NepCOHanbHbIX AaHHbIX, NPeACTaB/eHHbIX B BUAE
MHGOPMATUBHbIX 3NEKTPUYECKUX CUTHANOB U GU3UYECKUX MONEN.

8.13. Mepbl no 3awuTe MHPOPMaLMOHHOMN CUCTEMBI, €€ CPEACTB, CUCTEM CBA3M U Nepesayn AaHHbIX
OOMKHbI obecneynBaTb 3aWMTy MEPCOHA/NbHbIX AaHHbIX NPU B3aMMOAENCTBUU MHPOPMALMOHHON
CUCTEMBI UNKN ee OTAENbHbIX CEFTMEHTOB C MHbIMU MHGOPMALMOHHBIMU CUCTEMAMU U MHPOPMALMOHHO-
TENIEKOMMYHUKAUMOHHBIMW  CETAMM NOCPEACTBOM MPUMEHEHMA apXUTEKTYpPbl MHPOPMaLMOHHOM
CUCTEMbI M MPOEKTHbIX PELLIEHWNI, HanpaBAeHHbIX Ha obecneyeHme 6e30NaCHOCTU NEPCOHA/NbHbIX AAHHbIX.

8.14. Mepbl NO BbIABMEHUIO WMHUWAEHTOB W pearMpoBaHWMIO Ha HUX [0/KHbI obecneymBaTb
06HapyKeHne, naeHTMdMKaLMIO, aHANN3 UHLMAEHTOB B MHGOPMALLMOHHON CUCTEME, @ TaKKe NPUHATUE
Mep MO YCTPAHEHUIO U NpeaynpeXAeHUI0 MHUNAEHTOB.

8.15. Mepbl No ynpaBneHUo KoHoUrypaumen MHGOPMALNOHHON CUCTEMBI U CUCTEMbI 3aLUMUTBI
NEepPCOHANbHbIX  AaHHbIX AO/MKHbI  obecneumBatb yrNpaBieHWE UIMEHEHUAMWM  KOHPUrypaumu
MHPOPMALMOHHON CUCTEMBI U CUCTEMBI 3aLUMTbl MEPCOHANbHbIX AAHHbIX, aHaAU3 MOTEHUMANIbHOTO
BO34eNCTBMA NJAHNPYEMbIX MU3MEHEHWNI HA 0becneyeHne 6e30MacHOCTU NePCOHaA/IbHbIX AAHHbIX, @ TAKKe
OOKYMEHTUPOBAHME 3TUX USMEHEHWNA.

9. Bbibop mep no obecneveHnto 6€30MacHOCTM NEPCOHA/bHBIX AaHHbIX, MOA/IEXKALLMX Peannsaumnm
B UHPOPMALLMOHHOW CUCTEME B PAMKaX CUCTEMbI 3aLLMUTbI NEPCOHA/NbHBIX AaHHbIX, BKAOYAET:

onpeaeneHune 6a3oBoro Habopa mep no obecneyeHnto 6€30MNaACHOCTM NEPCOHANbHBIX AAHHbIX A/A
YCTaHOB/IEHHOTO YPOBHSA 3aLLMLLEHHOCTU NEPCOHA/NbHbIX AaHHbIX B COOTBETCTBMM C 6Ha30BbIMM Habopamu
Mep no obecneyeHWto 6e30MNACHOCTM MNEPCOHANbHbLIX AAHHbIX, NPUBEAEHHBIMW B MPUNOXKEHUU K
HacToALEMY AOKYMEHTY;

apanTaumio 6asoBoro Habopa mep no obecnedyeHuto H6€30NACHOCTM MEPCOHAsbHbIX OAHHBIX C
YY4ETOM CTPYKTYPHO-PYHKLUMOHANBHBIX XapaKTePUCTUK MHPOPMALMOHHON cUCTEMbI, MHPOPMALMOHHbBIX
TEeXHO0rnM, ocobeHHocTeN PYHKLUMOHNUPOBAHMA MHGOPMALLMOHHOM CUCTEMBI (B TOM YMC/E UCKIOYEHUE
u3 6asoBoro Habopa mep, HENOCPEACTBEHHO CBA3aHHbIX C MHPOPMALMOHHBIMW TEXHONOTMAMMU, He
NCNosb3yeMbiMU B MHPOPMaLNOHHOW cucteme, nnu CTPYKTYPHO-OYHKUMOHANbHbIMM
XapaKTepPUCTMKaMM, He CBOMCTBEHHbIMU MHPOPMALMOHHOM cUcTEME);

YTOYHEHWe aganTupoBaHHOro 6asoBoro Habopa Mep no obecneyeHuto 6esonacHOCTU
NepPCOHaNbHbIX AAHHbIX C y4ETOM He BblbpaHHbIX paHee Mep, NPUBEAEHHbIX B MPUIOXKEHUN K HACTOALLEMY
OOKYMEHTY, B pe3y/ibTaTe Yyero onpeaenstorca mepbl no obecrneyeHnto 6€30MacHOCTU NMEPCOHANbHbIX



AaHHbIX, HanpaB/feHHble Ha HEWTPaNM3aUMI0 BCEX aKTya/bHbiX Yrpo3 6e30MacHOCTU MepcoHasbHbIX
[AAHHbIX A1 KOHKPETHON MHOOPMALMOHHOM CUCTEMDbI;

OOMOJIHEHME YTOYHEHHOro ajanTMpoBaHHOro 6asoBoro Habopa mep Mo obecneyeHuto
6€e30nacHOCTN NePCOHA/bHbIX AAHHbIX MepaMK, 06eCcneyYnBaloLLLMMM BbINONHEHME TPebOBAHWUI K 3awwmTe
NepcoHanbHbIX AaHHbIX, YCTAaHOBAEHHbIMW MHbIMM HOPMATMBHbIMW NPABOBbIMM aKTamu B obnactu
obecneyeHnsa 6e30MacHOCTM NEPCOHA/bHbIX AAHHbIX 1 3aLUUTbl MHOPMaLMN.

10. Mpw HEBO3MOMKHOCTUN TEXHMYECKOM peannsaumm oTaenbHbIX BbIOpaHHbIX Mep No obecrneyeHunto
6e30MacHOCTN NepPCOoHabHbIX AAHHbIX, @ TAKKE C Y4ETOM 3KOHOMMUYECKOM LLenecoobpasHOCTU Ha Tanax
aganTaummn 6asoBoro Habopa mep M (MNK) YTOUHEHUS aganTMpoBaHHOro 6a3oBoro Habopa mep moryTt
pa3pabatbiBaTbCA MHble (KOMMEHCUPYIOWME) Mepbl, HanpaBaeHHble Ha HEWTPaNM3auMIo aKTyasIbHbIX
yrpo3 6e3onacHOCTN NepcoHaNbHbIX AAHHbIX.

B atom cnyyae B xoge pa3paboTKM cucTeMbl 3aWMTbl MNEPCOHA/bHbIX AAHHbIX AOJXKHO ObITb
nposeaeHo 06OCHOBaHWE MNPUMEHEHUS KOMMEHCUpylowmx mep ana obecnevyeHna 6e3onacHocTU
NnepcoHanbHbIX AaHHbIX.

11. B cnyyae onpeneneHns B COOTBETCTBUM C TpeboBaHMAMM K 3alLMTe MepCoHasbHbIX NPU KX
06paboTKke B MHPOPMALMOHHBIX CUCTEMAX NEPCOHANbHbIX AAHHbIX, YTBEPKAEHHbIMW MOCTaHOBAEHUEM
MpaBuTenbctBa Poccuiickonn Pegepaummn ot 1 Hosbpa 2012 r. N 1119, B KaYecTBe aKTyasibHbIX yrpos3
6e30MacHOCTN NepCcoHasbHbIX AAHHbIX 1-r0 U 2-ro TMNOB AONONAHUTE/ILHO K Mepam no obecneyeHuto
6€30MacHOCTU MNEepPCOoHaNbHbIX [AaHHbIX, YKa3aHHbIM B TMyHKTE 8 HACTOALWEro [AOKYMEHTa, MoryT
NPUMEHATLCA Cieayolne Mepbl:

npoBepKka CUCTEMHOIO U (MAM) MPUKAAQHOTO MporpammHoro obecneyeHus, BK/OYas
NPOrPamMMHbIN  KOZ, HA OTCYTCTBME HeAEeKNapMPOBAHHbLIX BO3MOMHOCTEM C MCMNO/Jb30BAaHMEM
aBTOMaTU3MPOBAHHbIX CPeACTB U (MnKn) 6e3 UCNo/Ib30BaHWUS TaKOBbIX;

TecTupoBaHne MHGOPMaLMOHHON CUCTEMbI HA MPOHNUKHOBEHMUS;

MUcnonb3oBaHMe B MHPOPMALMOHHON CUCTEME CUCTEMHOTO U (MAK) NPUKNAAHOIO NPOrPaMMHOro
obecneyeHus, pazpaboTaHHOIO C MCNONb30BAaHMEM METOA0B 3aLUMULLEHHOIO NPOrpPamMmMMpPOBaAHKA.

12. MNpwn “cnonb3oBaHUN B MHPOPMALIMOHHbBIX CUCTEMAX CePTUPULMPOBAHHbLIX MO TpeboBaHUAM
6e30nacHOCTN MHPOPMaALMK CPEACTB 3aLUUTbI MHOPMaLLUN:

a) ana obecneyeHus 1 1 2 ypoBHeN 3aLUMLLEHHOCTU MEPCOHAbHbIX AAaHHbIX MPUMEHAIOTCA:

CpeacTBa BbIYNCAUTENBHOM TEXHUKN HEe HUXKe 5 Knacca;

CUCTEMbI 0BHapYKeHUs BTOPXKEHUI U CPeACcTBa aHTUBMPYCHOM 3aLLUMTbI He HUXKe 4 Knacca;

MeKCeTeBble 3KpaHbl He HUMKe 3 Knacca B C/lydyae aKTyaslbHOCTM yrpo3 1-ro uam 2-ro TMNos mau
B3anmoaencTensa MHPopMauMOHHON cUcTeMbl C MHOOPMALNOHHO-TENEKOMMYHUKALMOHHbBIMU CETSMM
MEXKAYHAPOAHOro MHPOPMALMOHHOIO OBMEeHa M MerKCeTeBble 3KpaHbl He HUXe 4 Knacca B c/yyae
aKTyanbHOCTU yrpo3 3-ro TUna W OTCYTCTBMA B3aMmoAencTBuMA WHOOPMALMOHHOW CUCTEMBI C
MHOOPMALNOHHO-TENEKOMMYHUKALMOHHBIMU CETAMWN MEXAYHaPOAHOro MHPOPMaLMOHHOIO 0bMeHa;

6) ana obecnevyeHuns 3 ypoBHA 3aLLMLLEHHOCTM NEPCOHA/bHbIX AaHHbIX MPUMEHSAIOTCA:

CpeacTBa BbIUMCAUTENbHOM TEXHUKIN HE HUMXKe 5 Knacca;

cMcTeMbl 0BHapyKeHUs BTOPXKEHMIA U CpeaCcTBa aHTUBUPYCHOM 3aLlUMUTbl He HUMKe 4 Knacca 3auThbl
B C/lydae aKTya/lbHOCTM yrpo3 2-ro Tuna WaAnM B3aMmoAencTBMA MHPOPMALMOHHON CUCTEMbI C
MHGOPMALNOHHO-TENEKOMMYHUKALMOHHBIMU CETAMU MEXAYHAPOAHOro MHGOPMALUOHHOrO 0bMmeHa U
CUCTEMbI OOHAPYKEHUs BTOPMKEHUM U CPeacTBa aHTMBMPYCHOM 3almMTbl HE HWXKe 5 Knacca 3awmTbl B
C/lydyae aKTya/IbHOCTM Yyrpo3 3-ro TMna M OTCYTCTBMA B3aMMOAEWNCTBUS MHPOPMALMOHHON CUCTEMBI C
MHGOPMALNOHHO-TENEKOMMYHUKALMOHHBIMU CETAMN MEXAYHapoAHOro MHGOPMaLMOHHOTO 06MeHa;

MeXKCeTeBble 3KpaHbl He HUMKe 3 Kjacca B Cayvyae aKTyaslbHOCTU yrpo3 2-ro Tuna Wau
B3aMMogencTens MHPoOpPMaLMOHHON cUcTeMbl € MHGOPMALMOHHO-TENEKOMMYHUKALMOHHBIMU CETSIMM
MEXKAYHAPOAHOro MHPOPMALIMOHHOIO OBMEHa M MerKCeTeBble 3KpPaHbl He HUXe 4 Kiacca B C/ydyae
aKTyanbHOCTU yrpo3 3-ro Tuna WM OTCYTCTBMA B3aMMoZeNcTBMA WHOOPMALMOHHOM CUCTEMBbI C
MHGOPMALNOHHO-TENEKOMMYHUKALMOHHBIMU CETAMMU MEXAYHAPOAHOIro MHPOPMALMOHHOIO 0OMeHa;

B) Ans obecneyeHmn 4 ypoBHSA 3aLUMNLLEHHOCTU NEPCOHANbHbIX AaHHbIX NPUMEHAIOTCA:

CpeacTBa BbIYNCAIUTENBHOM TEXHUKIN HE HUXKe 6 Knacca;

CUCTEMbl 0BHapyKeHUs BTOPXKEHUI U cpeficTBa aHTUBMPYCHOM 3allMTbl He HUXKe 5 Knacca;

Me’KceTeBble 3KpaHbl 5 Knacca.

Ona obecneyeHns 1 u 2 ypoBHEl 3aWMLUIEHHOCTM MEPCOHANbHbIX [AaHHbIX, a TaKXe Ans
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obecnevyeHns 3 ypOBHA 3alLLULLEHHOCTU NEPCOHa/bHbIX AaHHbIX B MHPOPMALMOHHbLIX CUCTEemax, ANs
KOTOPbIX K aKTya/ibHbIM OTHECEHbl Yrpo3bl 2-ro TMna, NPUMEHSIOTCA CPeacTBa 3alnTbl MHPopmauum,
nporpammHoe obecrneyeHne KOTOPbIX MPOLLJIO MPOBEPKY HE HUXKE YeM MO 4 YPOBHIO KOHTPOJIA OTCYTCTBUSA
HeAeKNapUPOBaHHbIX BO3MOXHOCTEN.

13. Mpn ncnonb3oBaHUN B MHPOPMALMOHHBIX CUCTEMAX HOBbIX MHPOPMALMOHHbIX TEXHONOTUI U
BbIAB/IEHUN [AOMNOJHUTE/NbHbLIX Yrpo3 6e30MacHOCTU MNepCOoHaNbHbIX AaHHbIX, A48 KOTOPbIX He
onpeaeneHbl Mmepbl obecneveHma nx 6e3onacHoOCTU, AOMKHbI pa3pabaTbiBaTbCA KOMMAEHCUPYIOLWME MepPbI
B COOTBETCTBUM C NYHKTOM 10 HacToALLero 4OKyMeHTa.

MpunnoxkeHune

K CocTaBy U coaepKaHUto
OpPraHM3aUMOHHBIX U TEXHNUYECKUX
mep no obecneyeHnto 6esonacHoCTH
NepPCOHANbHbIX AaHHbIX MPU UX
06paboTke B MHHOPMALMOHHbIX
CUCTEMAX NEPCOHANBHBIX AAHHbIX

COCTAB U COOEPHKAHUNE
MEP MO OBECMEYEHNIO BE3ONACHOCTU NMEPCOHAJIbHBIX JAHHbIX,
HEOBXOANMBbIX /19 OBECNEYEHMA KAXAOMO 13 YPOBHEWN
SAWWNMWEHHOCTU NEPCOHA/IbHBIX JAHHbIX

YciosHOE ComepxaHue Mep Ho obecrnedeHun Oe30NacCHOCTU YPOBHM BalMIEeHHOCTHU
obo3HadUeHue MIePCOHAJIbHEIX HOAaHHBIX NepPCOHAJIbHEIX HOaHHBIX
I HOMEp
uepu + s 2 [0
I. UMpeHTudmkaumsa M ayTeHTuMkaumsa CyOBEKTOB HOCTylla M OOBeKTOB moctyna (MAD)
VAD.1 Nnentupmkaumusa u ayTeHTUOUKaALUS noJib30BaTeJIeN, + + + +
ABJIANILMXCA paboTHMKAaMM ollepaTopa
VAD.2 VoenTudrkaumus u ayTeHTuouKaums yCTPOMCTB, B TOM + +
dyCJI€ CTAlMOHAPHBIX, MOOMJIBHEIX M I[IOPTATMBHEIX
VA®. 3 YnpasJjieHre MAOSHTUQMKATOPaMM, B TOM UYMCIIe CO3IaHue, + + + +
NIPUCBOEHME, YHUUTOXEHME MIEHTUPMKATOPOB
VAD. 4 YhnpaBJjieHre cpelncTBaMM ayTeHTUuOMKalUuM, B TOM UUCIE + + + +
XpaHeHue, BBIOAYA, VHULManImM3auusa, OJIOKMPOBaHUE

cCpencTB ayTeHTHMOMUKaAUMM UM [OPUHATME Mep B ciydae
yTpaTH ¥ (M) KOMIPOMETALUMM CPEINCTB ayTeHTUOMKaALUM

VIAD.5 BammTa OOPATHOM CBA3M NIPM BBOLE AyTEeHTUPMKALMOHHOMN + + + +
MHQOPMaUUM

VAD. 6 VoenTtudrkaums 1 ayTeHTHOMKaUMS I[OJIb30BaTesel, HE + + + +
ABJISIUKXCSA paboTHUKaAMU onepaTopa (BHEWHUX
IoJIb30BaTEJIEN)

II. YnpaBJieHMe HOOCTYINOM CyOBEKTOB IOCTyla K oObekTaM poctyna (YIII)

yiom.1 YnpaBJjieHMe (3aBeneHMue, aKTMUBALMHA, OJIOKMPOBaHME U + + + +
YHUUTOXEHME) YUEeTHEMM 3alMCaMM [10JIb30BaTeJIe, B TOM
YMCJIE BHENHUX I[10JIb30BaTeJyien

yin.2 Peammzauma HeOOXOOMMEIX METOIOB (OMCKPELVOHHEIM, + + + +
MaHIOATHHEM, POJIEBOM MM MHOM MeTon), TMUIOB (4UTeHue,
3anMchb, BHIIOJIHEHME VIV VIHOM TIII) n IpPaBUII
pasrpaHMUeHrs IOCTyIla

yin. 3 YnpasiseHre  (ouabTpaumMsa, MapupyTmM3alMa, KOHTPOJIb + + + +
CoeIMHEHUM, OXHOHaNpaBJIEHHas Iepelladya U MHEE CIIOCOOH
yInpaBJIeHNA) MHOOPMaLVOHHEIMMI IoTOKaMM Mexny
yCcTpoMcTBaMM, CerMeHTaMy MHQOPMaluMOHHOM CMCTEMEH, a
TakXxe MexIny MHOOPMalUMOHHBIMM CHCTEeMaMM

VIg.4 PasnesnieHue TMTOJTHOMOUMM (posen) noJib30BaTEJIEeN, + + + +
AIMMHVCTPATOPOB " JInLL, ofecrneunBanImx
byHKUMOHMPOBaHME MHOOPMALVOHHOM CUCTEME

YIO.5 HasHaueHue MMVHVMAaJIbHO He0OXOIUMBIX npas u + + + +
NPUBUJIETUM IOJIb30BAaTeNAM, aIMMHMCTPpATOpaM M JMlaM,
obecrneunBanlyM QYHKLUMOHMPOBAHME MHOOPMALMOHHOM
CHUCTEME




YIL. 6

OrpaHnUeHue HEeyCIEeUHbIX [IOTIEITOK BXOIA B
nHOOPMALMOHHYI0 CUCTeMy (moctyna kK MHOOPMAlMOHHOM
cucrTeMe)

yig.7

HpenynpemneHme II0JIb30BATEJIA npn ero BXOoIme B
VHOPOPMALMOHHYI CHUCTEMY O TOM, 4YTO B MHOOPMALMOHHOM
cucTeMe peasiM30BaHbl MEPHl 10 ODecCledeHMI0 Oe30MacCHOCTH
[I€PCOHAJIbHEIX HAaHHEIX, M O HEeOOXOOMMOCTM COOJIOOeHUs
YCTaHOBJIEHHEIX OnepaTopoM npaBuUil oBbpaboTku
IIE€PCOHAJIbHBEIX OAaHHBIX

YIg. 8

OnoBeleHne MOJb30BATEJSA [OCJIe YCIEeWHOTO Bxoda B
MHOOPMALMOHHYIO CUCTEMYy O €ero MNpemsAgylleM BXOAe B
VMHOOPMALMOHHYIO CUCTEMY

Yin. 9

OrpaHMUeHMe uucila NapajijlelIbHBIX CEeaHCOB IOoCTyIla IJjd
KaxXIO¥ YyYeTHOM 3alMcCK [OJib30BaTesyid MHOOPMaLMOHHOM
CUCTEMEBI

YImg.10

BJIOKMpOBaHMEe CceaHca IOCTyIla B MHbOPMALIMOHHYO
cucTeMy IIOCJIe YCTaHOBJIEHHOT'O BpeMeHu Oes3meicTBus
(HEaKTVMBHOCTM) I[OJIb30BATEJIS MM IO €U0 3alpocy

ying.11

PaspeumeHue (3anper) IEeViCTBUM MoJIb30BAaTEJIEeN,
Pa3peleHHbX 00 MOSHTUOMKAUUM M ayTeHTUOMKaunnM

YIg.12

[lonmepxka ¥ COXpaHeHMe aTpudyToB 0e30nacHOCTM
(MeTOoKk 6e30macHOCTH) , CBSBAHHEIX C MHOOpMauMer B
npoliecce ee XpaHeHus U 00paboTKMU

Yin.13

Peanmuzaumsa s3alMIIEeHHOT'O yHaJIEeHHOT'O OOCTyla CyOBEeKTOB
oocryria K obBeKTaM mocryria uepes BHEIIHVE
MH(bOpMaLU/IOHHO—TeHeKOMMyHMKaLIMOHHbIe ceTn

YIn.14

PerjameHTauusa n KOHTPOJIb VCIIOJIBE30OBaHMUA B
MHQ)OpMaLIMOHHOVUI cucreMe TEXHOJIOT UM GeCHpOBOILHOI‘O
OOCTYyIla

YIn.15

PersameHTauma u KOHTPOJIBb VICIIOJIBE3OBaAHMUA B
I/IH(bOpMaLU/IOHHOIZ cucTeMe MOOWMJIBHEIX TEXHUUECKUX cpencTrs

YIO.16

YrnpaBJieHue B3aMMOOENCTBMEM ¢} MHOOPMAaLVOHHEIMM
cucTeMaMu CTOPOHHMX opTraHM3aluM (BHelHMEe
MHQOPMalMOHHEIE CUCTEMEI)

yin.17

OBecrieueHre LIOBEPEHHON 3arpy3KU cpencTs
BHIUMCJIUTEJIEHOM TEXHUKU

III. OrpaHmdYeHme nporpamMmHon cpegnel (OIC)

Onc.1

YrnpaBJjieHre  3allyCKOM (obpaleHnaMu) KOMIIOHEHTOB
NporpaMMHOT'O oOOecnedeHus, B TOM UMCJIe OIpelesyieHue
3aMyCKaeMbIX KOMIIOHEHTOB, HacTpoumkKa napamMeTpoB
3amnycka KOMIIOHEHTOB, KOHTPOJIb 3a 3aNyCcKOM
KOMIIOHEHTOB IMPOIPaMMHOI'O OOeCledeHMNd

OIIC.2

YnpaBJieHMe YyCTaHOBKOM (MHCTaNIauMen) KOMIIOHEHTOB
NporpaMMHOTO oOecnedeHus, B TOM UMCJIe OIpelesjieHue
KOMIIOHEHTOB, monJiexaums yCTaHOBKe, HacTpoumkKa
napaMeTpoB YyCTaHOBKM KOMIIOHEHTOB, KOHTPOJIb 3a
YCTaHOBKOM KOMIIOHEHTOB NPOTPAaMMHOT'O OOeCHNedeHUs

OIIC. 3

YcTraHoBKa (MHCTalIALMA) TOJIBKO pPaspPeleHHOTO K
MCIOJIb30BAHMIO MPOTPaMMHOTO OOecledeHus U (mmm) ero
KOMIIOHEHTOB

OIlC. 4

YnpaeJjieHue BpeMeHHEMM OaliaMu, B TOM uMCIIe 3alperT,
paspeneHne, rnepeHarnpasJieHne 3anncu, ynajeHvne
BPEeMEHHEIX (QaljioB

IV. 3BammTa MalMHHBEIX HOCUTEJIEN INIePCOHAJIbHEIX HOaHHBIX

(3HI)

3HI. 1

YueT MalMHHBIX HOCUTEJIEN INIepPCOHAJIbHEIX HOaHHBIX

3HI. 2

YhnpaBJleHue OOCTYIIOM K MallHHBIM HOCHUTEJIAM
IIEPCOHAJIbHBIX IOAaHHBIX

3HI. 3

KoxnTposb nepeMeleHns MaIMHHBIX HOCUTeJIen
[IePCOHAJIbHEIX IAaHHBIX 3a Ipenejibl KOHTPOJIMPYEMOM SOHH

3HI. 4

NckioueHne BO3MOXHOCTN HEeCaHKUIVMOHVMPOBAHHOT'O
O3HaAKOMJIEHUA e} ColepXaHrueM IIepCOHAaJIbHBEIX HOAaHHBIX,
XPaHALMXCA Ha MallMHHBIX HOCHUTEJIAX, u (mmm)
VCIOJIb30BAHMUA HOCUTEJIEN IIEPCOHAaJIbHBEIX IOaHHBIX B VIHBIX
MH(bOpMaLI,MOHHbIX cucremMax

3HIN.5

KoHTposib McCnosib30BaHMA MHTepdelcoB BBOIA (BEIBOIA)
nHGOpMaLMM Ha MallMHHBEE HOCUTEJM NePCOHAaJIbHBIX ITaHHBIX

3HI. 6

KonTposie BBOHa (BEIBOHA) MHOOPMAUMM Ha MallMHHEE
HOCMTEJIM IEePCOHAJIbHEIX IaHHBIX

3HI. 7

KoHTposb IIOOKJIIOYEHMA MallMHHBIX HOCUTeJIen
INTEePCOHAaJIbHBEIX IOaHHBIX

3HI. 8

YHUUTOXEHNE (cTupaHMe) pZNpes obesnmmMurBaHue
I€PCOHAJIbHEIX HOAHHEIX Ha MAlMHHEIX HOCUTEJAX MNPpU UX
nepenaude Mexny OJIb30BATEJIAMM, B CTOPOHHME
opraHMs3auuM IOJid PeMOHTa WM YyTuiaM3auuy, a TaKxe
KOHTPOJIb YHMUTOXEHMS (CTHMpaHMsA) WM 00e3JIMUMBAHUA

V. Permcrpauus coOweTuy OezonacHocTu (PCB)




PCB.1

OnpenesneHue COOBITUM 6e30MmacHOCTH, nonJiexaums
perucTpauny, U CPOKOB UX XPaHEHUs

PCB.2

OnpernesieHne cocTaBa M CoOOepXaHus uHOoOpMauum O
COOBITMAX OEe30MNaCHOCTHM, NOJEXAlMX PerMcTpaumnmn

PCB.3

Cbop, Bammce U XpaHeHMe uHOOpMALUMM O COOBITMAX
0e30nacHOCTN B TeyeHUe YCTaHOBJIEHHOTO BpEeMeHU
XpaHeHUs

PCE.4

PearupoeaHme Ha cbom Opu perucrpauun COOBITUM
6es30MmacHOCTM, B TOM uYMCJIE allapaTHHE ¥ [IPOTPaMMHBE
oumbky, cOom B MexaHmUsMax cbopa nHQopMaL MM u
IOCTWXEHME Ipenesyla UM IIepeloJiIHeHus obbeMa (eMKOCTM)
naMAaTy

PCB.5

MOHUTOPUHT (mpocMoTp, aHanms) pPes3yIbTaToOB
perucTpaumuy COCHITHI Oe30MacHOCTM M pearMpoBaHME Ha
HUX

PCB.6

T'eHepupoOBaHMe BPEMEHHBIX METOK u (mym)
CUHXPOHM3AaUMA CUCTEMHOT'O BpPeMeHM B MHOOPMALMOHHOM
cucreMe

PCBE.7

BamyTa MHOOpMALUM O COOBITMAX OE€30MaCHOCTU

VI. AHTMBMpPYCHas 3aumTa (AB3)

AB3.1

Peanmuzauua aHTMBMpyCHOﬁ 3alITEl

AB3.2

ObHoBNeHMe 0asbl IOaHHBIX NIPMU3HAKOB BPEIOHOCHBIX
KOMIIBIOTEPHEIX NPOoTrpaMM (BMPYCOB)

VII. O6HapyxeHue BTOpxXeHM1 (COB)

COB.1

OBHapyXeHMe BTOPXEHUN

COB.2

OOHOBJIEHME 0a3bl pelanuyx NPpaBUI

VIII. KoHTpoJsib (aHajM3) BallMIEeHHOCTM [NePCOHAJIbHBIX IaHHBIX

(AH3)

AH3.1

BugBJIEHUE, aHanms YS3BUMOCTEN rHGOPMALIMOHHONI
CHUCTEMH U OIepPaTUBHOE YCTPAHEHME BHOBL  BHISBJIEHHEIX
YA3BUMOCTEN

AH3.2

KouTposs YCTaHOBKU OOHOBJIEHUI NIPOT'PaMMHOTO
obecrneuenms, BKJIOYAa A OOHOBJIEHNKE NIPOT'PaMMHOTO
obecrnedeHrsa CPeACTB 3alyTe MHOOpMaLUM

AH3.3

Kourponb paboTocnocoBHOCTM, NapaMETPOB HACTPOUKU U
NPaBUJIbLHOCTU bOYHKUMOHUPOBAHNSI IPOTPaMMHOTO
ofecrnieueHrss U CPenCTB 3almMTE MHOOPMAaLUNA

AH3.4

KOHTpOJNIB CcOCTaka TEXHMUMUYECKMX CPeICTB, NPOTPaMMHOIO
obecrniedeHuss U CPEenCTB 3BaliUTH MHbOOpMaLMM

AH3.5

KoHTposib npaBui TeHepauum n CMEHBL napoJen
IoJib30BaTEeJIeV, BaBeIeHUs M yHaJIeHMs YyUeTHBIX 3alucemn
oJib30BaTENEN, peanmuzaumnmn npaBuUl pa3TrpaHnYeHnus
IOCTymna, I[IOJIHOMOUMM IOJIb30BAaTeJIe B MHOOPMALMOHHOM
cucreMe

IX. OBbecneueHMre LEJOCTHOCTU MHOOPMALMOHHOM CMUCTEMH M IIePCOHAaJIbHBIX

HOAaHHBIX

(o)

OomiI.1

KoHTpOJsIE LEeJIOCTHOCTM NPOTPaMMHOTO obecrneueHus,
BKJIOUAsA INporpaMMHOe obecrnedueHue cpencTs 3alMTEL
rHQOPMaUUM

OLJI. 2

KouTposs LEeJIOCTHOCTHU [IePCOHAJIbHEIX IaHHEBIX,
copepxammuxcsa B 0as3ax IaHHBX MHQOPMalMOHHOM CUCTEMEL

OLJI. 3

ObecnieueHue BO3MOXHOCTU BOCCTAHOBJIEHUSA
IPOTPaMMHOTO obecneueHus, BKJIOYA S IpOoTpPaMMHOE
obecrneueHne CpencTs BalMTH nHbopmaumu, npu
BOBHMKHOBEHUM HEUWTATHHX CUTyalun

OLJI. 4

OBHapyxeHMe U pearrMpoBaHMeE Ha IOCTYIJIEHUE B
MHOOPMALMOHHYI0 CUMCTEMY He3alpallMBaeMblX BSJIEKTPOHHBIX
coobumeHuyt (nmceMm, OOKYMEHTOB) M MHOM mMHOOpMauMM, He
OTHOCSWMUXCSA K bOYHKLUMOHMPOBAHUIO MHGOPMALIMOHHOMI
CUCTEMH (3ammMTa OT clama)

OLJI. 5

KoHTposb comepxaHusa mHbpopMalmy, IIepelaBaeMoM ns3
MHOOPMALMOHHOY CUCTEMH (KOHTEMHEPHE, OCHOBAHHEIM Ha
cpoMcTBax o6wekTa gocTyna, u o (Miam) KOHTEHTHEIN,
OCHOBAHHBEI Ha IoucKe 3aNpelueHHON K nepenaue
rnubpopMalMy C MCIOJIB30BaAHMEM CUIHATYP, MACOK M  MHEX
MEeTOIoB), U VCKJIOUEHVE HEeNnpaBOMEPHOM nepenaum
yHoOpMaUMM M3 MHOOPMALMOHHOM CMCTEMEH

OLJI. 6

OrpaHMUYeHMe MpaB [IOJIb30BaTeJIel IO BBOINY MHbOpMaLUM
B MHQOPMaUMOHHYI CUCTEMY

OomJI.7

KOHTPOJIE TOYHOCTM, IOJIHOTH M [IPaBMUIIBHOCTM IAHHHX,
BBOIOVMEIX B MHOOPMALMOHHYI CUCTEMY

OLJI. 8

KoHTpoJIb OmMMOOUHEIX IEeMCTBMUM IOJIb30BaTEJIEM IO BBOOY
" (mym1) nepenaue [IepCOHAaJIbHEIX IaHHEBIX "
npenynpexieHye I0oJib30oBaTesiell 00 OWMOOYUHBIX OEMCTBUAX

X. ObecnedeHye OOCTYINHOCTM [€PCOHAJIbHEIX HaHHEIX (OOT)

OIOT.1

JIcrioJib30BaHMe OTKaBOyCTOﬁqMBHX TEXHUUECKNX CpencTB

OAT.2

PesepBMpOBaHme TEXHUUECKUX cpencrs, IIPOTI'PaMMHOTI'O
obecrneueHus, KaHaJIOB nepenadymn MH@OpMauMM, cpencrs




obecrneueHns QYHKUMOHMPOBAHMSA MHOOPMALMOHHOM CHCTEME

OonT.3

KoHTposie 6e30TKa3HOTO QYHKUMOHMPOBAHMS TEXHUYECKUX
cpencTs, OBHapyXeHMe n JloKanMs3aumus OTKasz0B
byHKUMOHMPOBAHMA, NPMHATME Mep I[I0 BOCCTaHOBJIEHUIO
OTKasBaBUMX CPEenNCTB M MX TECTUPOBAHMUE

OHOT. 4

[leprognyYecKoOe pPe3epBHOE KONMPOBAHME [€PCOHAJIbHBIX
IOAHHBEIX HAa PEe3EPBHHE MAUMHHEE HOCUTEJM [1e€PCOHAJIbHBIX
IAaHHBIX

OOT.5

ObecneueHue BO3MOXHOCTH BOCCTaHOBJIEHUA
IepPCOHaJIbHEIX IaHHBIX C PEe3ePBHBIX MAallMHHEIX HOCHUTeJel
IEPCOHAJIBHEIX HAHHHX (PEe3epPBHEIX KONUM) B TedeHue
YCTaHOBJIEHHOT'O BPEMEHHOI'O MHTepBasa

XI. Bammura cpensl BupTyanmszauum (3CB)

3CB.1

VoeHTuOMKaAUMS U ayTeHTudmuxaumusa CyObeKTOB HOCTyNa u
OBBEKTOB HOCTyNa B BUPTYAJbHONM MHOPACTPYKType, B TOM
yncie aIMMHMCTPATOPOB yhnpaBJieHus cpencTBaMu
BUPTYaIU3aLNU

3CB.2

YnpapJjieHMe OOCTYINIOM CyDBEKTOB HOCTyNa K OOBeKTaMm
IOCTyInna B BUPTYaJIbHOM MHOpacTpyKType, B TOM UYMUCJe
BHYTPY BUPTYAJIbHEIX MallMH

3CB.3

Perucrpaumusa COOHITMI ©0e30NacHOCTM B BUPTyaJIbHOM
MHPPaCTPYKType

3CB.4

YnpaeneHue (duinbTpaumsa, MapumpyTH3aumMsa, KOHTPOJb
coenVHeHMs, OJHOHAIpaBJIeHHad nepenada) IoTOKaMM
nHQopMalUVU MexXmIy KOMITOHEHTaMM BUPTYaJlbHOM
MHQPACTPYKTYPHE, a TakKxe [0 [eprMeTpy BMUPTyaJIbHOM
MHQPACTPYKTYPH

3CB.5

HoBepeHHas 3arpyskKa CepBepoB BUPTYyaIM3aLUnu,
BUPTYaJIbHOM MallMHEL (KOHTEMHepa), CEePBEpPOB yNpPaBJIEHUA
BMpPTyann3auuen

3CB.6

YnupasJeHue nepeMeleHUEM BUPTYaJlbHEIX MalH
(KOHTEMHepOB) 1 oOpabaTelBAEMBIX Ha HMX IAaHHBIX

3CB.7

KOHTPOJIE LEJIOCTHOCTM BUPTYAJbHOM MHOPACTPYKTYPH U
ee KOHOUI'ypauun

3CB.8

PezepBHOE KONMPOBaHMEe JaHHBIX, pesepBupOBaHUE
TeXHMNYECKUX CcpencTs, NPOTPaMMHOTO obecrnedeHns
BMPTyaJlbHOM MHOPACTPYKTYPEl, a TaKXe KaHaJloB CBA3U
BHYTPM BUPTYaJbHOM MHOPACTPYKTYPh

3CB.9

Peammzauusa M ynpabJIEHME aHTUMBMPYCHOM 3allMTOM B
BUPTYaJIbHOM MHOPACTPYKTYype

3CB.10

PaszbueHre BUPTYaJIbHOM MHOPAaCTPYKTYPEl Ha CEeI'MEeHTHL
(CerMeHTMPOBAaHME BUPTYaJIbHOM MHOPACTPYKTYPEH) s
o0bpaboTku epCOHAaJIbHEIX IOaHHBIX OTHEeJIbHBIM
oJib30BaTEeJIeM M (MJM) TPYNNON [NOJIb30BaTesen

XII. BaumrTa TexHudeckmux cpencTts (3TC)

3TC.1

BammTa MHOOPMaUUM, obpabaTeBaeMon TeXHUUECKUMU
cpencTBaMy, OT €e YyTeuKM I[I0 TexXHMUYECKMM KaHaJlaM

3TC.2

OpraHmsauysa KOHTPOJMPYeEMOM 3OHHI, B npenenax
KOTOPOM IIOCTOSAHHO pasMemanTCcsa CTaluMOHapHbE
TexXHNYeCKMe cpencTBa, oOpabarTeBanmye MuHOOpMALMO, U
cpencTBa 3alMTH  MHOOPMaLMUM, a TaKxe cpencTBa
obecneueHus QYHKUMOHMPOBAHUSA

3TC.3

KoHTpose u yhopabileHKMe QU3MUECKUM JOCTYIIOM K
TeXHMYECKMM CpencTBaM, CpeAcTBaM 3alMTe MHOOpMauUuu,
cpencreaM obecrnedeHusa QYHKLUMOHMPOBaHMSA, a TakKxe B
[IOMEIEeHMSA M COOPYXEeHMS, B KOTOPEIX OHM YCTaHOBJIEHH,
MCKJIOYalMEe HECAaHKUMOHMPOBAHHEM QU3MUECKUM OOCTYIl K
cpencreaM ob6paboTku mMHOOpMaLMM, CPeACTBaM 3allUTH
nHbopMauMM U cpencTBaM obecrnedueHus QYyHKUMOHMPOBAHMA
MHOOPMALMOHHOM CMCTEMBI, B IIOMEUEHMS M COOPYXeHUsa, B
KOTOPBIX OHM YCTaHOBJIEHH

3TC. 4

PasmeneHue YCTPOMCTB BEIBOIA (oToBpaxeHms)
nubopmanmn, MCKJInUanee ee HECaHKLUMOHUPOBAHHLIA
IPOCMOTP

3TC.5

3ammTa oT BHEUHUX BO3IOENCTBUMN (BOBIEMCTBUN
OKpyXamlel cpensl, HeCcTabUJIbHOCTU BJIEKTPOCHaOXeHUs,
KOHIMLMOHMPOBAHMUSA M MHBEIX BHEWHUX QaKTOPOB)

XITII. BaumTa MHOOPMALMOHHOM CUCTEMEl, €& CPeICcTB,
CUCTeM CBA3M M nepenauy naHHHX (3VC)

3UC.1

PazpeneHue B MHQOPMaLUMOHHOM cucTeMe QYHKUMM IO
yTIpaBJIeHNIO (aIMMHMCTPUPOBAHUIO) MHQOPMaUMOHHON
CHUCTEMOM, YyHOpaBJieHMoO (aIMUMHUCTPUPOBAHUD) CUCTEMOM
3alUTH [I€PCOHAJIBHEIX  IAaHHEIX, byHxumy 1o obpaborke
I€PCOHAJIbHEIX HAHHEIX M MHEX OYHKUMI MHQOPMaLMOHHOM
CHYICTEME




3UC.2 [lpemoTBpalleHMe 3aOepPXKM UM I[IPEPBIBAHMA  BHIIOJIHEHUA
IPOLIECCOB C BHICOKMM IPUMOPUTETOM CO CTOPOHHEl NPOLLeCCOB
C HUBKYM NPUOPUTETOM

3UC.3 OBbecneueHne 3aIMTEL IepPCOHAaJIbHEIX IAaHHBIX oT
PAaCKPEITMUA, MOOMQMKALUM U HaBSSLBBAHUSA (BBOZIA JIOXHOM
nHbopMauMM) MNpu ee nepepade (IOoArOTOBKE K Iepenade)
10 KaHajlaM CBA3MU, VIME LM BEIXOT] 3a npeneJsl

KOHTPOJIMPYEMOM  30HH, B TOM qycie 6eCnpOBOIHEM
KaHaJlaM CBA3U

3UC. 4 ObecrnieueHue [OBEPEHHHIX KaHajla, MapupyTa MexIy
aIMMHUCTPATOPOM, I[IOJIb30BATEJIEM M CPEICTBAaMM  3allMUTH
nubopmaumy (byHKUMAMM 6e30IaCHOCTM CPEeICTB  3allMThH

yHbOPMAaLM)

3UC.5 3anpeT HECaHKLUVMOHMPOBAHHOM yIaJIEHHOM AKTUBaALUU
BHIOEOKaMED, MUKPOPOHOB u VIHEIX nepudepumHeEIX
YCTPOMCTB, KOTOPBIE MOTYT aKTMBMPOBATHLCH yIaJIEHHO, U
oloBelleHue [IoJIb30BaTEeJNEeN o6 aKTUBaLUU TaKMX
YCTPOMUCTB

3UC. 6 [lepenaua u KOHTPOJIb LIeJIOCTHOCTHU aTpubyTOB
6e30MnacHOCTU (MmeTOok ©e30MacHOCTH) , CBS3aHHBIX c

IIepCOHaJIb HEIMI HOaHHBIMN, npn obMeHe M C VIHBIMM
MHQ)OpMaLIMOHHbIMM CryicreMaMm

3UC.7 KouTposb CaHKLMOHMPOBAHHOTO n VICKJIOYEHME
HECAaHKLUMOHMPOBAHHOTO MCIIOJIb30BaHNA TEeXHOJIOT UM
MOOMJIBHOTO KOZa, B TOM UYMUCJIe pPeTrucTpaumsa COOHTHM,
CBABAHHEIX C MCIOJb30BAaHMEM TEXHOJIOTMM MOOMIIBHOTO
KoIa, WX aHamM3 ¥ pearupoBaHMe Ha HapylWeHns,
CBS3aHHEE C MCIOJb30BAHMEM TEXHOJIOTMM MOOMIIBHOT'O

Kona
31C.8 Konrposns CAHKLUVOHMPOBAHHOT'O 1Z8 VCKJIOUEHrE
HeCaHKUMOHMPOBAaHHOTO MCIOJIb30BaHUA TeXHOJIOTUI

nepenadyy pedn, B TOM yucrie permucrpaunga CcoOBBITII,
CBSA3aHHBIX C MCIIOJIb30BAaHMEM TEeXHOJIOTUN nepenadyy pedn,
X aHaJM3 M pealVMpOBAaHME Ha HAPYUWeHUA, CBA3aHHEE (¢}
JCIIOJIE30BaAHMEM TEXHOJIOTUM rnepernady pedm

31C.9 KouTposb CaHKLMOHVPOBAHHOM n VICKJIOYEHME
HECAaHKLUMOHMPOBAHHOM NepenaunM BUOeOMHPOpMaLUMM, B TOM
yyclie perucrpauus COOBITMM, CBS3aHHEIX C [epenadei
BuneomubopmMaLMm, MX aHAIU3 n pearupoBaHue Ha
HapylWeHNs, CBS3aHHHE C Iepepadeil BumeomHGopMaLMm

3M1C.10 [looTBepXIOeHME NPOMCXOXIEHMS MUCTOUYHMKA MHOoOpMaumuu,
IoJlydaeMol B Mpoliecce ONpenelieHMs CeTeBHEX alpecoB II0
CeTeBBIM MMEHaM MM OINpeneJieHMsa CeTeBBX MMEeH IO
CeTeBEIM ajpecam

3UC.11 ObecrnieueHme MNOOJMHHOCTM CETEBHIX COeIVMHEHUMN (ceaHcoB
B3aMMONENCTBUSA) , B TOM UYMUCJE IJIS BaWMTEL  OT I[IOAMEHE
CeTeBEIX YyCTPOMCTB M CEPBUCOB

3UC.12 JckiodeHre BO3MOXHOCTU OTPULAHMA noJIb30BaTeyeM
baxTa OTHNpPaBKM [IePCOHAJIbHEIX IaHHEIX OPyTOMY
[10JIb30BaTEJI0

3MnC.13 VICKJIOUEeHVEe BOBMOXHOCTM OTPMULAHUSI [I0JIb30BaTEJIEM
baxkTa MoJIydeHMsa IIePCOHaJIbHEIX HaHHEIX OT IpyToro
[I0JIb30BaTENSA

3UC.14 Jicnosib30BaHMe YyCTPOMCTB TEPMMHAJBHOTO HOCTylla IOJisd

00pPabOTKM NEePCOHAaJIbHBIX IaHHBIX

3UC.15 BammMTa  apxXMBHEIX  (aNJOB, napaMeTpoB HaCTPOMKM
CPEenCTB 3alMTH MHOOPMaALUM U IPOTPAMMHOTO OOeclnedeHUs
M MHEIX HAHHEIX, HE I[OIJIeXallMxX M3MeHeHMI0O B Ipolecce
00paboTKM NEePCOHAaJIbHBIX IaHHBIX

3UC.16 BulABJIeHMe, aHauu3 U OJIOKMPOBaHME B MHOOPMALMOHHOM
CHCTeMe CKPEITHX KaHaJIOB lepenaur MHpopMauum B  0O0XOI
PEeaNM30BAHHEIX MEp WM BHYTPU Pa3pPeleHHEX CeTeBHX

IPOTOKOJIOB

3MUC.17 Pazbuenmue MHOOPMALMOHHOM CUCTEMBL Ha CEeI'MEeHTEI
(cerMeHTMpPOBaHMKE MHOOPMAaLMOHHOM CHCTEMEHI) u
obecrneueHue 3allMTE [IepuMeTPOB CerMeHTOB
MHQOPMalUMOHHOM CUCTEMEL

3UC.18 ObecrnieueHme 3arpy3KM U MCIOJHEHMA MNPOTPaMMHOIO
obecrnieyeHus c MallVHHEIX HOCHUTeJIEN IEePCOHAaJIbHEIX

HOAaHHBIX, IOOCTYIIHBIX TOJIBKO paniecy UTEeHMA, n KOHTPOJIb
LEeJIOCTHOCTM HOAaHHOT'O IIPOI'PaMMHOI'O obecrnedyeHusa

3UC.19 Vzonaumusa NPOLIeCCOB (BEIIOJIHEHUE IpoTrpaMm) B
BEIIEJIEHHOM 0OOJIaCTM NaMATU

3UC.20 BamuTa OEeCHPOBOINHEIX COEIMHEHUM, [IPMMEHSIEMBIX B
MHOOPMALMOHHOM CHUCTEME

XIV. BuIABJIEHME MHUMIEHTOB M pearmpoBaHme Ha Hux (VMHI

VHIT. 1 OnpepnesieHue Jul, OTBETCTBEHHEIX 3a BHISIBJIEHUE
VHUMIOEHTOB M pearrpoOBaHME Ha HUX




VHII. 2 OBbHapyxeHue, MOSHTUOMKALMSI u perucrpaunud + +

VHUMIEHTOB
VHL. 3 CBoeBpeMeHHOe MHOOPMMPOBAaHME JIML, OTBETCTBEHHEIX 3a + +
BEIABJIEHME MHUMIOESHTOB M pearmMpoBaHMe Ha HUX, o

BO3HMKHOBEHMM MHUUIEHTOB B I/IH(I)OpMaLU/IOHHOIZ cucreMe
IIOJIB30BATEJIAMM U aIMMHMCTPATOpaMN

VHII. 4 AHanIM3 MHUMIEHTOB, B TOM yycie onpenesieHue + +
MCTOYHMKOB WM [PUUMH BO3HUKHOBEHMS MHUMUIEHTOB, a
TaKXe OlleHKa MX [NOCJeNCTBUM

VHIT. 5 [IpMHATME Mep N0 YCTPAaHEHMI [OCJIEeICTBUM MHUUIEHTOB + +

VHII. 6 [I1aHMpOBaHMEe U [OPMHATME Mep IO [NpenoTBpalleHU + +
IOBTOPHOT'O BO3HMKHOBEHUA MHUUIEHTOB
XV. VYnpaeJjieHre KOHOUI'ypaumreyn MHOOPMalUMOHHOM CUCTEME
VI CUCTEMbl 3allMThl [1€PCOHAJIbHEIX HOaHHEX (YKO)
YKo.1 OnpenesieHue Jnl, KOTOPEIM pas3pelleHs OeWCTBUS 10 + + +
BHECEHMIO WM3MEHEHMM B KOHQUIypauuon MWHOOPMaAaLMOHHOM
CHCTEMEl M CHMCTEMBl 3allMThl NE€PCOHAJIBHEIX HOaHHBIX

VK®.2 YnpaBJieHMEe M3MEeHEeHMAMM KOHOUIypaumuyu MHOOPMALMOHHOM + + +
CHUCTEeMBl ¥ CUCTEMBl 3allMThl [I€PCOHAJIbHEIX HOaHHEIX

YK®.3 AHaM3 I[IOTEeHUMAJIbHOT'O BO3IENCTBUA MJIaHUPYEMBIX + + +
M3MeHeHUM B KOHQUTypaluur MHOOPMALMOHHOM CUCTEMBl U
CHCTEeMEl 3alMTE NNePCOHAJIbHBIX IaHHEIX Ha oOOecledeHMre
3alMTHl [IE€PCOHAJIBHEIX HOAHHEIX M COIJIaCOBaHME WU3MEeHEeHUM
B KOHOUTypaluM MHOOPMaLMOHHOM CUCTEMEl C HOJDKHOCTHBIM
auuoM  (pa®OTHMKOM), OTBETCTBEHHHM 3a obecledeHNre
0e30MacHOCTM NEePCOHAJbHEIX HOaHHBIX

YK®.4 IOoKyMEeHTMPOBaHMe MHOopMauuyM (HaHHEIX) OO M3MEHEHUAX + + +
B KOHQUI'ypauuy MHPOPMAUMOHHOM  CHUCTEME u CUCTEMEBI
3alMTE [TE€PCOHAJIbHBIX ITaHHBIX

"+" - mepa no obecnevyeHUto 6e30MNaCHOCTM NEPCOHaA/bHbIX AaHHbIX BKAOYeHa B 6a30BbI Habop
Mep 419 COOTBETCTBYIOLLEro YPOBHS 3aLLMLLEHHOCTU NEPCOHA/bHbIX AaHHbIX.

Mepbl No obecneyeHnto 6€30MacCHOCTM NEePCOHaNbHbIX AaHHbIX, He 0603HaYeHHble 3Hakom "+",
NPMMEHAIOTCA NPKU aganTtaumm 6a3oBoro Habopa mep M YTOYHEHUKN aganTupoBaHHOro 6asosoro Habopa
Mep, a TaKXe npu paspaboTke KOMNEHCUPYOLWMX Mep No obecnedyeHMo 6e30NacHOCTM NepcoHanbHbIX
OaHHbIX.




